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3AT'AJIBHA XAPAKTEPUCTHUKA POBOTH

a.) AKTyaJIbHICTh TEMH JUIIJIOMHOI po00TH

[IpobGnema oxopoHW MaifHa ICHYBalu JJIS JIIOJWHU HA TMPOTI31 BCHOTO 1CHYBAHHS
moacTBa. EkoHOMIYHA cHTyaliii y OCTaHHI POKM HETaTHUBHO BIUIMBAa€ Ha KUIbKICTh
3JIOYHMHIB TIOB’SI3aHUX 3 0COOMCTUM MalfHOM.

CraTucTHKa KpaJaiXKoK, IO HaBeJACHAa T€HEpPAIbHOI0 MPOKYpaTyporo YKpaiHu
nemMoHcTpye, mo 3a 2018 pik BigOymocs 21155 kpaaikku. A 1ied (akT JAEMOHCTpYE
HEOOXITHICTh BUKOPUCTAHHS TEXHIYHUX 3acO0IB OXOPOHHU OYyAMHKY: 3aMKiB, CHUTHaI13allil
Ta OXOPOHHUX cucTeM. HaBelleHI MOKa3HUKU JEMOHCTPYIOTh HEJOCKOHANICTh Cy4YaCHHUX
3ac001B OXOPOHH.

JlocniKeHHsl cydacHUX 3ac001B OXOPOHW MPUBATHOIO OYIWHKY IMOKa3ylOTh, IIO
HANUOUIBII MOMYJISIPHUM 3aCO00M OXOPOHH € OXOPOHHI CUCTEMHU.

OxopoHHa cuCTeMa, K MPaBWIO, SBIsE COOOI0 ABTOMATH30BAHMUN KOMILIEKC,
GYHKIIEI0O SKOTO € OXOpoHa PI3HMX OO0’€KTIB: OyAiBElIb, OKPEMHUX IPUMIIIECHbD,
IPOMHUCIIOBUX 00’€KTIB, aBTOMOOUTIO. [0 OXOpOHHMX CHUCTEM BIIHOCATH OyIb-sIKI
TEeXHIYHI 3acO0M ISl MiJBUILCHHS DPiBHS Oe3leku 00’e€kTy. AJie HaBEIECHI MOKa3HUKHU
CTaTUCTKU BKa3YIOTh, [0 ICHYIOUM OXOPOHHI CHCTEMH HE 3a0€3IeUyI0Th OXOPOHY MaitHa y
JIOCTATHINA Mipi.

b.) Mera i 3aBaanus

MeToro AMIUIOMHOT POOOTH € BIOCKOHAJEHHS METO/IB OXOPOHU MPHUBATHOTO
OYJIMHKY IUISIXOM BUKOPUCTaHHS ClIEUM(PIUHUX amapaTHUX Ta MPOrPaMHUX 3aCO01B.

JIy1st mOCSATHEHHS TTOCTABJICHOT METH HEOOX1THO BUKOHATH HACTYITHI 3aBJaHHS:

1) nociKeHHS CyYaCHUX OXOPOHHHUX CHCTEM;

2) BU3HAYCHHS OCHOBHHUX allapaTHUX CKJIaJIOBHUX Cy4aCHUX OXOPOHHHUX CHCTEM;

3) BU3HAYEHHS OCHOBHHUX MTPOrPAMHHX CKJIAZIOBUX CYYaCHMX OXOPOHHHUX CHCTEM;

4) aHaJi3 anmapaTHOro 3a0e3MeueHHs, 0 HeOOXiaHE IS MOOYI0BH OXOPOHHOT
CUCTEMU;

5) po3poOka cxem¥ IMiIKITIOYCHHS alrapaTHOTO 3a0e3MeUCHHST,



6) po3pobka nmporpaMHOro 3a0e3neueHHs Ul OJIOKY KepyBaHHS OXOPOHHOIO
CUCTEMOIO;

7) po3pobKa MporpaMHOro 3a0e3MeUeHHs I IPUCTPOIO KEPYBaHHII.

C.) O6’ekT Ta mpeaMeT J0CTiaKeHHS

O00’exT: MeToau Ta 3acO0U OXOPOHU MPUBATHOTO OYJUHKY, 1110
BUKOPUCTOBYIOTHCS B CY4aCHOMY CBITI.

IIpeameT: NMpUHIIMITK OpTaHi3allii, IPOrpaMHEe Ta anapaTHe 3a0e3rmeueHHs
OXOPOHHUX CUCTEM.

d.) HaykoBa HOBH3HA OTPUMAHUX pPe3yJbTaTIB

1) Briepiie 3anpONOHOBAHO BUKOPHCTAHH MaTEMATHIHUX METOJIiB KOPEISAIIil
300pakeHb IS 31IMCHEHHS BI3yallbHOI 1IeHTH(IKAITIT;

2) 3anpoNOHOBAaHO METOAM BUKOPUCTAHHS METO/I1B KOPEJIALli 300pakeHb i
3IMCHEHHS BI3yaJbHOT 1ICHTU(IKAIIT Y OXOPOHHUX CUCTEMAX;

d.) IlpakTnyHe 3HAYEHHS OTPUMAHUX pe3yJIbTATiB

1) po3po6iieHO cxeMy MIIKIFOYEHHS alapaTHOro 3a0e3MeUYeHHS ISl OXOPOHHOL
CUCTEMHU 3 (PYHKITIEIO Bi3yalIbHOI 11eHTUDIKAITIT;

2) po3po0JieHO MporpaMHe 3a0e3MeUeHHs, 1110 BUKOPUCTOBYE KOPEJIALI0 300paxeHb

y SIKOCTI THCTPYMEHTY Bi3yaJbHO1 ieHTH(IKAIII].

2. CTpykTypa podoTH
JlumioMmHa poboTa MaricTpa CKiIagaeTbess 13 11 dYacTHH: BCTymy, YOTHPBOX
pPO3UTIB, CHelialbHOI YACTUHU 3 OXOPOHM IMpalll, BUCHOBKIB, MEPETIKYy BUKOPUCTAHOI
JiTepaTrypH, ABOX JOJATKIB, METOJUYHOTrO po3auty. Poboty Bukonana Ha 130 cropinkax

dopmary A4, B TOMy ducil JOJATKIB Ha 25 nuctax dhopmary A4.



OCHOBHMUH 3MICT POBOTH

a) VY Berymi T1OJaHO 3arajibHy XapakTepUCTUKY JIOCHIKYBaHOI  TEMH,
OOTPYHTOBAHO aKTYaJbHICTh IUIJIOMHOI pPOOOTH, CGHOPMYIHOBAHO METY, 3aBIAaHHS
JOCIIKEHb, BIJI3HAYEHO HAyKOBY HOBHU3HY Ta TNPAKTUYHY IIHHICTh OTPUMaHUX
pe3yabTaTiB, MoaaHo 1HGOPMAIIIIO PO arpodaIlito, CTpyKTypy Ta o0car poOoTH.

b) V mepmomy po3aimi gumuiomMHOi poOOTH TPOBEACHO aHai3 1CHYIOYHX
OXOPOHHHUX CHCTEM Ta iX CKJIaJ0BUX. BU3HaU€HO OCHOBHI THMH KiIacudikailii OXOPOHHUX
CUCTEM 3a OCHOBHMMHM O3HAKaMM: 33 TUIIOM Iepeaadil iHpopmallii, BU3HAYEHO OCHOBHI 1]
KaTeropii nanoi knacudikaiiii( 3 3BOpOTHIM 3B’ A3KOM Ta 0€3 HbOT0), 3a TUIIOM B3a€EMO/IIT Y
pa3i HECaHKIIOHOBAHOTO J0CTymy (MOJ1 Ha akTUBHI Ta mnacuBHi). [IpoananizoBaHo
OCHOBHI CKJIa/IOB1 YACTUHU OXOPOHHHUX CHCTEM Ta 3aCOOU KEpyBaHHSA HUMH.

C) YV apyromy po3aijii I0CITiIKEHO MOKJIMBOCTI BHKOPUCTAHHS Y SIKOCTI OJIOKY
KepyBaHHS OJHOIUIATHMM KOMIT'IoTep. BuszHaueHo HaWOUIbII aKTyaldbHI MOy
OJTHOTJIATHUX KOMIT IOTEPIB Ta 0OpaHO HaWOLIBII onTHMaIbHUK BapiaHT — Raspberry pi
mozeni B. Po3pobiieHo cxemy MIAKIIOUEHHS YCiX OOpaHMX JaTYHKIB IO OJHOTUIATHOTO
KOMIT 10Tepy BUKOpHUcTOBYtouHu iHTepdeiic GPIO.

d) YV Tperbomy po3miii mpoaHadi30BaHO OCHOBHI HAmNpsSMH BHKOPUCTAHHS
KOMIT FOTEPHOTO  30py. Bu3HaueHo HalOIbIl 3HA4YHYy 00JIaCTh  BHKOPHCTAHHS
KOMIT FOTEpHOTO 30py — aHali3 MenuuHux naHux. [IpoananmizoBaHo 3acoOu peanizairii
GyHKIIH KOMIT'IOTEPHOTO 30py,  BHU3HAYEHO HaWOIIBII PO3MOBCIOKEHY O010J110TEKY
OpenCV. JlocnmiKeHO  MOKJIMBOCTI OpenCV: MOBHM mporpaMmyBaHHs, IO
OIATPUMYIOThCS, HEOOXIJIHE amapaTrHy 3a0e3leuyeHHs, CHOocOOM BCTAaHOBJICHHS Ta
MM IKJIFOYEHHS 010110 TEKH.

e) Y derBepTroMy po3aiji ommcaHO peajizaiifo 3aco0y KOHTPOJIIO MOJIYJI Ha
ocHoBi Flask, WEB API. TlpoBeneno anami3z AOCTyMHUX CEPEAOBHIN JJIsI PO3POOKHU
MOOUTHHHX 3aCTOCYHKIB omepaliiiinoi cucremu Android. OOpano HalOIBII ONITUMATEHUAN
Bapiant — Android studio. Po3pobieno 3acrocynok mis OC Android, mo peanizye
OCHOBHI (DyHKIII KOHTPOJIO: MIAKIIOYEHHS A0 MPHUCTPOIO0 KOHTPOJIO, BCTAHOBJICHHS

ITOTOYHOI'O PCXKUMY OXOPOHH, BCTAHOBJICHHS Ta IICPCTIIA] H_Ia6J'IOHy AJI IIOITYKY.



f) ¥ nmomarkax HaBeneHO KOJ MPOTpaMHHMX 3aCTOCYHKIB JIJISi OJHOIUIATHOTO

KOMIIT FOTEPY Ta 3ac00y KOHTPOJIIO, [0 0a3yeThes Ha oreparliitHiil cucremi Android.
3ATAJIBHI BUCHOBKHA

a) [IpoBeieHO JTOCITIKECHHS OXOPOHHHX CHCTEM JUIS TIPUBAaTHOTO CEKTOpY,
BU3HAYEHO OCHOBHI IepeBaru, HEJOIIKH Ta CKJIA0B1 MOMYJISIPHUX CUCTEM;

b) Po3pobiieno amapatHe 3a0e3leUeHHs JIs peamizalfii OXOpPOHHOI CHCTEMH 3
(GYHKIII€IO Bi3yallbHOT aBTEHTH(IKALIIi;

c) IIpoanainizoBaHO OCHOBHI METOAM KOPEIIALi 300paXKeHb, IS MOIIYKY MA0JIOHY;

d) Po3pobiieHo mporpamHe 3a0e3mnedeHHs IS OJHOILIATHOTO KOMITHOTEpY, IO
JI03BOJISIE 3MIHIOBAaTH PEKUMU OXOPOHH, Ta BUKOHYBATH Bi3yaJIbHO aBTEHTU(]IKALIIIO;

e) Po3po0iieHo 3acTOCYHOK ISl KEpYBaHHSI OXOPOHHOIO CHCTEMOIO;



AHOTAIIA

Onaubkuii Bitaniii BiraniioBuu. IlporpaMHo-anapatHuii MOIyJib OXOpPOHHOI
cucTeMH OyIMHKY 3 (YHKI[I€IO Bi3yajabHOI aBTopH3aliii Ha 0a3i Raspberry Pi. — Ha npaBax
PYKOIIHUCY.

Maricrepcbka HaykoBa poOoTa Ha 3J00yTTS OCBITHBOI KBamidikamii «Marictp
CHUCTEMHOro aHajizy». — YOpHOMOPCHKHMM HaIllOHAJBLHUM YHiBepcuTeT iMmeHi Ilerpa
Morunu, Mukomnais, 2019.

Jlana Marictepchbka po0OoTa MpUCBAYEHA PO3POOIl MPOTPAMHOTO Ta arapaTHOTO
3a0€e3ne4eHHs 111 OXOPOHHOI CUCTEMU OYJIMHKY 3 PYHKII€I0 BI3yaJIbHOI aBTOPU3ALIii.

O0’eKTOM JOCHIIKEHHSI € MpoIec poOOTH OXOPOHHMX CHCTEM ISl MPUBATHOTO
CEKTODY.

[IpeameToM JOCHIIKEHHA € TPUHUMIINA OpraHi3auii, MporpaMHe Ta amnapaTHe
3a0e3MeYeHHs] OXOPOHHUX CHUCTEM.

[IpakTryHe 3HAYEHHS MOJSATa€ B PO3POOI MPOrpaMHO-ANapaTHOrO MOJAYIIO, IO
3a0e3MeYnTh OXOPOHY NPUMIIIEHHS Ta acTh 3MOTY KOPHCTyBady BUKOPHCTOBYBATH
GyHKITIIO Bi3yaabHOI aBTOpHU3AIlii.

JurnnomMHa poboTa CKJIANaeThesi 3 (PaxoBOro po3aiay 1 CHEllaibHOI YacTHUHU 3
OXOpPOHH TIpari.

JlutioMHa po0OoTa CKIATAETHCS 3 HACTYMHUX YAaCTHH: BCTYIY, YOTHPHOX PO3JLI,
BHUCHOBKY, CITUCKY BUKOPHUCTAHOI JITEPaTypH, JOJATKIB, METOJAUYHUX MaTepialliB.

[lepmmii po3nin — aHaMi3 METOAIB aBTOpH3allii Y ICHYIOUMX OXOPOHHUX CHUCTEMax.
Bu3sHaueHHsT OCHOBHUX CKJIaJIOBUX KOMITOHEHTIB ICHYFOUMX OXOPOHHUX CHUCTEM OYyIHHKY.
JlocmiPKeHHST METOJIB TMPOBEJICHHS BIJIEOCIIOCTEPEIKEHHS Y OXOPOHHUX CHCTEMax Ta
CKJIaIOBUX CHCTEM BIJICOCIIOCTEPEKECHHS.

Hpyruii po3nil mpucBsSYeHO pPo3poOlll amapaTHOro 3abesneueHHs. JlociiKeHo
MOKJIMBOCTI OJTHOTUTATHUX KOMIT F0TepiB. [IpoBeaeHo aHami3 HalO1IbII PO3MOBCIOKEHUX
MoOJIeNiel, BU3HAYECHO HAWOUIBII ONTHUMAIBHHN BapiaHT — OJHOIUIATHHM KOMII FOTEP
Raspberry Pi. O0pano gatuuku ayig peanizaiii pi3HUX PEXUMIB OXOpOHHU. Po3pobrieHo

CXEeMH MIAKITIOYSHHS 00paHuX MAaTYMKIB, MOYJI0 0€31pOTOBOTO iIHTEp(dElcy Ta KaMepH.



Tpetiii po3ail MPUCBSIYEHO MOCTIKEHHIO Tally3i KOMIT I0TepHOTO 30py. OKpemo
JOCTDKEHO METOAU Kopeunsalii 300pakeHb, IO peai3oBaHl y HaWOUIbII BimoMii
61610Ten1 koMt torepHoro 30py OpenCV.

YerBepTHil po3AlN  OMHCYE CTBOPEHHS MPOTPAMHOTO  3a0e3MeyeHHS s
po3pobneHoro  moxymto. I[IpoBeAeHO  MOCHIPKEHHS  OMNEpallifHUX  CHUCTEM, IO
HiATPUMYIOTH apXiTEKTypy Mporecopy oOpaHOro OJHOIUIATHOTO KOMII FOTEpPY, Ha OCHOBI
MIPOBEICHOTO aHAII3y OOpaHO HAMOLIBIN ONMTUMATBHIK BapiaHT — Raspbian. O6pano MoBy
nmporpaMmyBaHHs, IO MATpUMYeTbcs Raspbian - Python. HaBenmeno cxemy B3aemoii
KOMIIOHEHTIB pO3p0O0JICHOT0 3aCTOCYHKY JJisi Raspberry Pi, HaBeieHO KOJ1 3aCTOCYHKY ISt

MOOUIBHOI onepamiitHoi cuctremu Android.



ABSTRACT

This master's degree work is devoted to the development of software and
hardware for the security system of the house with the function of visual authorization.

The object of research is the process of security systems for the private sector.

The subject of research is the principles of organization, software and
hardware security systems.

The practical significance is the development of a hardware and software
module that will provide space protection and allow the user to use the visual authorization
feature.

The thesis consists of a professional section and a special part on labor
protection.

Thesis consists of the following parts: introduction, four sections,
conclusions, list of used literature, appendices, and methodological materials.

The first section is an analysis of authorization methods in existing security
systems. Determination of the main components of the existing home security systems.
Investigation of methods of video surveillance in security systems and components of
video surveillance systems.

The second section is devoted to the development of hardware. The
possibilities of single-board computers are investigated. The analysis of the most
widespread models is carried out, the most optimal variant is determined - the one-board
computer Raspberry Pi. Selected sensors for implementation of different modes of
protection. The schemes of connection of selected sensors, the module of the wireless
interface and the camera have been developed.

The third section is devoted to the field of computer vision. The methods of
correlation of images, realized in the most well-known library of computer vision of
OpenCV, are explored separately.

The fourth section describes the creation of software for the developed
module. The research of operating systems supporting the architecture of the processor of

a selected one-circuit computer was conducted, on the basis of the analysis the most



optimal variant - Raspbian was chosen. Selected programming language supported by
Raspbian-Python. The scheme for interaction of components of the developed application

for Raspberry Pi is attached, the application code for the mobile Android operating system
Is also attached.



