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ABSTRACT

for bachelor’s qualification work of a student of group 401 of Petro Mohyla Black Sea
Petro Mohyla Black Sea National University

Smetanenko Artem

The object of the research is the processes of designing and implementing a distributed
system based on cloud services.

The subject of the research is the methods and technologies used to create a distributed
system based on cloud services that ensure reliability, scalability, and security.

Purpose of the qualification work is to develop a distributed system based on cloud
services, which takes into account the advantages and disadvantages of existing solutions on
the market and meets the needs of users, ensuring reliability, scalability, and security.

The work consists of a professional section and a special part on labor protection. The
explanatory note consists of an introduction, three chapters, and conclusions.

In the first chapter, an analysis of modern distributed systems and their role in IT was
conducted.

The second chapter provides an analysis of existing cloud technologies and the
selection of a cloud provider for the implementation of the practical part.

The third chapter models a distributed system using Amazon Web Services (AWYS),
Node.js, Bun, TypeScript, PostgreSQL, Fastify, Elysiajs, Drizzle ORM, Docker, Makefile,
AWS CLI, JWT, and Swagger. As a result, a distributed system with three
microservices for a book application was developed, including an authentication and
authorization service, a user management service, and a book management service.

The thesis contains 145 pages, 24 figures, 4 tables, 32 used sources and 8 appendices.

Keywords: distributed system, AWS, Node.js, Bun, TypeScript, Fastify, Elysiajs,
Docker, Makefile, JWT.
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AWS — Amazon Web Services

API — Application Programming Interface
EC2 — Elastic Compute Cloud
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RDS — Relational Database Service

0T — Internet of Things

PaaS — Platform as a Service

SaaS — Software as a Service

laaS — Infrastructure as a Service
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Kadenpa inTenexryansHux iHOpMaIiitHUX CHCTEM 5
BukopucranHs XMapHHUX TEXHOJIOT1H ISl pO3NOAIICHUX CHCTEM

BCTYII

AKTYaJIbHICTh TeMH. Y Cy4yaCHOMY CBITI HIBUAKUANA PO3BUTOK TEXHOJIOTIM AUKTYE
HEOOXITHICTh BIPOBAPKCHHS 1HHOBALIMHUX pIIIEHb A MIJBUIIEHHS €(QEeKTUBHOCTI
0i13Hec—mpoueciB. Po3nojineHi cucteMu, CTBOPEHI Ha OCHOBI XMapHUX CEPBICIB, CTAlOTh
KJIIOUOBHUMH €JIEMCHTAaMH IS 3a0€3IeUYCHHS HAAIMHOCTI, MAacIITaO00BaHOCTI Ta OC3IEKU B
oprasizaisx. 3aBJIIKH XMapHUM TEXHOJIOT1sIM, KOMIIaHii MOXKYTh THYYKO aJanTyBaTH CBOT
pecypcu 10 3MIHHUX NOTped, M0 3HAYHO MIABUIIYE IXHIO KOHKYPEHTOCHPOMOXKHICTH 1
e(eKTUBHICTb yNpPaBIiHHA 1HPOPMALIHHUMHU TOTOKAMH.

Oco0nuBy akTyalbHICTh 11 TeMa HalyJa yepe3 CTPIMKUI PO3BUTOK TEXHOJOTIH Ta
3pOCTar04i BUMOTH 110 €(EKTUBHOCTI Ta THYYKOCT1 Oi3HEC—TpoIeciB. ¥ Cy4yaCHOMY CBITI
KOMITaH1i BCE YACTIllle CTHKAIOTHCA 3 HEOOXITHICTIO OOPOOKHM BEIMKUX OOCSTIB JaHUX,
3a0e3neueHHss Oe3nepeliiHOT poOOTH Ta MIBUJIKOTO pearyBaHHs Ha 3MIHU PHUHKY.
PosnosisieHi cucTeMu Ha OCHOBI XMapHHX CEPBICIB JO3BOJISIOTH BUPINTYBATH 111 3aBJaHHSI
3aBJSIKM CBOIM IepeBaram y HaJiifHOCTi, MacIITabOBaHOCTI Ta Oe3Ielri.

XMapHi TEXHOJIOTil 3a0e3MedyroTh IEHTpali30BaHE YIPaBIiHHS pecypcaMu, M0
JI03BOJISIE OpraHizallisiM ONTUMI3yBaTU BUTPATH Ha 1HPPACTPYKTYpy Ta MiATpUMKY. Kpim
TOTO, BOHHM HAJal0Th MOMUIMBICTh IIBHUJIKO MacIITaOyBaTH CHCTEMHU Y BIATNOBIAbL Ha
3pocTardi MmoTpedu, M0 € KIYOBUM (PAKTOPOM IS YCIIIIHOTO PO3BUTKY Oi3HECYy B
yMOBaX Cy4acHOi KOHKYypeHIIii. TakuM 4MHOM, BIPOBAPKCHHSI PO3MOAUICHUX CHCTEM Ha
OCHOBI XMapHHUX CEpBICIB CTa€ Bce OUIBII BaXKJIMBUM JUIS MIABHUINCHHS €()EKTUBHOCTI,
HaJIIHHOCTI Ta 0€3MeKH opraHizarlii.

O0'€eKT: MpoIeCH MPOCSKTYBAHHS Ta BIPOBAKEHHS PO3MOAICHOI CACTEMH Ha OCHOBI
XMapHHX CEPBICIB.

IIpeamer: wmeTomu Ta TEXHONOTIi, $KI BHUKOPHUCTOBYIOTHCS IS CTBOPEHHS
PO3MOMIUIEHOT CHUCTEMH HA OCHOBI XMAapHHUX CEpBICIB, IO 3a0€3MeUyrOTh HAJINHICTS,

MacmTaboBaHICTh Ta OC3IEKY.

2024 p. Cwmeranenko A. B. 122-KPb-401.2010122



Kadenpa inTenexryansHux iHOpMaIiitHUX CHCTEM 6
BukopucranHs XMapHHUX TEXHOJIOT1H ISl pO3NOAIICHUX CHCTEM

Meta: po3poOka poO3MOALICHOT CUCTEMHM HA OCHOBI XMapHUX CEpBICIB, fKa
BpPaxOBYBAaTHME IE€pEBard Ta HEAOJIKM ICHYIOUMX pIlIEHb HAa PUHKY Ta BIANOBIIATUME
norpedaM KOpUCTYyBauiB, 3a0€3MeUyI0un HalIHHICTh, MacIITAOOBAHICTh Ta O€3MEKY.

OcHOBHI 3aBIaHHA

JI71s1 JOCSITHEHHS MTOCTaBJICHOT METH HEOOX1/THO BUPIIIUTHU TaKl 3aBIaHH:

— BHU3HAYUTH KJIFOYOBI MOHATTS MI0I0 PO3IMOAUICHUX CUCTEM 1 XMaPHUX TEXHOJIOTIH;

— JIOCHIJUTU CYYaCHHWM CTaH PO3BHUTKY PO3MOJUICHUX CUCTEM Ha 0a3i XMapHHUX
CEPBICIB;

— TIPOBECTH OTJIS] CYYaCHHMX TEXHOJIOTIA JJISI CTBOPECHHS PO3MOJUICHUX CHUCTEM 1
BUOpPATH BIAMOBIIHI JUIs peajtizallii MpoeKTy;

— CIIPOCKTYBATH apXiTEKTypy CUCTEMHU Ta 11 CKJIaJ0Bi YaCTUHU;

— peanizyBaTu (YHKI[Ii CHCTEMH BIJIIOBITHO JI0 3alMTIB KOPUCTYBAYiB;

— 3NIACHUTU TECTYyBaHHS CUCTEMU Ta BUIIPABUTHU BUSBIICHI IOMUIKH.

IIpakTuyHe 3HAYEeHHNA: pO3pOOJICHA CHUCTEMa MEHEHKMEHTY O10J10TeKHM KHUT
KOpHCTYBaua CKJIaJa€ThCA 3 YOTUPHOX CEPBICIB, K1 MPALIOIOTh y €AUHIN eKOCHCTEeM], alie
peamizoBaHi sk MikpocepBicu. llg cuctema Oyna ycmimHO posropHnyta Ha AWS,
BUKOPHUCTOBYIOUHM BIJANOBIIHI cepBicM XMapHOi 1iaTtdopmu. Ha OCHOBI IBOTO MPOEKTY
MOXKHA JOCTIAUTH MIAXOIU 1O peajizaimii po3moaiieHux cucteMm. Po3poOieHa cucrema
JIEMOHCTPYE, K MIKPOCEPBICH MOXYTh OyTH IHTETpOBaHi1 y €IWHHA OCKEHI—CEpBiC, IO
¢ynkiionye Ha xmapuii mmatdhopmi AWS. Ile 3abe3nedye BUCOKY HaAIHHICTB,
MacmTaboBaHICTh Ta O€3MEKY, a TAKOXK JO3BOJISE THYYKO aAanTyBaTHCS IO 3MIHHUX MTOTPeO

KOPHUCTYBAauiB 1 OpraHizaiii.

2024 p. Cwmeranenko A. B. 122-KPb-401.2010122



Kadenpa inTenexryansHux iHOpMaIiitHUX CHCTEM 7
BukopucranHs XMapHHUX TEXHOJIOT1H ISl pO3NOAIICHUX CHCTEM

1 AHAJII3 PO3IIOAIJIEHOI CUCTEMMU TA ii POJIb B CYYACHOMY IT

1.1 CyTHicTh PO31OALIICEHOI CHCTEMU

Poznoaiuneni cucteMu — 11€ KOMIUIEKC KOMIT'FOTEPHUX MIPUCTPOIB, K1 PYHKIIIOHYIOTH
K €IWHA IUIICHA CHUCTeMa, He3Baxkarouu Ha (I3UYHY BIAJAICHICTh OJAWH BiJl OJHOTO.
OCHOBHOIO METOIO TaKHUX CHCTEM € Y3roJDKEHE BUKOPUCTaHHS PECypCiB Ta HaJTaHHS
KOpPUCTyBayaM 1 J0JIaTKaM MOKJIMBOCT1 JOCTYIY J0 PI3HOMaHITHUX CEPBICIB, HE3aJIECKHO
BiJl MICIIs IXHROTO pO3TalllyBaHHs. B yMOBax MIBHIKOTO PO3BUTKY TEXHOJIOTIH PO3MOIUICH]
CHCTEMH CTaIOTh BCE OUTBII BaXJIMBUMHU ISl Cy4acHOTo iHopManiiHoro cycninbcTBa[18].

Posnozineni cucteMu MOXKYTh OXOIUTIOBATH P13HI TUIHM MPUCTPOIB, Bl IEPCOHATBHUX
KOMIT'FOTEPIB 1 cepBEPIB 10 MOOUTbHUX NTPUCTPOIB Ta [oT—naTunkiB. Bonu B3aeMOiF0Th M1k
co0010 Yepe3 JOoKaJIbHI Ta TI00abHI MEpexKi, 10 J03BOJsSE 00'€IHYBaTH OOYHUCIIOBAJIbHI
pecypceu Ta 3a0e3nedyBaTH HaJlIMHICTh 1 0e3MepepBHICTh pOOOTH. 3aBASKH IIUM CUCTEMaM,
opraHizamii MOXYThb e(eKTUBHIIlIE BUKOPUCTOBYBAaTH CBOi peCypcH, IiJIBHUINYBAaTH
NPOJAYKTUBHICTH Ta MIBUJIIIE pearyBaTH Ha 3MIHU PUHKY.

Po3BUTOK po3moIlyIEHUX CUCTEM Oepe CBiii moyaTok 3 cepeAuHu 20—T0 CTOMITTS, KOJIU
3'sIBUJIACd  HEOOXIAHICTh IMIJIBHUINCHHS e(QEKTUBHOCTI oOO0YHMCIeHbh Ta 3a0e3nedyeHHs
HaJIHHOCTI 1 Oe3mepepBHOCTI poOOTH OOYHMCIIOBAIILHUX cucTeM. llepini KoMm'toTepHi
mepexi, Taki sk ARPANET, ctBopena B 1969 porii, nMpoaeMOHCTPYBAJIM MOKIIHUBOCTI
posnoainenux oouncienb. ARPANET crana mpoobpa3om cydacHoro IHTepHeTy 1 11oKkasaina,
SK Pi3HI KOMITTOTEPHI CHCTEMH MOXYTh OOMIHIOBATHCS JTAHWMH, II0 CTAJIO OCHOBOIO JIJISI
MOJIAJTHIIIOTO PO3BUTKY PO3IOAiIEHUX cucTeM[1].

Y 1970—x 1 1980—x pokax JOMiIHYIOUY0I0 MOJCIUIIO 00YMCIeHb OyiIu MeliHppemu, 10
AKUX MAKITIoYanucs TepMminanu. Ll momens Mana IeHTpai3oBaHy CTPYKTYpy: BCl
OOYHMCIICHHS] BUKOHYBAJIHCS Ha MeWH(]perMax, a TepMiHAIM BUKOPUCTOBYBAIHCS IS
BBEJICHHS Ta BUBEJCHHS JJaHWX. Xo0y4a I1e e He Oyu CIpaBXHi pO3MOIICH] CUCTEMH, TIeH

MIJIX1/T 3aKJIaB OCHOBH JJIS TTOJAJIBIIIOT0 PO3BUTKY KIIIEHT—CEPBEPHOI apXITEKTYPH.
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3 mnoyatkoM 1980—x pokiB 1 nmo moudarky 1990—x, 3pocrarodi BUMOTU [0
OOYHUCIIOBAIBHOI MOTYKHOCTI Ta HAAIMHOCTI MPHU3BENIH 1O PO3BUTKY KIIEHT—CEPBEPHOI
apxITeKTypu. Y Iii MOJenl KIIEHTCbKI KOMIT'IOTEpU BUKOHYBAJIM pOJib IHTEpdeEiciB, a
cepBepu 3a0e3nedyyBaii O0OYMCITIOBAIBHI PECypcH Ta JOCTYI A0 JaHux. Llsg apxitekTypa
J03BOJIMJIA PO3MOAUIATH OOYMCIIOBANIbHI HABAHTAXKEHHA MDK KJIIEHTAMU Ta CEpBEpPaMH,
M1ABUIIUBIIHN €()EKTUBHICTh Ta MACIITA00BaHICTh CUCTEM.

3 po3BUTKOM TexHoJIOT1H JokanbHuX Mepex (Local Area Networks, LAN) y 1980—x
pOKax CTajlo MOKJIMBUM 00'€THAHHS KOMIT'FOTEPIB y MEKax OJiHi€l opraHizaiii abo OyaiBii
B €IMHY Mepexy. Lle crpusuio minBHUIIEHHIO TPOAYKTHUBHOCTI Ta O3BOJIUIIO POMOIUIATH
pecypcH MK PI3HUMHU NPUCTPOSMH. 3'SIBUIIUCS TIEPIIi KOMEPIIiiHI PO3MOALIICHI CUCTEMU,
taki sk Novell NetWare, sxi 3a0e3neuyBasiiu (aitioBuif 0OMiH Ta AOCTYH A0 CHUIbHHUX
pecypcis.

3 mouatky 1990—x pokiB po3BUTOK [HTEpHETY MPHU3BIB 0 MOSBU IITOOATBHUX MEPEK
(Wide Area Networks, WAN), siki 00'eqHanu komm'toTepyd mo BchoMmy cBity. lle mamo
MOIITOBX /10 PO3BUTKY HOBHUX MOJEJICH PO3MOAUICHUX CUCTEM, SIKI MOTJIA MpaIoBaTH Ha
pPI3HUX KOHTHHEHTaX 1 3a0e3medyBaTH JOCTYN JO JaHUX 1 CEpBICIB Yy TJI00aIbHOMY
Macitabl. BUHMKIN Taki KOHIEIIII, SK BeO—CEpBICH Ta CEpBIC—OpIEHTOBAHA apXiTEKTypa
(SOA).

VY 2000—x pokax moyana po3BMUBATHUCS KOHILCMIIS XMapHUX OOYHCIICHb, SIKa CTaya
PEBOJIIOIIHOIO B PO3BUTKY PO3MOAUICHUX CHUCTeM. XMapHi OOYUCICHHsS 3a0e3MedyloTh
JIOCTYNl A0 OOYMCIIOBAJIbHUX pecypciB depe3 IHTepHET, A03BOJSAIOYM KOpHCTyBadam
OpeHJyBaTH HEOOXIJHI TMOTY>KHOCTI Ta 30epiraHHs JaHUX 3a TOoTpedor. XMmapHi
mwiatgopmu, Taki sk Amazon Web Services (AWS), Google Cloud Platform (GCP) ta
Microsoft Azure, 103BOJISIFOTH JIETKO MAcHITa0yBaTH PEeCYPCH, MiABUIIYIOYNA HANIHHICTh Ta
e(hEeKTUBHICTb CHCTEM.

VY 2010—x poxkax po3sutok [HTepHeTy peueit (Internet of Things, 1oT) mpusiB 1m0
MOSIBM HOBUX THUIIIB PO3MOAUICHUX CUCTEM, 1110 00'€IHYIOTh O€3J1i4 IaTYMKIB, TPUCTPOIB Ta
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komm'torepiB. ['pannuni obuncinenHs (Edge Computing) mo3BosisitoTH 0O0pOOISATH HaHi
OJivK4e 10 JpKepesa X BUHUKHEHHS, 3HIDKYIOUM 3aTPUMKH 1 NIABUUIYIOYH €(PEKTUBHICTb
cucteM. Lli TexHounorii 3a6e3meuyoTh 00poOKY BETUKHUX OOCATIB IaHUX Yy pealbHOMY 4aci
Ta I03BOJISIFOTH CTBOPIOBATH 1HTEIEKTYaJIbHI CUCTEMH ISl PI3HUX Tany3eii[2].

VY cydacHOMy CBITI pO3MOJIUJIEH] CUCTEMHU € OCHOBOIO 0aratbOX BaXKJIMBHUX J0OJIaTKIB
Ta CepBICiB, BKIIOYAIOUM XMapHi 00UMCIeHHs, BeJIuKi AaHl, inTepHet peuelt (IoT) ta 6araro
HIMX. BOHU 03BONISIOTE pealli3yBaTH BUCOKOHAA1IHI, MaciITaboBaH1 Ta THYUKI pillIeHHS,
10 MOXYTh aJaNTyBaTUCS 10 3MIHHUX MTOTPed KOPUCTYBaUiB.

[TinBumieHHI0O HAAIMHOCTI CEPBICIB MOJSATAaE B MOXKJIMBOCTI TyOJIFOBaHHI JaHUX 1
CEpBICIB, IO J03BOJIIE CHUCTEMI MPOJOBKYBaTH (YHKIIIOHYBAaTH HABITh Yy pa3i BIIMOBU
OKpEeMHUX KOMITOHEHTIB. lle 0co0nMMBO BaXXMMBO IS KPUTHYHHUX JIOAATKIB, JI€
0e3MepepBHICTh pOOOTH Ma€ BUpIIIATbHE 3HAYCHHS, TAKUX K (PIHAHCOBI MOCITYTH, OXOPOHA
3I0pOB'S Ta €JIEKTPOHHA KOMEPIIis.

Buau po3noaijienux cucrem[2]:

—  KIIEHT—CEPBEPHI CUCTEMH: Yy TaKHUX CHCTEMax € OJUH a00 KiJIbKa cepBepiB, SKi
HAJAl0Th PECypCcH Ta cepBicH KiieHTaMm. KilieHTH BIAIpaBisSIOTH 3allUTH O CEPBEPIB 1
OTPUMYIOTh BIIMOBIAHI BiAMOBiAl. Taka apXiTeKTypa JT03BOJISIE IIEHTPATI30BAHO YIIPABIIATH
pecypcamu, ajie Mae OOMEXKEHHS Ha MacIITa0OBaHICTh Yepe3 MOJKIIMBE IMEepEeBaHTAKEHHS
CepBepiB;

— mipunrosi cucremu (Peer—to—Peer): Bci yyacHUKH MalOTh PiBHI IpaBa Ta MOXKYTh
BUCTYNaTH SK KII€EHTaMH, Tak 1 cepBepamu. lle 3abe3nedye BHUCOKY THYYKICTH Ta
MacmTaboBaHICTh, OCKUIBKH KOXKEH HOBHH YYacCHUK J0OJA€ pecypcHu A0 CUCTeMHU. Taki
CUCTEMU BUKOPUCTOBYIOTHCS I (PailliooOMiHY Ta JACTIEHTPATi30BaHUX OOYNCIICHD;

— XMapHi OOYMCIICHHS: HAJIAlOTh JOCTYII 0 PECYPCIB Ta CEPBICIB Uepe3 IHTEPHET,
BUKOPUCTOBYIOUH BijasieHi cepBepu. KopucTyBadi MOXYTh OPEHAYBATH OOYHCIIOBAIbHI

MOTY)KHOCTI Ta 30epiraHHs maHux 3a norpeboro. Lle mo3Bossie 3HM3UTH BUTpatH Ha [T—
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1HppacTpyKTypy Ta 3a0e3MeunTy rHydke MacitadyBanHs. [Ipuknaan xmapHux miaatdopm
BiitouatoTh AWS, Google Cloud, Ta Microsoft Azure;

— Ipia—o0YuCIeHHs: 00'€HYIOTh pecypcH 0araTb0X KOMI'IOTEPIB AJI BUPILIECHHS
BEJIMKOMACIITAOHNX 3aBAaHb. BOHM BHUKOPUCTOBYIOTHCS JUISI HAYKOBHX JOCIIKEHB,
aHaJi3y BEJIMKHX JaHUX Ta 1HIIMX OOUYMCIIOBATIBLHO—IHTEHCUBHUX 3anad. ['pim—cucremu
JI03BOJISIIOTh  PO3MOAUISATA OOUYMCIIEHHS cepejl 0araThOX BY3JIB, IO 3HAYHO TMiJABHUIILYE
IPOYKTUBHICTB;

— posnojiuieHi 0a3u JaHuX: 30epiraloTh JaHl HAa PI3HUX (PI3UYHUX MICIAX, ajie
NpalooTh K €1rHa 0a3za nanux. Lle 3a06e3neuye BUCOKY JOCTYNMHICTh JaHUX Ta CTIHKICTb
1o BimmoB. KopucTyBadi MOKYTh OTPUMYBATH JOCTYIT JO JAaHMX 3 PI3HHMX JIOKaIlili 0e3
BTPATH MPOTYKTUBHOCTI.

Posnoninieni cucteMu KapJAWHAIBHO BIIPI3HAIOTHCS BiJ TPAIUIIMHOTO MiAXOIY 110
oOuncieHb Ta OOpOOKHM JaHUX, KUK 0a3yeThCs HA IIEHTpai30BaHUX cuctemax. OCHOBHA
BIIMIHHICTh MK IIMMU MIJIXOJaMH TOJIATA€ B apXITeKTypi. Y LEHTpaIi30BaHUX CHCTEMax
BC1 OOYHMCIIOBAJIBHI PECypcH, JdaHl Ta MporpaMHi 3acoOM 3HAXOMSITBCA Ha OJHOMY
IIEHTpaILHOMY cepBepi abo rpymi cepepiB. KopucTyBadi B3a€MOIIIOTh 3 CHCTEMOIO uepes
KJIIEHTCHKI TPUCTPOI, IK1 BUKOHYIOTH POJIb TepMiHaIiB. HaToMicTh y po3mnoisieHiit cuctemi
o0UHrCITIOBAIBHI PECYPCH Ta JaH1 PO3IMOAIIEHI MK KUIbKOMA BY3JIaMH, SKI MOXYTh OyTH
reorpadiuHO pO3MOALICHUMU. By3nu B3aeMOJIIOTh OJAMH 3 OJHHUM Yepe3 MEpEexy, IO
JI03BOJISIE CHCTEMI TIpaIlfoBaTH K €IWHE IJIe, He3Bakalouu Ha (i3WYHY BiIJTaJICHICTD
KOMTIOHEHTIB[17].

[Ile omHi€l0 CYTTEBOIO BIAMIHHICTIO € HAIIAHICTH 1 CTIHKICTH 40 BiAMOB. Y
IEHTPaTi30BaHUX CHUCTeMaxX HAIIMHICTh CHJIBHO 3aJIC)KUTh BiJ IIEHTPAJbLHOIO CEepBepa.
SIKI0 IEHTpaTbHAM cepBep BUXOAUTH 3 JIaTy, BCSI CHCTEMa MEpPECTaE MPAIfOBATH, III0 MOXKE
MPU3BECTH /O BTPATH JaHWX 1 TepepuBaHHS cepBicy. Po3mojaiuieHi cucTeMu MarOTh

BOy/IOBaHY CTIMKICTh O BIAMOB 3aBISKH AyOJIOBAaHHIO JAHWX Ta CEPBICIB HA KUTBKOX
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By3Jax. SIKIo oauH By30J BHXOAWTH 3 JIady, iHIII BY3JIW TPOJOBXKYIOTH TPAIFOBATH,
3abe3rneuyoun 0e3nepeOiiHICTh cepBiCcy Ta 30epeKeHHs JaHUX.

MacuitaboBaHICTh € 1€ OJHIEI0 KIIFOYOBOKO BIIIMIHHICTIO MDK MMM HigxojamMu. Y
LEHTPAJII30BaHUX CHUCTEMax MaclITa0yBaHHA MOKe OyTH CKJIAJJHUM Ta JIOPOTUM, OCKUJIBKH
BOHO 3a3BHYaii BUMarae OHOBJICHHS IICHTPAJILHOTO cepBepa abo J0jaBaHHS HOBUX CEPBEPIB
70 ILEHTpai3oBaHOi 1H(pacTpykTypu. Po3mojineHi cCUCTeMH JIerKO MaciiTa0yroThes,
OCKUIbKM HOB1 BY3JIM MOKHA JI0OJIaBaTH J0 CUCTEMHU Oe3 3HAaYHUX 3MIH B apxiTekTypi. Lle
JI03BOJISIE CUCTEM1 €(PEKTUBHO OOPOOISATH 3pOCTar0yl HaBaHTAKEHHS Ta aJlalTyBaTUCS 10
3MiHHHX YMOB[17].

[TpOoayKTUBHICTE  HEHTPATI30BAaHUX  CHUCTEM  OOMEXKYETHCS  MOXKIUBOCTAMU
IICHTPAJILHOTO cepBepa. BHUCOKEe HaBaHTaXXEHHS MOXE IMPHU3BECTH JI0 TEPEBaHTAXKCHHS
CEpBEpPY Ta 3HWIKEHHS MPOJYKTUBHOCTI. PO3MOAINICHI CHCTEeMH MOXYTh JIOCATAaTH BHCOKOT
NPOAYKTUBHOCTI 3aBJSIKM TapajiebHOMY BHUKOHAHHIO 3aBllaHb Ha KUIbKOX By3nax. Lle
JI03BOJISIE 0OPOOJIATH BEJIMKI OOCSATH TaHUX Ta BUKOHYBATHU CKJIAJH1 OOYUCIICHHS IIBUIIIIE.

VYrpaBiiHHS JaHUMH TaKOXX Ma€ CBO1 BIIMIHHOCTI. Y IEHTPaTI30BaHUX CHCTEMax
naHi 30epiraloThCs Ha IEHTPAIBLHOMY CEpBEpPi, IO MOXKE IPHU3BECTH 0 IpobieM 13
JOCTYITHICTIO Ta 3aTPUMKaMHU y BUIIQJIKy BUCOKOTO HaBaHTa)XKCHHS Ha cepBep. Posmonineni
cucTeMH 30epiraloTh JIaHI Ha KUIBKOX BYy3JIaX, IIO 3a0e3rledye BHUCOKY JOCTYITHICTh Ta
3MEHIIye 3aTpuMKHU. Po3noaiieni 6a3u gaHUX A03BOJISIOTH €(PEKTUBHO YNPABIATH JTaHUMHU
Ta 3a0€e3MeuyIOTh JOCTYN 3 PI3HUX reorpadiuHux JIOKaIlii.

AQMIHICTpYBaHHS IICHTPATI30BAHUX CHCTEM BIAHOCHO TMPOCTIIE, OCKUIBKH BCl
pecypcH Ta J1aHi 30cepe/KeHi B oHoMY Mictli. OTHaK e MOXKe CTBOPIOBATH €AUHY TOUKY
BIIMOBM Ta WIABUIIYE PHU3UK Mg O€3MeKu. AJMIHICTPYBaHHS PO3MOAUICHUX CHUCTEM
CKJIQJHIIIE Yepe3 HEOOXTHICTh YIPaBIiHHS KUTBKOMa BY3JIaMU, ajie 11e 3a0e3medye Kparry
Oesreky Ta HaAIMHICTh. Po3moailieHi CHUCTEMH TakOX MOXYTh BHUKOPUCTOBYBATH

aBTOMATH30BaH1 3aCO0M MOHITOPUHTY Ta yHPABIIHHS JJIs1 CIIPOIIEHHS aMIHICTPYBaHHSI.
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['Hy4kicTh 1 aJanTUBHICTh PO3MOAUIEHMX CHUCTEM 3HAYHO BHIIA MOPIBHAHO 3
LEHTPaTi30BaHUMU. Y TEHTPaATI30BaHUX CHCTEMaxX THYYKICTh OOMEKEHa MOXKJIUBOCTIMU
LEHTPAJIbHOTO cepBepa, 1 OyAb—AKl 3MIHM MOXYTh BHMaraTH 3HAYHUX 3YCHJIb Ta 4Yacy.
Posnoauneni cuctemMu OUIbII THYYKI Ta aJanTUBHI [0 3MiH, BOHM MOXYTh IIBUIKO
ajanTyBaTUCAd JO HOBUX YMOB Ta BHUMOT, JO3BOJISIIOYM JIEFKO BHOPOBAKYBaTH HOBI

TEXHOJIOT1] Ta IMIIXOIH.
1.2 Poasb B cyyacHomy IT

Posnozuneni cucrteMu BIAINpaOTh BAXIMUBY pOJIb Yy Cy4acHMX 1H(pOpMaIiiiHuX
TEXHOJIOTIAX, 3a0€3MEeUy0YH IIUPOKHH CIIEKTp MOMKJIMBOCTEH Ta TiepeBar JUisl Pi3HHX
rany3eil. BoHM 103BOJISIOTH CTBOPIOBAaTH BHCOKOHQJIMHI, MacmTaboOBaHI Ta THYYKI
pillIEHHs, 10 MOXKYTh aJanTyBaTUCS J0 3MIHHUX MOTped Oi3Hecy Ta KopucTyBadis[19].

3acTocyBaHHs PO3MOJIIEHUX CUCTEM:

— (QiHaHCOB1 TOCIYTH: PO3IMOALICHI CHUCTEMHU BUKOPHUCTOBYIOTHCA IS OOpPOOKH
TpaH3aKIlIi, YNpaBIiHHSA PU3MKAMH Ta aHali3y JMaHuX. baHku Ta (piHAHCOBI YCTaHOBHU
3aCTOCOBYIOTh PO3IOAUICHI CHUCTeMH Il 3a0e3nedeHHs Oe3nepebiitHoi poOOTH CBOIX
CEpBICIB, OCKLIBKH BIIMOBA O/IHIET KOMIIOHEHTH HE MPU3BOIUTD 0 3yITUHKH BCI€T CHCTEMHU.
Posnojisieni cucTeMH TaKoXX JOMOMAararTh y BUSBJICHHI Ta 3amo0iraHHi IIaxpancTBy,
3a0e3Ieuy0ur BUCOKY HQIIMHICTh Ta 0e3meKy (piHaHCOBHUX Oomepartii;

— OXOpOHAa 37I0POB'S: PO3MOALICHI CHCTEMH BUKOPUCTOBYIOTHCS JIJIsl 30€piraHHs Ta
OoOpOoOKM MEAMYHHUX JaHUX, VYIPABIIHHS €JEKTPOHHUMHM MEJIWYHAMHU 3alucaMu Ta
MPOBENICHHS JUCTAHIIMHUX KOHCYNbTalil. BoOHW [03BONAIOTH JKapsM IIBHIKO
OTPUMYBATH JOCTYH 0 MEIWYHUX 3aIUCIB MAII€HTIB, MiABUIYIOUH SKICTh MEIUYHOIO
oOCITyroByBaHHSI Ta CKOpPOUYIOYM 4Yac Ha JIarHOCTUKY Ta JiKyBaHHs. KpiMm ToOTO,
PO3IOAICHI CHCTEMHU 3a0e3Meuyr0Th HaJiiiHe 30epiraHHs BEIMKWX OOCSATIB MEIHMYHHX

JAHUX Ta 1X 3aXUCT BiJl HECAHKIIIOHOBAHOTO JOCTYITY;
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— EJEeKTPOHHAa KOMEpIis: pO3MNOAUIEHI CHCTeMHM 3a0€3MeuyloTh YHIpPaBIIIHHA
IHBEHTapeM, oOpoOKy 3aMOBJIEHb Ta MEPCOHAJI3ALI peKoMeHAaliil. BoHU 103BOISAIOTH
IHTepHET—Mara3uHaM oOpOOJISITH TUCSY1 3aMOBJICHB IIOHS, 3a0e3neuyroun Oe3nepediiiny
poOOTY HaBITh NPU BUCOKOMY HaBaHTa)K€HHI. PO3MOALICHI CHCTEMH TaKOX JOIMOMAararTh
aHai3yBaTU MOBEJIHKY IOKYIILIB 1 MPONOHYBATH NEPCOHATI30BaHI PEKOMEHJAllll, LI0
M1JBUIIYE 33JI0BOJICHICTh KJIIEHTIB Ta 30LIBIIYE MPOJAXI;

— HaAyKOBI JIOCHI/DKEHHS: PO3MOJIICHI CHUCTEMH BHUKOPHUCTOBYIOTBCS IS
MOJICJIFOBAHHS, CHUMYJIAIN Ta OOpOOKH BEJIMKUX OOCATIB JaHUX. BOHU 103BOJISIIOTH
HAyKOBIISIM BUKOHYBATH CKJIaJHI OOYMCIIEHHS Ta aHAII3yBaTH BEJIMKI HA0OpHW MaHUX Y
peanpHOMYy dacl. Hampuknaa, y ¢Ii3WIll BHCOKHMX €HEprid po3MOALICH] CHUCTEMH
BUKOPUCTOBYIOTHCS JIJISI aHANI3Y JaHWX, 310paHUX BEJIMKUMH KOJaiaepaMu, TaKUMHU SK
CERN's Large Hadron Collider. ¥ 6ioindopmaTuili BOHU 3aCTOCOBYIOTBCS JJISI 0OpOOKH
T€HOMHUX JaHUX Ta MOJICIIFOBaHHS 010JIOTTYHHUX MPOIIECIB.

bararo mpoBiIHMX KOMIIaHI Yy pI3HUX Taly3sIX BHUKOPHCTOBYIOTH PO3MOAUICHI
CHUCTEMHM JIJIsl TIOKpAIeHHsI CBOEi €(eKTUBHOCTI, 3a0e3MeUeHHs HaJIHHOCTI CEepBICiB Ta
00poOKM BeNMMKUX OOCATIB JaHuX. Hukue HaBeaeHUH po3IMIIsiA, SIK JESKl 3 HaHOUIBIIMX
CBITOBHX KOMIIaH1i BUKOPHUCTOBYIOTh PO3MOAUICHI CUCTEMH Y CBOIM MISUTBHOCTI:

— Amazon Web Services (AWS): € ogauM i3 HAHOLTBIINX MPOBAAEPIB XMapHUX
oOuuciensb y cBiTi. AWS BUKOPHUCTOBYE PO3MOMALICHI CUCTEMH /I HaJaHHS CBOIX MOCHYT,
Takux sk 30epiranns qanux (Amazon S3), oOuncmoBanbHi1 pecypeu (Amazon EC2), 6a3u
nanux (Amazon DynamoDB) ta amamituka (Amazon Redshift). AWS no3Bonsie cBoim
KII€EHTAM IIBHUJKO MacmITadyBaTH pECypcH BIAMOBIAHO JO 3pOCTAlOYUX MOTpeO,
3a0e3Meuyoud  BUCOKY HaAiWHICTh 1 JOCTymHICTh. Posmomimeni cucremun AWS
BUKOPUCTOBYIOTBCS Yy BChOMY CBIT1 JUI PO3rOpTaHHS BeO—MOJATKiB, OOPOOKH BEITHUKHUX
JaHUX, MAIIHHHOIO HABYAHHS Ta 0araTo 1HIIOrO;

— Google: mmpoko BUKOPHCTOBYE PO3MOIIICHI CUCTEMHU ISl MIATPUMKH CBOIX

YUCJICHHUX CEPBICIB, BKJIIOYAOYM MOIIYK, pekiamy, YouTube ta Google Cloud Platform
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(GCP). Google File System (GFS) i Bigtable € npukiamamu po3nojiIeHUX CHUCTEM,
po3pobnenux Google nnst 30epiranHs Ta oOpoOku Benukux oOcsriB ganux. Google
BUKOPUCTOBYE PO3MOJUIEHI OOYMCIIOBAJIbHI KJacTepu AJid 1HJEKcalll BeO—CTOPIHOK Ta
00pOOKH 3alUTIB MOIIYKY, 3a0€3MeUy0Yl BUCOKY IIBHJIKICTh 1 HAAIMHICTh CBOIX CEPBICIB.
Kpim Toro, Google Cloud Platform namae xmapHi mocnyrd ajis 1HIIMX KOMIAHIH,
JI03BOJISTFOYM IM BUKOPUCTOBYBATH PO3IOILICHI O0YHUCICHHS JIs CBOIX MOTPEO;

— Facebook: BukoprcToBY€ po3MMoAlICHI CHCTEMH IS 3a0€3MeYCHHS HAAIMHOCTI Ta
MacITabOBaHOCTI CBOET COIIAIbHOI MEpPEeXki, iKa 00CIYyroBye MUIbSIpU KOPUCTYBAYiB MO
BcboMy cBITy. Cassandra, po3mozguieHa 6a3za gaHux, po3poOieHa Facebook, 3abesmneuye
30epiraHHs BEJIMKHX OOCSTIB JaHUX 3 BHUCOKOW joctynHicTio. Facebook Takox
BukopuctoBye Hadoop 1151 00poOKM BENMKUX JaHUX, aHAJI3y MOBEIIHKH KOPUCTYBaYiB Ta
MOKpAIICHHS TIEPCOHAI30BAHNX pEKOMEHAaIid. Po3mojineHi cuctemMu J0O3BOJISIOTH
Facebook edexTuBHO KepyBaTH CBOIMHM BEIMYE3HUMH OOCSATaMM JaHUX 1 3a0e3MedyBaTH
OesmnepeOiline PyHKIIOHYBaHHS MIaTHOPMU;

— Netflix: BukOpHUCTOBYE pO3MOAUICHI CHUCTEMH I HaJaHHS IMOTOKOBHUX
BiJIEOCEPBICIB MIJIbHOHAM KOPUCTYBayiB MO BChOMY CBITY. BoHM BUKOpUCTOBYIOTH AWS
JUTs 30€piraHHs Ta po3IOALTYy BIICOKOHTEHTY, 1110 103BoJisse Netflix mBuako MacmradyBaTu
CBOi peCypcH BIAMOBITHO J0 MONMUTY. PO3MmoiiyieH1 CHCTEMU TaKOK BUKOPHUCTOBYIOTHCS JIJIs
aHajizy JaHuX Mpo Tmepersiau, o po3Boise Netflix HagaBatm mepcoHaNi30BaH1
pEKOMEH/IAIi Ta MOKPAITyBaTH SIKICTh 00CIIyTOBYBaHHS. 3aBISKH PO3MOIUICHUM CUCTEMaM
Netflix moxe 3abe3nedyBaTu BHUCOKY SIKICTh IMOTOKOBOTO BiZI€O HABITh MPU 3HAYHUX
HABAaHTAXECHHSX;

— Microsoft Azure: € me ogHUM MPOBITHUM IIPOBAKWICPOM XMApHHX OOYHMCIICHD,
SKUW BUKOPHCTOBYE PO3MOIUICHI CHCTEMH IJIsi HAJaHHS CBOiX MOCIyr. Azure Hajaae
ITUPOKHUIA CIIEKTP XMapHHUX PIMICHb, BKIIOYAIOYM OOYHCIIOBAIBHI pecypcH, 30epiraHHs
JTaHuX, 0a3u JaHWX Ta aHAJTITHYHI IHCTPYMEHTH. BUKOPHCTOBYIOUM PO3MOICHI CHCTEMH,

Azure 3a0e3neuye BUCOKY HAAIMHICTh, MacIITa0OBaHICTh Ta O€3MeKy CBOiX cepBiciB. Kpim
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toro, Microsoft Azure BUKOPHUCTOBYE PO3MOJUICHI OOYUCIEHHS ISl MIATPUMKH CBOIX
BHYTpIILHIX cepBiciB, Takux 5K Office 365 ta Dynamics 365;

— Uber: BUKOpUCTOBY€E PO3MOALICHI CUCTEMH ISl YIIPABIIIHHS CBOEIO TUIATHOPMOIO
padamepinry, ska oOCIyroBye MUIBMOHM MOI3J0K IOJAHSI. BOHU BHUKOPHUCTOBYIOTH
po3noniieHi 6a3u JaHux s 30epiranss iHdopmarlii npo BOAliB, NacaXUPiB Ta MAPLIPYTH,
0 A03BOJIg€ 3a0e3MeuYuTH WBUIAKUNA 1 HamiiHuil moctyn o nanux. Kpim toro, Uber
BUKOPUCTOBY€E PO3MOJLICHI OOYMCIEHHS ISl aHaji3y JaHUX MpO MOi3JIKH, ONTHUMI3allii
MapIIpyTiB Ta TOKpalleHHs cepBicy. 3aBasku posmnoaiieHuM cuctemam Uber Mmoke
epeKTUBHO KepyBaTH CBOIMH pecypcamMu Ta 3a0e3nedyyBaTH BHCOKHW  piBEHb
00CITyroByBaHHS;

— Spotify: BUKOpHUCTOBY€E PO3MOALICHI CHCTEMHU ISl HaTAHHS TOTOKOBUX MY3UYHUX
CEpBICIB CBOIM KOpHUCTyBauaM. BOHH BUKOPHUCTOBYIOTh XMapHi miaTGopmu ajist 30epirants
Ta PO3MOJALTY MY3MYHOTO KOHTEHTY, 10 A03Bojsie Spotify macmrabyBaTtu cBOI pecypcH
BIJIMOBIIHO JI0 TOMUTY. PO3MOiIeH] CHUCTEMH TaKOXX BUKOPHUCTOBYIOTBHCS [IJIsI aHAIIZY
JaHUX NpO NPOCIYXOBYBaHHS, WO J03Bojsie Spotify HagaBaTH mNepcoHali30BaHI
pPEKOMEHIallli Ta MOKPALYBAaTH KICTh 00CIyroByBaHHA. 3aBISKH PO3MOJUIEHUM CUCTEMaM
Spotify moske 3abe3neuyBaTH BHUCOKY SIKICTh MOTOKOBOI MY3WKHM HAaBiTh NMPU 3HAYHHUX
HaBaHTaXeHHAX. Ha puc. 1.2 mokazaHa cxema poOOTH PO3MOAUICHOI CHCTEMHU Y KOMMaHii

Netflix.
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Pucynok 1.2 — Ilpuknazg peanizaiii po3noaiieHoi cucremu y kommnanii Netflix
1.3 CyuacHi peaJizanii po3nmojgijieHuxX cucTEM

CygacHi peanizaifii po3MOAUICHUX CHUCTeM O0a3ylTbCs Ha HUBIN apXITEeKTYpPHUX
MaTepHIB Ta TEXHOJIOTIH, K1 3a0€31eYy0Th HaAIHICTh, MACIITA00BaHICTh, TPOIYKTHBHICTh
Ta THYYKiCTb. Hmkue HaBemeHO po3MIL] JACIKMX 3 HAWMNOMIMPEHINHUX MaTepHIB Ta
TEXHOJIOT1H, SIKi BAKOPUCTOBYIOTHCS [UISI CTBOPEHHS PO3MOALIeHUX cructeM[28].

[TaTepHU pO3MOALICHIX CUCTEM:

— MIKpOCEpBICHA apXITeKTypa: € OJHHM 3 HAWMOMyJISPHININX TaTepHIB IS
CTBOPEHHS PO3MOJIICHUX cucTeM. BoHa mepembavae po3OUTTS oAaTKa Ha HEBEJHKI,
HE3aJIeXKHI CEPBICH, KOXXEH 3 SKHX BUKOHYE OKpeMmy Oi3Hec—dpyHkiioo. [li cepsicu
B3aEMOJIIIOTh OJWH 3 OJHUM dYepe3 go0pe BusHaueHi API, mo mgo3Bosse Jerko
MacmTabyBaTy Ta OHOBIIFOBATH OKPEeMi KOMIIOHEHTH 0€3 BIUIMBY Ha 1HIII YaCTHHH CUCTEMHU.
MikpocepBicHa apXiTeKTypa BUKOPHUCTOBYEThCSA TakMMU KommnaHismu, sk Netflix, Amazon
ta Uber;
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— CQRS (Command Query Responsibility Segregation): nependadae po3aijicHHS
ornepauiidi YUTaHHS Ta 3aMUCy JaHUX Ha pi3HI Moxeni. Lle A03Boiise ONTUMI3ZYBATH KOXKHY
OTeparIlito OKPEMO, MOKPAIIYIOUYH MPOAYKTUBHICTh Ta MaciiTaboBaHicTh cucteMu. CQRS
4acTO BUKOPHUCTOBYEThCS pa3zoMm 3 Event Sourcing, ne Bci 3MiHM JaHUX 30€piraroThbCs K
MOJ1i, IO JT03BOJISIE JIETKO BIJCTEKYBATH ICTOPIIO 3MiH Ta BIJHOBIIIOBATU CTaH CUCTEMU;

— Saga: matepH AJisl yIpaBIiHHS PO3MOAUICHUMH TPAH3AKIIIMU B MIKPOCEPBICHUX
apxiTektypax. BiH po30uBae TpaH3akIilii Ha CEpil0 KPOKIB, KOXKEH 3 SIKHUX € OKPEMOIO
TpaH3akii€ro. K0 0IMH 3 KPOKIB HE BIAETHCS, Saga 3abe3neuye KoMIeHcaliini il 1js
CKaCyBaHHS MOMEPEHIX KPOKiB, 3a0€3Meuyr0dH IUTICHICTh TaHUX;

— Event-Driven Architecture: mependadae oOpoOKy MOAiil y peadbHOMY daci.
KOMITOHEHTH CUCTEMH B3a€EMOJIIIOTH Yepe3 TO/Iii, 110 T03BOJISIE CTBOPIOBATH aCHHXPOHHI Ta
BUCOKOTIPOJYKTUBHI cHCTeMH. lledl maTepH 4YacTo BUKOPHCTOBYETHCS B ITIOE€JHAHHI 3
Opokepamu ToBimomiIeHb, TakuMu K Apache Kafka ab6o RabbitMQ, mis 3abesneueHHs
HaJIHHOTO OOMIHY TTOIISIMU.

Texuoorii a1 peanizamii po3noaiacHux cucrem[17]:

— KOHTEeHHepH3allis Ta OpKecTpallisi: KOHTeHepu3allis, 3a JOIOMOTOI0 TEXHOJIOT1i
takux sk Docker, mo3BoJisge 130710BaTH JOJATKH Ta iXHI 3aJ€KHOCTI B OKPEMHUX
KOHTeHEepaX, 3a0e3neuyrodyn MOPTAaTUBHICTh Ta JIETKICTh po3ropraHHsa. Opkectparlis
KOHTeHHepiB, 30kpema Kubernetes, aBTOMaTH3ye yOpaBiIiHHSA, MaclITaOyBaHHSA Ta
PO3TOpTaHHS KOHTEHHEPU30BAHUX TOJATKIB Y PO3MOIIIICHUX CEPEAOBHINAX;

— OpoxepH MOBIAOMIICHB: OpOKEPH MOBiTOMIICHB, Taki sik Apache Kafka, RabbitMQ
ta ActiveMQ, 3a0e3neuyroTh HaIIMHUNH OOMIH TOBIIOMJICHHSAMH MDK KOMITOHCHTaMU
PO3MOUIEHUX CUCTeM. BOHM MiATPUMYIOTH aCHHXPOHHY OOpOOKY TMOJiH, IO MiJBUIILYE
MPOYKTUBHICTh T4 THYYKICTh CUCTEMH,

— IHCTPYMEHTH MOHITOPUHTY Ta JIOTYBaHHS: IHCTPYMEHTH MOHITOPUHTY Ta

noryBaHH#, Taki Sk Prometheus, Grafana, ELK Stack (Elasticsearch, Logstash, Kibana) ta
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Splunk, 3a6e3meuytoTh MOHITOPUHT CTaHY CUCTEMHU, 301p JIOT1B Ta aHaJ13 MPOJYKTUBHOCTI.
Bonu gonomaratoTh BUSIBISITH IPOOJIEMH Ta ONTUMI3YBAaTH pOOOTY PO3MOAUIEHUX CUCTEM

— posnoauieHi 0a3u JaHUX: po3noAuIeHl 0a3u gaHuX, Taki sk Google Spanner,
Amazon DynamoDB ta Apache Cassandra, 3a0e3neuytoTs 30€pirantsi JaHUX Ha KUTbKOX
By3JlaX, IO TIJBUINYE JOCTYMHICTh 1 CTIAKICTh 10 BiAMOB. BOHM TiATPUMYIOTH
TOPU3OHTAJIbHE MacIITa0yBaHHS Ta JO3BOJISIOTH OOPOOJSATH BENHMKI OOCSATH JaHUX Y
peanbHOMY Yaci.

Ha puc. 1.2 — 1.3 HaBeneHo npuKIIaj peanizaiiil maTepHiB pO3MOALUIEHUX CUCTEM.
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Pucynoxk 1.2 — Ilpuknan peanizariii 4aT CHCTEMH BUKOPHUCTOBYIOUH MIKPOCEPBICH
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Pucynok 1.3 — Ilpukinaj peanizaiiii cHCTEMU HOBUHHOTO CAlTy BUKOPUCTOBYIOUH

MIKpOcepBicHU
1.4 Maii0yTHE pO3MOJiJIEHNX CUCTEM

Posnoninieni cucteMu MpoOBKYIOTh aKTUBHO PO3BHUBATHCS, 30epiralouu KIFOYOBY
poib y cydacHHX iHMOPMAIfHUX TEXHONOTiAX. IXHE MaibyTHE TiCHO MOB'A3aHE 3
nporpecoM y ranysi mryunoro intenekty (II), ockinbku i aB1 chepu MaroTh 6araTo TOYOK
TIOTHUKY.

Posnogineni cucremMu OyayTh BIOCKOHANIOBATHCS Y HAMNPSAMKY IT1IBHIICHHS
MacmTabOBaHOCTI Ta MPOAYKTUBHOCTI. PO3BHTOK TexXHOJOTi KOHTeHepu3alii Ta
opkectpartii, Takux sk Docker ta Kubernetes, 3ab6e3neunts O1bill €(peKTUBHE yIPaBIIHHS
pecypcamu Ta mBHAKE MacmTaOyBaHHsA nomatkiB. HoBi apxiTeKkTypHi MiAXOau, Taki SK
serverless computing, T03BOJISATH CTBOPIOBATH 1€ OUTBII THYYKI Ta TPOYKTUBHI CHCTEMH.

XMapHi miatGopMu MPOAOBKYBATUMYTh BIJIrPaBaTH BAXKIWBY POJIb Y PO3BUTKY

pO3MOAUIEHUX cUCTeM. [HTerparist 3 XMapHUMU CEpBICAMU JI03BOJIMUTH KOMIIAHISIM JIETKO
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MaciTadyBaTu CBO1 pecypcH Ta 3a0e3leuyBaTi BUCOKY JOCTYIHICTh 1 HAJIHHICTh CEPBICIB.
Hogi cepsicu, Taki sk AWS Outposts, Google Anthos Ta Azure Arc, 3a0e3neudyroTh
PO3IIMPEH]I MOXJIUBOCTI ISl TIOPUIHUX Ta MYJIbTUXMApHUX CEPEOBHIL, L0 JOJIATKOBO
MIABUIIY€E THYYKICTh PO3MOAUIEHUX CUCTEM.

3poctanHs KuibkocTi loT-npucTpoiB CTBOPIOE HOBI BUKJIMKH Ta MOMKJIMBOCTI AJIf
PO3MOAICHUX CUCTEM. ['paHWYHI OOYMCIICHHS JO3BOJSIOTH OOpOOJATU NaHi OJvKYe 10
JDKepesia X BUHUKHCHHSI, 3HWKYIOYHM 3aTPUMKH Ta MiJBUITYIOYU €()EKTHBHICTH CHCTEM.
[urerpamis loT ta Edge Computing 3 po3moalIeHUMH CUCTEMaMU 3a0e3MeYuTh HOBI
MOJIMBOCTI JIJIsl aBTOMATH3AlIlli Ta aHaJli3y IaHUX Y peaIbHOMY Yaci.

3 PO3BUTKOM PO3MOAUICHUX CUCTEM 3pPOCTAE BAXKIMBICTH 3a0€3MeUeHHsT Oe3MeKH Ta
KoHGiaeHIIHHOCTI naHnux. HoBi TexHosorii mm@pyBaHHs, OJOKYEHH Ta IHIII METOIU
3aXUCTY JAaHUX OYyIyTh IHTETpOBaHI B PO3MOALICHI CUCTEMH IS 3a0€3MEUCHHS IXHBOT
Oesneku. Bukopucranns Zero Trust apXiTeKTypu TOMOMOXKE MIABUIIUTH 3aXUCT BIiJ
Kibep3arpos.

Hapuanus Benukux moneneit 11l Bumarae 3HauHUX 0OYHUCTIOBAIBHUX PECYPCIB, SKi
MOXXYTh OyTH 3a0€3MeueHi TUIbKH 3a JOMOMOTOK PO3MOAUICHUX CHUCTeM. BukopucTaHHS
knactepiB GPU ta TPU y xmMapHux cepeioBuIlax A03BOJIAE apaieibHO 00pOOISTH BEIUKI
o0cArM JaHuX Ta MPUCKOPIOBATH MpOLIEC HaBUYaHHA Mojeneil. Po3moaiieHe HaB4YaHHS,
HAIIPUKJIAJ, 3a JIOOMOIor TexHosoriid Takux sk TensorFlow Tta PyTorch, mosposse
PO3MONUTUTH 3aBIaHHS MK KUIbKOMa BY3JaMU, 110 3HAYHO MiJBUINYE €(PEKTUBHICTH Ta
MIBUAKICTh HABYAHHS.

denepaTiBHE HABYAHHS € T1AXO0JA0M JI0 pO3MNoiieHoro HaBuaHHs mozenei 111, mpu
SAKOMY JaHi 3aJIMIIAIOThCS HA TMPHUCTPOSX KOPHUCTYBadiB, a OOYHMCICHHS BiOYBarOThCS
nokanbHO. [le mimBumye KoH(MINSHIINHICTS JaHUX Ta 3a0e3Meuye 3MEHIICHHS 3aTPUMOK.
denepaTiBHE HABYaHHS BUKOPUCTOBYETRCS IS pO3pOOKH mepconanizoBanux mojeneit LI,

SKi BPaXOBYIOTh crieni(pidHi moTpedr KOpUCTyBadiB.
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I 3HaYHOO MIPOIO 3AJIEKUTH BIJ] BEJIMKUX OOCATIB JAHUX JJI1 HABYAHHS Ta aHAJI3Y.
Posnoauneni cuctemu 3a0e3neuyroTh epeKTUBHE 30epiranHs Ta 00poOKy BEJIMKHUX JTAHUX Y
peanbHoMy 4vaci. Texnounorii Taki sk Hadoop ta Apache Spark no3BonstoTs posnoninaru
00YHMCIIOBAIbHI 3aBJAAHHS MK KUTbKOMA By3JlaMu, 3a0€3Me4yl0ud BUCOKY IPOYKTUBHICTb
Ta MIBUJKICTh OOPOOKH.

[arerpamis LI 3 [oT ta Edge Computing 103BoJsi€e CTBOPIOBATH 1HTENEKTYallbHI
CUCTEMH, SIKI MOXKYTh aHaJII3yBaTH JaHl Ta IpUIMaTH pillIEeHHs Ha MicIli, 0e3 He0OXI1HOCTI
nepeadi TaHuX JI0 IEHTpaJIbHOTro cepBepy. Lle 0co0amBO BaXKITMBO U1 TOAATKIB, € HU3bKa
3aTpMKa € KPUTHYHOIO, HANpUKIaA, B aBTOHOMHHX TPAaHCIOPTHUX 3acobax,
POMUCIIOBOMY [HTEpHETI pedeli Ta po3yMHHX MiCTax.

Posnonineni cucremu y mnoemnanHi 3 Il MoXyTh BHUKOPHCTOBYBATHCS IS
aBTOMaTH3allii Ta onTUMi3allii 6i3Hec—mpolieciB. BoHU 103BOJISAIOTH 30MpaTH Ta aHATI3yBaTH
BEJIMKI 0OCSTH JTaHMX, IO JOTIOMArae BUSBISTH 3aKOHOMIPHOCTI Ta MPUWMATH ONTUMAJbHI
pimenns. I wmoke BHKOpHCTOBYBaTHCS JJisi aBTOMAaTH3allll PYTUHHUX 3aBliaHb,
IIPOTHO3YBAHHS MOMUTY, YIIPABIIHHS 3amacaMy Ta 0aratboX 1HIIMX 013HEC—TIPOIIECiB.

Posnozaineni cucteMu MaroTh BEJIMKI IEPCTIEKTUBU PO3BUTKY, 30KpEMaA Y TIOE€THAHHI 3
TEXHOJIOTISIMH INTYYHOTO IHTENEeKTy. BoHHM 3abe3reuyioTh HEOOXiMHI OOYHMCIIIOBAIbHI
pecypcu s HaBuaHHa Mojened I, oOpoOku BenMMKWUX JaHMX Ta peajizarii
IHTEJNEKTyaJIbHUX CHUCTEM. 3 PO3BUTKOM TEXHOJIOTIM XxmapHux obuucienb, [oT ta Edge
Computing, po3NoaiIeHI CHCTEMH CTaBaTUMYTh II¢ OULTBII BAXKIUBUMHU ISl CTBOPCHHS

THYYKHUX, MAaCIITA00OBAaHUX Ta MPOAYKTHBHUX PIIIEHb Y PI3HUX TATY3sIX.
BucnHoBku 10 po3ainy 1

VY pozaini Oyso pO3TASHYTO CYTHICTH Ta OCHOBHI XapaKTEPUCTHUKHU PO3MOLICHUX
CUCTEM, a TAKOX iX posib y cydacHoMy [T—cepenoBumi. AHami3 mokasas, Mo PO3MOAUIEHI
CUCTEMHU BUIIrpaloTh KIIOYOBY pOJIb Yy 3a0e3MeyYeHHi BHCOKOI  JOCTYITHOCTI,
MacITabOBaHOCTI Ta HAIIMHOCTI M0JaTKIB. BOHM 0O3BOJSIOTH OpraHizaiisiM e(peKTHBHO
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00po0sATH BeNMK1 00CArn 1aHuX, 3a0e3neuyBaTi 0e3nepediitHy poOOTy CEepBICIB Ta IIBUAKO
pearyBaTu Ha 3MiHM PUHKOBHUX YMOB. PO3Mo/iieH1 CHCTeMH CTalu HEB1I'€MHOIO YACTUHOIO
cyyacHoro IT 3aBasku cBOiM mepeBaram, TakKMM SIK THYYKICTb, MOJIMBICTb IIBUIKOI
ajganTaiii A0 3MIHHUX BHMOTr Oi3Hecy, MacIITaOOBaHICTh, JIETKICTh 30UIBIIEHHSA a0o
3MEHIIEHHS PEeCypcCiB BIAMOBIIHO 10 MOTOYHUX MOTpeO, Ta HAMIWHICTh, MIABUILCHHS
CTIAKOCTI /10 BIZIMOB 3aBJISIKA PO3IOJILTY HABAHTAXKCHHS Ta JyOJIOBAHHIO JaHUX.
BukopuctanHs XMapHUX TE€XHOJIOT1H, Takux sk AWS, 103BoJisie 3HAYHO CIIPOCTUTH
PO3TOpPTaHHS Ta YIPABIIHHS PO3NOAUICHUMHU CHUCTeMaMu. XMapHi MpoBalJepu HaJalo0Th
IMIMPOKUN CIIEKTP CEpBICIB, AKI MIATPUMYIOTh Pi3HI ACMEKTH PO3MOJUICHUX CHUCTEM, BiJ
00UYHCITIOBATLHUX PECYPCIB JI0 IHCTPYMEHTIB JJIsI MOHITOPUHTY Ta Oe3neku. Takum 4rmHOM,
PO3MOAICHI CUCTEMHU, MATPUMYBaH1 XMAPHUMU TEXHOJIOT1IMH, € BAXXJIMBUM THCTPYMEHTOM
JUIsE Cy4YyaCHUX Oprasizaiiif, [0 MparHyTh MIABUIMUTH e(ekTuBHICTh cBoix [T—
1HppacTpyKTYD, 3a0e3rmeuynTd  HAIIMHICTH  CBOIX  cepBICIB  Ta  30epertu

KOHKYPEHTOCIIPOMOKHICTh HA PUHKY.
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2 XMAPHI TEXHOJIOI'TI

2.1 CyTHICTH XMAPHHMX TEXHOJIOTIH

XMapHi TEXHOJOrii € OJHMM 13 HaWBAXKJIUBIIIMX HOBOBBEACHb Yy CYYaCHHX
1HGOpMAIIITHUX TEXHOJIOTISAX, K1 3HAYHO 3MIHWIM MiIAXOIU 10 30epiraHHs, oOpoOKH Ta
JOCTyMy A0 JaHux. BoHu 3a0e3nedyroTh HOBUM PIBEHb THYYKOCTI, MacIITaOOBaHOCTI Ta
CKOHOMIYHOT e()eKTUBHOCTI JijIst O13HEeCY Ta KiHIeBUX KopucTyBauis[3][2].

Xmapui obuucnenHs (cloud computing), mnpeacTaBIAOT, MOJEIL HaAJAHHS
00UYHCITIOBATBHUX PECYPCIB, TAKUX SIK OOUMCITIOBAIbHA MOTYXKHICTh, 30€piraHHs JTaHUX Ta
nporpamHe 3a0e3neueHHsl, sk mocayr uyepe3 [arepuer. KopuctyBadi MOXyTh OpeHIyBaTH I1i
pecypcu Ha BHUMOTY, 0e€3 HEOOXITHOCTI KymyBaTH Ta oOciyroByBaTH ¢izuuny [T—
iHppacTpyKTypy.

XMapHi TEXHOJIOT1i MaloTh 0araTy ICTOpIl0, sIKa MOYanacs 3 PO3BUTKY KOMIT'FOTEPHUX
MepexX 1 pO3MOAIICHUX 00YUCIICHb.

ETanu po3BuTKy:

— 1950-1960—Ti1 poku: moyaTku oOuncIOBaAIBLHUX Mepex. [lepii iei, mo asariu B
OCHOBY XMapHHMX oOOumcieHb, 3'aBunuca y 1950-1960-x pokax. B meir mnepion
00UYHCITIOBAIBHI IICHTPH BUKOPHCTOBYBAIU BEIMKI MEeHH(PpEHMU, 0 SAKUX MiIKIHOYAINACS
KOpHUCTyBaul 4epe3 TepMiHanu. Lls Momens 3abe3nedyBana HeHTpali3oBaHe OOUYMCIICHHS,
aje Oysa ay»e TOpOroro 1 CKJIaJIHOI B yIIPaBJIiHHI,

— 1960—Ti poku: KOHIIEMIIIS Yacy moainy 3anad. ¥ 1960—x pokax Oyma po3pobieHa
KOHIIETIIiA 9acy nmoAury (time—sharing), sika 1o3Bosisiyia 6araTboM KOpUCTYyBa4aM OJTHOYACHO
BUKOPUCTOBYBAaTH OOYMCIIOBAIBHI pecypcu oOaHOro MewHdpeimy. Llg imes crama
KIFOUOBOIO JUISI PO3BUTKY MaWOyTHIX XMapHHX TEXHOJOTIH, OCKUIBKH JO03BOJISIIA
e(eKTHBHIIIIE BUKOPUCTOBYBATH OOYHCITIOBAIBHI MOTYKHOCTI;

— 1970-Ti poxu: po3BUTOK JIOKATEHUX Mepexk. Y 1970—x pokax modand aKTHBHO

po3BuBatucs JokanbHl Mepexi (LAN), mo no3Bomiio 00'eIHYyBaTH KOMI'IOTEPH B Mexkax
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OJIHIET opraHizaiii JUisl CIUIBHOIO BUKOPUCTaHHS pecypciB. B meil yac 3'aBuincs nepii
daiiioBl cepBEepU Ta MEPEKEBl OlNepalliiiHi CUCTEMH, $KI 3a0e3MeUMsidi OCHOBY IS
PO3MOALICHUX O0UYUCIICHB;

— 1980-T1 poku: kiieHT—cepBepHa apxitekrypa. Y 1980—x pokax HabOyna
MONYJISIPHOCT1 KIIEHT—CEPBEPHA apXiTEKTypa, sKa J03BOJIsIA PO3NOAUIATA 00UUCITIOBAIBHI
3a/laul MDK KJII€EHTaMU Ta cepBepamu. Ll mopjens 3abesneuyBana OUIbIy THYYKICTH Ta
MacmTabOBaHICTh TMOPIBHAHO 3 MeiH(ppeiimamu. 3'sBuiucs Taki cuctemu, sk Novell
NetWare ta Microsoft Windows NT, siki cTanu oCHOBOIO JUIsl PO3BUTKY KOPIMOPATUBHUX
MEPEK;

— 199011 poku: BuHMKHEHHs IHTepHery Ta BeO—cepBiciB. Y 1990—x poxax
[HTEepHET CTaB MacoOBO JOCTYITHHM, IO TIPHU3BENIO JIO MOSBH HOBUX MOJIETICH 00YHCIIEHb Ta
KoMyHikailii. Beb—cepBicu Ta cepBic—opieHTOBaHa apxiTekrypa (SOA) cTasi OCHOBOO JIst
CTBOPEHHS PO3MOAICHUX JOJIATKIB, SIK1 MOTJIM B3aeMOJisTH yepe3 [HrepHet. B 1eit nepion
3'SIBUTMCS TIEPINi KOMITaH1i, 10 HaJaBaJIi XOCTUHT Ta 1HQPACTPYKTYpHI MOCIYTH 4Yepes
[aTepHer;

— moyatok 2000—x: mosiBa TepMmiHy "XmapHi oOumcieHHs". Tepmin "XmapHi
obuncnenns" (cloud computing) moyaB akTHBHO BUKOPHUCTOBYBAaTHCS Ha moyaTky 2000—x
pokiB. Y 2006 poui Amazon 3anyctuiia cBoto miathopmy Amazon Web Services (AWS),
sIKa 3aMponoHyBajga HOBHH IMIAXiJ 0 OPSHAN OOYHMCIIOBAIIBHUX PECypciB uepe3 IHTepHer.
[lepmum cepBicom AWS craB Amazon S3 (Simple Storage Service), sikuii J03BOJSIB
KOpHCTyBauaM 30epiratu Ta oTpuMyBaTH JaHi uepe3 [atepuer. Hezabapom micis miporo OyB
samymienuit ceppic Amazon EC2 (Elastic Compute Cloud), sikuii 103BOJISIB OpeHAYBaTH
BipTyasIbHI MAIlIMHY JIJIT BAKOHAHHS 00YHCIIIOBAIBHUX 33/1a4;

— 2008 pik: Buxig Google Ta Microsoft Ha puHOK XMapHUX 00uncieHb. Y 2008 porri
Google npencraBuna cBoto miathopmy Google App Engine, sika HamaBana po3poOHUKaM
MOXJIMBICTh PO3TrOPTATH Ta MacmTaOyBaTH BeO—momaTku Ha iHpacTpykTypi Google. ¥V

upoMy k poui Microsoft anoHcyBana cBorw miargpopmy Windows Azure (Huni Microsoft
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Azure), sika 3anpoNoHyBaja NIMPOKHUM CIEKTP XMapHUX CEPBICIB AJi 30epiraHHs, 00poOKu
Ta aHaJ3y JIaHUX;

— 2010—T1 poxu: MIBUJKE 3pOCTAHHS Ta PO3BUTOK XMAapHUX TexHOJorid. ¥ 2010—Ti1
POKHM XMAapHI1 TEXHOJIOT1T IPOAOBXKYBAJIM aKTUBHO PO3BUBATUCS Ta HA0YBATH MOIMYJISIPHOCTI
y pI3HHMX Tally3aX. baraTo KOMmaHiii moyaiau MEepexoJuTH Ha XMapHi MiIaThopMH s
30epiranHss Ta OOpOOKHM JdaHMX, IO JIO3BOJWJIO iM 3HWXYBaTH BUTpaTh Ha [T—
1HGpACTPYKTYpy Ta MIABUINYBATH €()EKTUBHICTh POOOTU. 3'IBUIIMCS HOB1 MOJEINI MOCIYT,
taki sk Platform as a Service (PaaS) ta Software as a Service (SaaS), siki 703BOJISLITH
pO3pOOHMKAM Ta KIHIIEBUM KOPHCTYBauaM BHMKOPUCTOBYBAaTH XMAapHI pecypcu s

CTBOPEHHSI Ta BUKOPUCTAHHS MPOTPaMHOT0 3a0€3MeUeHHS.
2.2 Ilocayru Ta mepeBaru XMapHUX TeXHOJIOTIi 1u1s1 Oi3Hec 3a1a4

XMapHi TEXHOJIOT1l 3a0e3MeuyloTh JOCTYIl JI0 OOYMCIIIOBAJIbHUX PECypCiB,
30epiraHHsl JaHMX Ta TNporpaMHOro 3abesnedeHHs uepe3 I[HTepHeT. BoHM HanmawTh
OpraHizaiisiM Ta KIHIIEBUM KOPHCTyBadaM MOMJIMBICTh BUKOPHUCTOBYBaTH TOTYXHi IT—
iHppacTpyKTypH 6e3 HeOOXiTHOCTI BIIacCHOTO (izndHOoro odaaaHanHs[3].

Mogeni XMapHHUX MTOCIYT:

— laaS (Infrastructure as a Service): Hagae KopuctyBayam 6a30By 1HGPACTPYKTYPY,
TaKy K BIpTyajbHI MallMHHU, 30epiraHHs JaHUX, MEPEKEB1 pecypcHu Ta OOYMCIIOBAIBHI
noTyxHocTi. KoprcTyBadui MOXyTh OpEHIyBaTH I1i pECYpCH Ta KepyBaTH HUMU yepe3 BeO—
iHTepdeiicu a6o API, mo pgo3Bonse opraHizaiisM IIBHJIKO MacliTaOyBaTH CBOI
00YHMCITIOBAIBHI MOTY>KHOCTI BiAMOBIMIHO 10 moTped. [aaS 3abe3neduye BHCOKY THYHKICTB,
OCKLTPKA KOPHUCTYBadl MOXYTh HAaJAIITOBYBAaTH Ta KEPyBaTH CBOIM CEPEIOBUIIEM
BiJIMOBITHO J10 CIIeM(IIHUX BUMOT;

— PaaS (Platform as a Service): Hagae mmatdopmy s po3poOKH, TECTyBaHHS Ta
po3ropranHs pAonartkiB. lle BKkiroyae cepemoBHIlla po3poOKH, 0a3u HaHUX, CEpBEpHU

3aCTOCYHKIB Ta 1HIII CEPBICH, SIKI HEOOXIJHI IJii CTBOPEHHS Ta 3alMyCKy MPOTPaMHOIO
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3a0e3nedeHHs. PaaS 103Boisise pO3pOOHMKAM 30CEPEIUTUCS HA HANHMCAaHHI KOy, He
MIKJIYIOYUCh MPO yHpaBiiHHA 1H(QpacTpykTypoto. [lnarpopmu HamaroTh Bcl HEOOXIAHI
IHCTPYMEHTH Ta CEpPBICH AJIS IIBUAKOTO CTBOPEHHS, TECTYBaHHS Ta PO3TOPTaHHS JOJATKIB;

— SaaS (Software as a Service): Hajia€ rOTOB1 O BAKOPUCTAHHS IPOTrpaMHi JOJIATKH,
K1 PO3MILITYIOTBCS Ta YIPABIAIOTHCS MOCTAa4albHUKOM Mociyr. KopuctyBadi MOXYTh
OTPUMYBATH JIOCTYN JI0 IIMX JOJIaTKiB uepe3 BeO—Opaysep abo API, He mikinyrounch npo
yopaBiiHHS  1HQpacTpykTyporo abo tuiatdopmoro. SaaS 103BOJIIE  OpraHizalism
BUKOPUCTOBYBATH CKJIaJH1 MpOrpamMHi pimeHHs 0e3 HEeoOXiTHOCTI iX BCTAHOBJEHHS Ta
obciyropyBaHHs. Lle 3a0e3meuye BUCOKY THYYKICTh Ta €KOHOMIUHY €(PEKTUBHICTh, OCKITBKU
KOPHUCTYBaul MJIATATH TUIBKU 32 ()aKTUYHO BUKOPUCTAH1 PECYpCH.

Ha puc. 2.1 HaBeieHO ICHYIOYHM MOJIE1 XMapHUX MOCTYT.

Infrastructure  Platformasa  Software as a
On-premises as a Service Service Service
(laaS) (PaaS) (SaaS)
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Runtime Runtime Runtime Runtime

Middleware Middleware Middleware Middleware
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XMapH1 TEXHOJIOT1i MalOTh 3HAa4YHI MEepeBaru, AKi poOJsATh iX MONMYJSIPHUMHU CEpen
pPI3HMX THIIIB OpraHi3aliid, BiJ cTapTamiB a0 BeNuWKHX mianpuemcTB. LI mepesaru
BKJIFOYAIOTh EKOHOMIYHY €(EeKTHUBHICTh, THYUYKICTh, MacCIITa0OBaHICTh, HAJIAHICTh Ta
MiIBUINCHUH piBeHb Oe3neku[5]:

— EKOHOMIYHa e(EeKTUBHICTb: XMapHI TEXHOJOrii J03BOJIAIOTH OpraHizanisiMm
3HM3uTH BuTpaTu Ha IT—iHdpacTpykTypy. KopuctyBaui MOXyTh OpeHJyBaTH HEOOXIiTHI
00YHCITIOBATIBHI PECYPCH 3aMICTb TOTO, 100 KYIyBaTH 1 MIATPUMYBATH BIacHe 00JaJHAHHS.
Ile mo3BOJIsIE YHUKHYTH BEITUKWX KaIliTaJOBKIAJIEHb 1 MEPEUTH Ha MOJETH ONepaliiHuX
BUTpAT, JI€ Opranizauii miaTsaTh TUIbKK 3a (AaKTUYHO BUKOpHUCTaH1 pecypcu. Kpim Toro,
BUTpPATH Ha OOCIYrOBYBaHHS Ta OHOBJIEHHS oOOJagHaHHs OepyThb Ha cebe XMapHi
npoBaiiiepy, M0 TaKOXK 3HIKYE 3arajbHi BUTPATH;

— THYYKICTh Ta MOOUIBHICTh: XMapHI CEpPBiCH 3a0€3MeUyI0Th JOCTYII 10 PECYPCIB 3
OyIp—sIKOro Miciisl Ta 3 OyIb—SIKOTO MPHUCTPOIO, 10 Mae MiAKIoueHHs 10 [HTepuery. Lle
3a0e3reuye BUCOKY MOOUIBHICTH JUIS KOPHUCTYBAdYiB Ta JIO3BOJISIE OpPTaHi3allisiM JIETKO
HiATPUMYBAaTH BimjajgeHy poOoTy Ta TyoOanbHi KoMaHau. CriBpOOITHUKU MOXYTh
IpaloBaTy 3 OyIb—IKOr0 KyTOUKa CBITY, OTPUMYIOUHU JTOCTYII 10 HEOOXITHUX JOJATKIB Ta
JTaHuX y Oyab—sIKHH Jac;

— MacmTabOBaHICTh: OJHIEIO 3 KIYOBUX IIepeBar XMapHUX TEXHOJOTIH €
MOXJIMBICTh IIIBUJIKOTO MAacIITaOyBaHHS pECypciB  BIAMOBIIHO JO 3MiH TOTpeO
KopucTyBauiB. Opranizailii MOKyTh JIETKO 30UIbIITYBAaTH a00 3MEHIITYBaTH OOYMCITIOBAIIbHI
MOTYXXHOCTI Ta 30epiraHHa naHux 0e3 HeoOXiTHOCTI KymyBaTH HoBe oOnamgHaHHS. Lle
0COOJIMBO Ba)XJIMBO I OI3HECIB, SIKI MAlOTh CE30HHI MIKM HaBaHTa)XEHHSA a00 IIBUIKO
3pOCTar0vi CTapTamu, SKMM MOTPIOHO MIBUIKO MaciITabyBaTu CBOi pecypcu;

— HAJINHICTP Ta IOCTYMHICTh: XMapHI MpoBaiiiepu 3a0e3Meuyr0Th BUCOKHI PiBEHb
HAJIHOCTI Ta JOCTYITHOCTI CBOiX cepBiciB. BOHM BHKOPHCTOBYIOTH TIEPENOBI TEXHOJIOTI1
IUIA pe3epBYBaHHS JaHUX Ta aBTOMAaTHYHOIO BIAHOBJICHHS Y pa3i BIIMOBHU OO0JIagHAHHS.

3aBAsSKM 1[bOMY, OpraHi3allii MOKyTb OyTH BIEBHEH1 y Oe3rnepeOiiiHoMy (DYHKI[IOHYBaHHI
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CBOIX JOJIATKIB Ta 30€peKeHH1 JaHuX. baraTto XxmapHHMX IpoBaiiiepiB HAJAIOTh TapaHTil
BHUCOKOT goctynHocTi (SLA), mo 3abe3nedye HaAIWHUNA TOCTYH A0 CEPBICIB Y OyaAb—IKUi
qac;

— Oesneka: XMapHI MpoOBailiepu 1HBECTYIOTh 3HA4YHI pecypcH Yy 3a0e3ledeHHs
Oe3mneku cBoix miarGopmM. BoHM BUKOPUCTOBYIOTh Cy4acH1 TEXHOJIOT1T 3aXUCTY JAHUX, TaKl
AK IHUQPPYBaHHS, aBTEHTH(IKALsI Ta KOHTPOJb JOCTymy, Uil 3a0e3neyeHHs
KOH(D1IEeHLIMHOCTI Ta UUTICHOCTI JaHUX. XMapHI MPoBaiiiepy TaKOXK MPOBOASTH PETYISIPHI
ayIuTH O€3MEeKU Ta TeCTyBaHHS Ha MPOHUKHEHHS /IS BUSBIICHHS 1 YCYHEHHS BPa3JIMBOCTEH.
Lle 3a0e3neuye BUCOKUHM PIBEHb 3aXUCTY JJAHUX 1 3HUXKYE PU3HK KiOep3arpos.

XMapHi TEXHOJIOT1T 103BOJIMIIN O13HeCY 3HU3UTH BUTpaTH Ha [ T—1HdpacTpykTypy, 1110
BKJIIOYAE KYIIIBIIO, OOCIYrOBYBaHHS Ta OHOBIICGHHS CepBepiB, 30epiraHHs MaHUX Ta
MEpEXKEBUX pecypciB. 3aMmiCTh BEIMKUX KamiTaJIOBKJIAJeHb, OpraHizaiii MOXYTh
OpEHJIyBaTH HEOOXiTHI pecypcH 3a MIANUCKOI, CIUIAYylO4Yd TUIbKH 32 (PaKTUIHO
BUKOpUCTaH1 MOTYyXHOCTI. Ile 3Mmenmye (iHaAaHCOBI PUBMKU Ta JIO3BOJIIE CIPSMOBYBATH
OUTbIIIE pPecypciB Ha PO3BUTOK OCHOBHOTO Oi3Hecy. XMapHi IpoBaijepu 3a0e3NeuyroTh
BUCOKHH piBeHb HAAIWHOCTI Ta O€3MeKH CBOIX CepBiciB. BOHM BHKOPHUCTOBYIOTH CyYacHi
TEXHOJIOT1i JJi1 pe3epBYBaHHS JaHUX, ABTOMATHYHOIO BITHOBJICHHS y pas3l BIAMOBHU
oOJalHaHHS Ta 3aXHCTy Bia KiOep3arpo3. Lle 3abe3neuye Ge3mepediitHy poboTy Oi3HEC—
JOJIATKIB Ta 30epekeHHs nannX. KoMmmaHii MoKyTh OyTH BIIEBHEHI, IO 1XHI JaH1 3aXHUIICHI

Ta JOCTYNHI y OyIb—AKui gac.
2.3 MogaeJi po3ropraHisi XMapu

Mopaeni po3ropTaHHs XMapu — 1€ Pi3HI MIXOIW 10 HaJaHHS, BUKOPUCTAHHS Ta
KepyBaHHS XMapHUMH pecypcamu. KoxHa MoJens BH3HA4yae, SK XMapHI Pecypcu

HAIAF0ThCS KOPUCTYBa4yaM, sIki BOHH MalOTh MOKJIMBOCTI Ta sIKi 0OMeXeHHsI iCHYI0Th[3].
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Y Mogem nmyOnaIg4HOI XMapH pecypcu HaJaroThCs CTOPOHHIM MpOBailiepoM uepes
[HTEepHET 1 AOCTYMHI AJi 3araidbHOTO BUKOpHCTaHHS. KopucTyBaui MOXKYTh OpeHAyBaTu
00UHCITIOBAIBHI MTOTY>KHOCTI, 30€piraHHs JaHUX Ta IHII1 PECYPCH 3a MOTPeOOoIo.

[IpuBaTHa XMapa Hajae XMapHi1 pecypcu BUKJIIOYHO OJIHIM opraHizaiii. Bona moxe
OyTH po3TalioBaHa Ha BJIACHOMY amapaTHOMY 3a0e3NedeHH1 opraHizailii abo ynpaBiasTUCS
CTOPOHHIM MPOBaiiIepoM, ajie JOCTYII A0 Hel MAIOTh JIUIIE YIIOBHOBa)KEHI KOPUCTYBaYi i€l
oprasizartii.

['OpuaHa xmapa MO€AHYE €IEMEHTH SK MPUBATHUX, TaK 1 MYyOJIYHUX XMapHUX
pillieHb, J103BOJISIIOUM OOMIH JaHUMHU Ta AoJaTkamMu MK HUMH. Lle 3a0esneuye Ounbiny
THYYKICTh Ta ONITUMI3allii0 ICHYI0UO1 IHPPACTPYKTYPH.

CninbHa xmapa OOCIYroBy€ KOHKPETHY CIUIBHOTY KOPUCTYBAadiB 3 CHUIBHUMH
iHTEpecamMu ab0 BuUMoOramu (Hampukiana, Oes3neka, BIAMOBIIHICTD HOPMAaTHUBaM).
[HbpacTpykTypa MOXKE YIpaBIATHCS OJHIEI0 ab0 KUIbKOMAa OpraHizamisiMd 31 CHiIbHOT
CHUIBHOTH, TPETHOIO CTOPOHOIO ab0 iX KOMOIHAIIIETO.

[TyGmiuna xMapa Mae 3Ha4HI MepeBary, siki pooJIaTh 1 MpUBaOIMBOIO JJIsl OaraTbox
opraHizamiid Ta KopucTyBauiB. OJHI€I0 3 TOJOBHHUX TMepeBar € MacimTaboBaHICTh Ta
rHydkicTh. KopucryBadi MOXyTh MIBUAKO 30LIBITYBATH a00 3MEHIIYBATH OOYHMCIIIOBAJIbHI
peCypcH BIAMOBIAHO J0 CBOiX MOTPed O€3 HeOOXITHOCTI 3HAUYHUX KaIliTaIbHUX BUTpaT. Lle
0COOJIMBO BXKJIMBO ISl 013HECIB, SIKI CTUKAIOTHCS 31 SMIHHUMHU POOOYNMH HaBaHTAKCHHSIMHU
1 moTpeOyroTh MBUAKOI ananTaiii. [Iy6aidaa xmapa € BiAMIHHIM HAOYHHUM TPHUKIATOM IS
MoOy/I0BH MIKPOCEPBICIB 3aBISKH CBOIM YHCJICHHHUM IIepeBaraM Ta MOKJIUBOCTSIM.
MikpocepBicu — 11e apXiTeKTYpHUH MIAX11, PU IKOMY JTOJATOK CKJIA/Ia€ThCS 3 HEBEIUKHX,
HE3aJIKHUX CEPBICIB, IO B3a€EMOJIIOTH MK COOOI0 Yepe3 YITKO BU3HAYCHI iHTep(encH.

[Ty6niuyna xMapa 3a0e3nedye ieaibHe CepeOBHINE TSl peasizallii i€l apXiTeKTypH.
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2.4 XmapHi npoBaiiiepu

30

XMapHi rpoBaiiiepy NPONOHYIOTh PI3HOMaHITHI CEPBICH Ta PECYPCH, SIK1 T03BOJISIOTH

OprasizailisiM 1 KIHIIEBUM KOpHUCTyBayaM BUKOPUCTOBYBaTU noTyxHi IT—iHdpacTpykTypu

yepes IaTepHer.

Tabnuus 2.1 — IopiBHsIIbHA TaOIUIIST XMAPHUX MPOBAKAEPiB

IMapamerp Amazon Web | Microsoft Google Cloud | IBM Cloud Oracle Cloud
Services Azure Platform
(AWS) (GCP)
Oo6uwncmroBasHi | Amazon EC2 | Azure Virtual | Google IBM Cloud | Oracle Cloud
cepBicu Machines Compute Virtual Servers | Infrastructure
Engine (OCI)
Compute
Cepsicu Amazon S3 Azure Blob | Google Cloud | IBM Cloud | Oracle Cloud
30epiranHs Storage Storage Object Storage | Object Storage
CepBicu  06a3 | Amazon RDS, | Azure SQL | Google IBM Db2 Oracle
JTaHUX DynamoDB Database BigQuery, Autonomous
Cloud SQL Database
besceprepni AWS Lambda | Azure Google Cloud | IBM Cloud | Oracle Cloud
cepBicH Functions Functions Functions Functions
Cepsicu Amazon Azure Machine | Google Al | IBM Watson Oracle Al and
HI/MJT SageMaker Learning Platform Machine
Learning
AHamiTHaHi Amazon Azure Synapse | Google IBM Analytics | Oracle
cepBicu Redshift Analytics BigQuery Analytics
Cloud
I'i6puana AWS Outposts | Azure Arc Google Anthos | IBM  Hybrid | Oracle Cloud
XMapa Cloud at Customer
Mopenb Omata 3a | Omnara 3a | Omnara 3a | Omara 3a | Omnara 3a
LIHOYTBOPEHHA | aKToOM dakToM dakTom dakTom (dakTom
BHUKOPUCTAHHA, | BAKOPUCTAHHA, | BAKOPUCTAHHA, | BUKOPHUCTAHHSA, | BAKOPHUCTAHHA,
3ape3epBOBaHI | 3apE3epPBOBAHI | 3HUKKH 3a | MiJnmucKa MiUCKa
IHCTaHCH IHCTaHCH MTOCTIMHE
BHKOPUCTAHHS
I'moGanbHa 24 perionu, 76 | 60+ perioHis 25 perioHiB, 73 | 18 perioHis 30+ perioHiB
MPUCYTHICTb 30HU 30HU
JOCTYIHOCTI

AWS Oyno obpano s peamizaiiii MpOEKTy 4Yepe3 WOro IMHUPOKI MOMXKIHBOCTI Ta

AWS 1npomnoHye MHUPOKUN CIEKTP CEPBICIB, BKIIOYAIOUU
122-KPB-401.2010122

NepeBipeHy HaJIdHICTb.

2024 p. Cwmeranenko A. B.



Kadenpa inTenexryansHux iHOpMaIiitHUX CHCTEM 31
BukopucranHs XMapHHUX TEXHOJIOT1H ISl pO3NOAIICHUX CHCTEM

obOuuncmoBaibH1 pecypcu (Amazon EC2), cepBicu 30epiranns aaHux (Amazon S3), 6a3u
nanux (Amazon RDS, DynamoDB). Lli cepBicu 3a0e3nedyroTb BHUCOKY THYYKICTh Ta
MacTabOBaHICTb, 11O J103BOJISIE JIETKO aJANTyBaTUCS 10 3MIHHUX BUMOT ITPOEKTY.

Kpim Toro, AWS mnpornonye Oe3KOIITOBHUN pPIBEHb JAOCTYNY A0 0ararbox CBOiX
CEpBICIB, IO J03BOJIIE HOBUM KOPHUCTYBauyaM BUIPOOYBATH MOKIMBOCTI miaaThopmu 6e3
NOoYaTKOBUX BUTpaT. Lle 0coOIMBO KOPUCHO 71l IPOTOTUITYBAHHS Ta TECTYBAHHS.

JUisi HaoO4YHOrO MpUKIAAy, BHOIp XMapHOro MpoBaiijiepa HE Ma€ KPUTUYHOTO
3HAYEHH$, OCKUIbKM OCHOBHI KOHIIETIIII Ta METOU 3aJUIIAIOTHCS CXOKUMHU HE3aJIEKHO B[
oOpanoi miatdopmu. OHAK, 3aBASIKMA CBOIM MOMYJISAPHOCTI, MOTYKHIM 1HYPACTPYKTYypl Ta
IIMPOKOMY CIIEKTpYy cepBiciB, AWS € onTumanbHUM BUOOPOM sl peasizailii NpakTHYHO1

YACTHHH.
2.5 AWS

IcTopis ctBopenHs Amazon Web Services (AWS) € 1iKaBOIO UTIOCTPAITIEIO TOTO, SK
KOMIIaHis Amazon MepeTBOpuiiacsi 3 IHTEpPHET-Mara3uHy KHHUT y OJHOTO 3 HaWOUIBIIMX
MOCTAYAJIbHUKIB XMapHUX OO4YHCIeHh y CBITI. Y cepeauni 1990—-x pokiB Amazon,
3acHoBaHa J[xepdom bezocom y 1994 pori, moyana cBid HIIAX SK OHJIAHH—KHUTAPHS.
[IpoTsiroM HACTYMHMX pPOKIB KOMIIAHIs PO3IIMPIOBajia CBi aCOPTUMEHT TOBapiB 1
BJIOCKOHaJIIOBaj1a cBOi BHYTpimmHI [ T—cuctemu 1y1s miaTpUMKH 3pOCTar0uuX oTped Oi3Hecy.
Jlo mouatky 2000—x pokiB Amazon Bxe MaJia 3HaYHUI TOCBi y CTBOPEHHI MacIITabOBaHUX
[T—cuctem. Kommanis cTukamacs 3 YHCICHHHMH MpoOJjeMaMu MaciTaOyBaHHS CBOiX
1HGPaCTPYKTYp, 1 IS BUPIMICHHS ITUX TPOOJIeM IHKEHEPH Amazon Movyaiad PO3pOOSITH
MOJYJIbHI Ta aBTOMATHU30BaH1 CUCTeMH ympaiiHHA pecypcamu. Y 2000 pomi benmxamin
brnek, imkernep Amazon, pa3om 31 CBOiM KOJIETOIO pO3pPOOUB i€0 PO Te, 110 BHYTpimiHI [T—
pecypcu Amazon MOXyTh OyTH BUKOPHCTaHI JUIsl HaJaHHS 30BHIMIHIX mociayr. Bonu
MIATOTYBAIM JOKYMEHT, y SKOMY ONHCYBJIA KOHIIEMIII0 MacmTabOBaHOI XMapHOi
iHppacTpyktypu. Ll imes oTpuMana MIATPUMKY BiJl BHUIIOTO KEpPIBHUITBA KOMIIAHII,
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Britouaroun bezoca. ¥ 2003 poui Amazon odiniiiHO po3noyaia poOOTy HaJ CTBOPEHHSIM
AWS. OcHoBHOIO 17ie€r0 0ys10 HagaHHs iHPpacTpykTypu sk nociyru (laaS), mo go3B0aMIO0
0 KOMIaHISIM OpPEHJyBaTW OOUYMCIIOBAJIbHI MOTYXHOCTI, 30epiraHHss JaHux Ta iHIm [T—
pecypcu uepes Iarepuert. Ilepmuii cepBic AWS, Amazon S3 (Simple Storage Service), OyB
3anymeHuit 'y Oepesni 2006 poky. S3 HamaBaB KJIl€HTaM MacliTaOOBaHE 1 HaJliliHEe
30epiranHs nanux. Bigpa3y micis mporo, y ceprti 2006 poky, Amazon 3amyctuiia Amazon
EC2 (Elastic Compute Cloud), sikuii 103BOJISIB KOPUCTyBayaM OPEHAYBATH BIPTyaJbHI
cepBepH JIJIs 3ayCcKy cBOix noaatkiB. [licis ycminmnoro 3amycky S3 ta EC2, AWS mBuako
noyajia po3IIMPIOBaTH CBild acopTuMeHT mocayr. Y 2007 pomi Oyno 3amymieHo Amazon
Simple Queue Service (SQS) 1 Amazon SimpleDB. B nactynui poku AWS nonaBaia HOBI
cepsicy, Taki sk Amazon RDS (Relational Database Service) y 2009 poui, Amazon VPC
(Virtual Private Cloud) y 2009 porii ta 6arato iHmux. ¥ 2010 pomi Amazon npeacraBuia
cBoro Marketplace, e KJIIEHTH MOTJIM 3HAXOJUTH 1 BHKOPUCTOBYBATH MPOTPAMHI1 PIIlICHHS
BiJl TpeTix cTopiH. Lle 3HauHo posmupuiio ekocucremy AWS. Jlo 2014 poky AWS crana
NOPOBIIHUM TpaBIEM Ha PHUHKY XMapHUX OOYHMCIIEHb, 3a0€3Meuyro4H IIUPOKUN CIEKTP
CepBICIB, BKJIIOYAIOYM OOYHMCIICHHS, 30epiraHHs, Oa3W JaHWUX, AaHAIITUKY, MAaIIUHHE
HaBYaHHs, IMTy4YHWH iHTENeKkT, IHTepHeT peuerr (IoT), mMoOLIBHI cepBicH, Oe3meKky Ta
KopropaTuBHi  gogatku. AWS mpoloBKyBaia pO3MIMPIOBATH CBOIO  TJIOOAIBHY
1HGpACTPYKTYPY, BIIKPUBAIOYHM HOB1 IEHTpU 0OpOOKHM JaHUX 1 peTiOHHU 10 BChOMY CBiTy. Ha

puc. 2.2 HaBeAEHO ICTOPII0 CTAHOBIICHHS Ta pOo3BUTKY IiaTdopmu AWS.
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2002: 2004: 2007:
Internally Launched publicly Launched in e
launched with SQS Europe ’0: Dropbox

airbnb

2003: 2006:
Amazon infrastructure is Re-launched
one of their core strength. publicly with
Idea to market SQS, S3 & EC2

Pucynok 2.2 — Ictopis AWS
BucHoBkHM 10 po3aiay 2

Y po3auri Oyno JOCHIIKEHO CYTHICTH Ta OCHOBHI XapaKTEPUCTHUKH XMapHUX
TEXHOJIOT1M, a TaKoX iX TepeBard s Oi3Hec—3aBaaHb. AHaI3 MOKa3aB, IO XMapHi
TEXHOJIOT1i 3a0e3MmeuyloTh IIEHTpai30BaHe YMPaBIiHHA pecypcamu, IO JJ03BOJISIE
ONTUMI3yBaTH BUTPATH Ha 1HPPACTPYKTypy Ta MIATPUMKY. BOHM Hagar0Th MOMIIHMBICTH
IIBUJKO MacliTa0yBaTH CHUCTEMM Yy BIAMOBIAL Ha 3pOCTardi MOTpedw Oi3Hecy, 1o €
KJIFOYOBHUM (DaKTOPOM JIJIsl YCIIITHOTO PO3BUTKY B YMOBaX Cy4acHOT KOHKYPEHIIii.

XMapHi mpoBaitnepu, Taki sk AWS, HaIaroTh MIUPOKUN CHIEKTP MOCIYT, BKIIOYAI0UU
o0uHnCITIOBaIBHI pecypcH, 30epiranHs JaHuX, 0a3u JaHUX, aHAJITUKY, MAllTHHHE HAaBUYAHHS
Ta IHCTpYMEHTH /151 3a0e3nedeHns 0e3nexu. Lle 103Bossie opranizaiisim JIeTKO iHTeTpyBaTH
Pi3HI cepBicH Ta CTBOPIOBATH KOMILUIEKCHI PIllIEHHS, [0 BIAMOBIIAIOTH IXHIM CHIEIU(pIIHUM
notpedam.

XMapHi TEXHOJIOTil TaKOX CHOPUAIOTH IMJIBHUIIEHHIO HAIIAHOCTI Ta Oe3MeKu
iHbopMarliitHux cucteM. BoHu 3a0e31euyoTh BUCOKUN PIBEHBb BIIMOBOCTINHKOCTI 3aBIISIKU
reorpadiqHO PO3MOAUICHIH 1HGPACTPYKTYpl, MO MIHIMI3YE PU3UKH TPOCTOI Ta BTPATH
nanux. KpiMm Toro, XMapHi nmpoBaiifepu MpoONoOHYIOTh MOTYKHI 3aC00H 711 MOHITOPUHTY Ta

yIpaBiiHHs 0€3IeKOI0, IO JI0MOMarae 3aX1iaTy JaHl BiJl HECAHKIIIOHOBAHOTO JOCTYILY.
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TakuM YMHOM, XMapHi TEXHOJOrli € HEBIA'€MHOI0 CKJIaJ0BOIO cydacHoro IT—
CepelloBUIIa, IO JI03BOJISE€ OpraHizalisM MiJBUIIYBAaTH €(PEKTUBHICTb CBOIX Oi3HEC—
MpolLieciB, 3a0e3neuyBaT HAAIHHICTh Ta 0e3neKy IHPOPMaLIHUX CUCTEM, a TAKOXK IIBHJIKO

aJarTyBaTuCA 10 3MIHHUX BUMOT PUHKY.
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3 PEAJIIBALIA POSHOJAIJIEHOI CUCTEMHY HA BA3I XMAPHOI'O
ITPOBAWJIEPA AWS

3.1 BuOip TeXHOJIOriYHOr0 CTEKY Ta apXiTeKTypH

[inmro OyJio CTBOPUTH CUCTEMY MIKPOCEPBICIB, SIKa CKIAJAETHCS 3 TPhOX CEPBEPIB,
IO B3a€EMOJIIIOTh MO PI3HUM MPOTOKOJAM Ta HAIMCaHl Ha pI3HUX (pedMBOpKax Ta

cepenoBuiax BukoHaHHs. CucreMa noBuHHa 0yTu nmodyaoBaHa Ha ocHoB1 AWS.

Tabauus 3.1 — Onwuc cepenoBuiil 3amycky JavaScript Ta X mopiBHSHHS

Texnon | Bepcis Omnuc Buxopucrann | IlepeBarun Bumorn | Incrpyment
orist 1 hi (1) 7
cUCTEM
"
Node.js | Ocrannuss | CepBepHe | CTBOpeHHs Acunxponnict | [Tintpu | npm  (Node
cTabUTbHA | CEPEIOBHUIL | CEPBEPHUX b, BeMKa | MmyeThest | Package
Bepcis e, ske | mogatkiB, API, | ekocuctema Ha Bcix | Manager),
JI03BOJISIE MIKpOCEpBICIB | MOJyJIiB (Nnpm), | OCHOBHH | NPX, nvm
3allyCcKaTH | Ta  peajbHHUX | BUCOKA x OC (Node
JavaScript | moxarkis POAYKTHBHICT Version
mo3a b Manager)
Opay3epom
Bun Ocrauusg [IBuakuii | AnpTepHatuBa | Bucoka [Tintpun | BOynoBani
crabimpHa | JavaScript | Node.js — mjist | IIBHIKICTB, MYETBCSl | TECTYBaHHS,
Bepcis runtime 3 | MBUAKOTO BOy/I0OBaH1 Ha BCIX | TaKyBaHHS,
BOY/IOBaHU | BUKOHAHHS IHCTPYMEHTH, | OCHOBHH | IIATPUMKA
M JavaScript JIETKICTh x OC TypeScript 3
TECTYBaHH | KOJIY Ha | HaJAITyBaHHS KOpOOKH
SIM, cepsepi
HaKyBaHHS
M Ta API
st Web.

Node.js 6ymo oOpaHO yepe3 HOro aCHHXPOHHY TPHUPOAY, SKa J03BOJIIE €PEKTUBHO
00pOoOSATH BENMKY KUTBKICTH OJTHOYACHHMX 3alUTIB 0e3 OJIOKyBaHHS MOTOKYy. KpiMm ToroO,

BeJIMKa eKocucTeMa MOAYJIB 1 610110Tek, foctynHux yepe3 npm (Node Package Manager),
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3HAYHO NpUIIBUAITYE po3poOky. Node.js BukopuctoBye V8 JavaScript engine Bijg Google,
o 3a0e3neyye BUCOKY MPOIYKTHUBHICTH 1 MIBUIKICTH BUKOHAHHS KOAy. BUKOpHCTaHHS
JavaScript sik Ha KII€HTI, TaK 1 Ha cepBepi J103BOJIsIE pO3POOHUKAM MPALIOBATH 3 €IUHOIO
MOBOI0, III0 CIIPOIILY€ TPOLIEC PO3POOKH Ta MIATPUMKH J0/aTKiB. Node.js 4y 10BO MiIXOAUTh
JUISl CTBOPEHHSI MIKPOCEPBICHOT apXITEKTYPH, 1110 POOUTH 10JATKH OLIBII MacIITaAOOBaHUMHU
1 rHyukumHu|[6].

Bun 6yn0 06paHo 3aBasKy HOTO BUCOKIH MIBUAKOCTI BUKOHaHHSA JavaScript koay, 1110
pOOUTH HOTO MPUBAOIMBUM JIJIs1 BUCOKOHABAaHTAXKCHUX CEPBEPHUX JIOAATKIB. Bun BKitovae
B ceOe BOy/I0BaHI IHCTPYMEHTH JUISl TECTYBaHHS Ta MaKyBaHHS, IO CIIPOILYE PO3POOKY i
HIATPUMKY TPOEKTy. MiHIManbHI HaNAIITyBaHHS JO3BOJIAIOTH IIBHAKO MOYATH POOOTY 1
chokycyBaTuch Ha po3po6ii. Bun mae BOynoBany miarpumky TypeScript, mo 103BoJsie
BUKOPUCTOBYBATHU CydacHI MOXJIMBOCTI JavaScript Ta 3a0e3neunT BUCOKY AKICTh Koay [29].

TypeScript Oys0 o6paHo Yepe3 HOro CTaTUUHY THUIII3AIlII0, KA JI03BOJISIE BUSBIISITH
MOMUJIKMA III€ HAa eTall KOMITUIAIT, [0 3HAYHO 3HUXKYE KUIBKICTh OariB y KIHIIEBOMY
npoaykri. TypeScript iHTerpyeThes 3 6ararbma nonyisipaumu IDE, Hagarouu iHCTpyMeHTH
JUIsL aBTO3allOBHEHHA, pe(akTOpuHTry Ta HajarojkeHHs. TypeScript miATpUMYye HOBI
cTanaaptu JavaScript, 103BOJISIIOYH BUKOPUCTOBYBATH OCTaHHI MOKIIMBOCTI MOBH. 3aBISIKU
CTaTUYHIN THITI3aIlil, BEIUKI IPOEKTH CTAIOTh JIETIIIE MiATPUMYBATH 1 po3BuBaTu|[7].

Docker Oyio 06paHo 3aBASKH HOT0 34aTHOCTI 3a0€31eUyBaTH 13011110 CEPEIOBHINA,
0 pPOOUTH MOMATKM TMOPTATUBHUMH 1 HE3aJeKHUMHU Bim cepenoBuia. KonrteliHepu
JI03BOJIIOTH JIETKO MacITabyBaTu NOAATKU, PO3MOIUISIIOUH X 1Mo pisHUM cepBepam. Docker
JI03BOJISIE TIBUAKO PO3TOPTaTH Ta OHOBIIOBATH JOJIATKH, IHTErPYIOUYUCh 3 OaraTbma
iHcTpyMeHTamu CI/CD, 1o cmpomrye aBTOMAaTH3aIil0 MPOIECiB  pO3pOOKH  Ta
posropranus[10].

PostgreSQL Oymno obpaHo depe3 HOro HaaiMHICTH Ta CTaOUIBHICTH pPoOOTH. baza
JaHUX MIATPUMYE PI3HOMAHITHI po3mupeHHs, Taki sk PostGIS ams reonpoctopoBux gaHux,
1 TOBHICTIO BiAmnoBigae crtangaptam SQL, mo 3abe3nedye BUCOKY CYMICHICTh 3 IHIITUMHU
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cucremamu. PostgreSQL no3Bossie BukonyBatu ckianni SQL 3amutu Ta Mae MOTY>KHUMN
MEXaHI3M 1HJIeKcallii, 110 MiABHIIYE MPOyKTUBHICTE 3anuTiB[8].

Makefile Oymno oOpaHo ajisi aBTOMaTU3allll PyTUHHUX 3aBJaHb, TAKUX SIK KOMIIUISILIIS,
TecTyBaHHS Ta aemioiimMenT. Cuntakcuc Makefile nocuts npoctuid, 110 103BOJISIE MIBUIKO
CTBOpIOBaTU CKpUNTH s aBTomatu3auii. Makefile minTpumyerbcsi Ha BCIX OCHOBHHX
oTepaliiHuX CUCTeMaX i aBBTOMAaTHYHO BIICTEKYE 3aJICKHOCTI MiXK (aiijiamu, 1110 JT03BOJISE
YHUKATHU MIOBTOPHOI KOMITUISIIT HE3MIHHUX YacTuH mpoekTy[11].

Hurl 6yno o6pano st recryBanns HTTP API 3ansku ioro npocToMy CUHTaKkCUCy 1
MIiHIMaJbHUM HaJaIITYBaHHSM, III0 J03BOJISIE€ MIBUIKO po3nodatu podorty. Hurl mo3Bossie
nerko BukonyBatu HTTP 3anutu 1 mepeBipsATH BIANOBIL, 1110 POOUTH HOTO 11€IBHUM JIJIs
tecTtyBaHHs API. [HCTpyMEHT migTprMye aBTOMATH3AIIII0 CKIIAHUAX CIICHAPIIB 3aIMTIB, M0
CIIpoIlly€e IHTETpalliifHe TeCTyBaHHS, 1 JO3BOJSE€ BHUKOHYBATH CKJIAJHI TIEPEBIPKH
BIZITIOBiIEH, 1110 TiaBHIIye sikicTh TecTyBaHHsA[30]. Hurl miaTpumye pi3Hi THIIH 3aMIUTIB, TaKi
sk GET, POST, PUT, DELETE Ta iumii. MoxHa 3ajaBaTy 3aroJIoBKH, mapameTpH, Tija
3anuTiB Ta 1HII HamamTyBaHHSA. Kpim toro, Hurl mo3Bosise mepeBipsTH cTaTyc KO,
3aroJIOBKM Ta TUIO BIAMOBIAI Ha BIAMOBIAHICT, OYIKYBAaHUM 3HAuCHHSIM. TakoX MOXKHa
CTBOPIOBATH CKJIQJHI CIIEHapil TeCTyBaHHS 3 yMOBaMH, IUKJIaMH Ta 3MIHHHUMH. Tomy Iie
HaJa€ MOXJIMBOCTI SKICHOTO Ta BCEOOIYHOTO TECTYyBaHHs TPOEKTIB, sKI MOTPEOYIOTh
aBTOMAaTHU30BAaHOTO TECTYBaHHS.

Jlnst peanizarii mpoekTy Oyio 0OpaHo Miaxia MOHOPENO3uTOpiro. MoHOpEno3uTopii
7103BOJISIE 30epiraTi BCi CEPBICHM B OJHOMY PEIMO3HUTOPIi, 10 3a0e3mnedye psl mepeBar y
PO3pOOII, MATPUMIII Ta POTOPTAHHI.

[lepeBarn BUKOpPUCTAHHS MOHOPEMO3UTOPII0 BKIOYAIOTH CITUIBHE BUKOPUCTAHHS
KOJy MK pI3HUMH MiKpocepBicamu. Hampwukman, 3arajibHi YTHIIITH, MOJAEINI JaHUX a0o
KoH(pirypamiifHi ¢ainum MOXyTh OyTH pO3MIIIEHI B CHUTBHUX JUPEKTOPISX 1
BUKOPHUCTOBYBATUCH yCIMa cepBicaMu. €1MHE cepe/loBUILE PO3POOKHU JT03BOJISIE YHUKHYTH
HEOOXITHOCTI KOXXHOMY MIKPOCEPBICY MaTH OKPEMHUN pEerno3uTopiii 3 OKpeMHUMHU
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HaJallTyBaHHSAMM, 1110 MOJIETIIY€ HAJAIITYBaHHS THCTPYMEHTIB Jis 301pKH, TECTYBaHHS Ta

PO3TOpPTaHHS, a TAKOXK CIPOLIYE YIPABIIHHS 3aJI€KHOCTIMH.

Tabnuus 3.2 — Onuc ¢ppeitMBopKiB Ta 6107110TEK, BUKOPUCTAHUX Y TIPOEKTI1

MMapamer | Fastify Elysiajs Drizzle Zod Ts Fast—jwt
p ORM Pattern
Omuc Bucoxonponykru | Jlerkuit BeO— | TypeScript | Biomiore | Bibmioreka | Jlerka i
BHMI BeO— | ppeliMBOpK, ORM, Ka Uil | A LIBHJIKA
(GbpeliMBOpK Ul | ONTUMI3OBAHUN | OPIEHTOBAH | MepeBipK | poboTH 3 | 6ibmioTeka
Node.js UIL  MIBHAKOCTI | M Ha | U Ta | mabjgoHaM | s
Ta IPOCTOTHU IPOCTOTY Ta | Bajijaul | U Ta | podotTn 3
epextuBHic | i paHux | matepHam | JWT
Th Ha u y | JSON
ocuoBi | TypeScript | Web
TypeScri |, Tokens) y
pt nigrpumye | Node.js
anrebpaia
Hi
CTpYKTYpHU
Ta
PEKYpPCHBH
1 malIoHu
OcnoBHe | CTBOpEeHHS CtBOpEHHSA PoGota 3 | Bamigani | Cynposin | ['eneparrist
MpHU3HAYE | MBUIKUX Ta | BACOKONIPOAYKTH | Oa3aMu s Ta | CKIAQJHUX | Ta
HHS MacmTaboBaHUX | BHHUX BeO— | TaHMX 3 | mapcuHr | MabJOHIB | epeBipKa
BeO—IOMaTKIB Ta | JOIATKIB 3 | BUKOPUCTaH | JaHUX, Ta JWT
API MiHIMaJIbBHUM HSM CTBOpPEH | MATEPHIB y | TOKEHIB,
KOJIOM TypeScript | us cxem | TypeScript | 3abe3mneue
, HHS
3a0esrieye | Oesneku
HHS IOATKIB
Tumnobesne
KU
Oco0OmuBo | [Inarinxna [TinTprmka [Mintpumka | Ilinrpum | [Tintpumk | [TinTpumk
cTi apXiTeKTypa, TypeScript 3 | TypeScript, | ka a a  pi3HUX
MATPUMKA KOpOOKH, 3py4HU CKIIQTHU | anreOpaiu | airopuTmi
0aratbox JIETKICTB y | DSL IS | X CXeM, | HuX B
IUIAriHIB, PO3LINPEHH, pobGoTH 3 | KOMIOUIA | CTPYKTYp, | mu(pyBaH
ACUHXPOHHICTb, noOyoBaHUN SQL i1 CXEM | PEeKYPCUBH | Hf,
MIATPUMKA JUIL  CY4acHHUX y 1 CYMICHICTb
TypeScript Be0—101aTKIB MIBUAKK | IaOJIOHH, |3 IHIIMMH
U KOJI BHCOKa 0i0ioTeka
tuno6esne | mu Node.js
Ka
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3.2 Onuc apxiteKTypu MikpocepsiciB 1 nmodynosu API isi KHHKKOBOrO

A0JATKY

Mertoro noOyaoBH 1i€l cUCTEeMH OyJIO CTBOPEHHS PO3MOALIEHOI apXITEKTYpH, sKa
CKJIAJIA€ThCA 3 TPhOX OKPEMHUX MIKPOCEPBICIB, 110 B3aEMOJIIOTH MK COOOIO uepe3 pi3Hi
nporokosu. KoxkeH MIKpocepBic BIAMNOBIIA€ 3a IEBHY YACTUHY (DYHKII10HATBHOCT1 CUCTEMH,
110 3a0e3neuye THYyYKICTh, MacIITa0OBaHICTh Ta HAAIHHICTb.

[lepmnii cepBic, cepBic aBTOpHU3allii, BIAMOBIAAE 3a ayTeHTU(IKALIIO Ta aBTOPU3ALIIIO
KopucTyBauiB. BiH € mpuBaTHUM, TOOTO MOCTYNMHMM TUIBKH JIJISl 1HIIMX MIKPOCEPBICIB
CUCTEMM 1 HE BIIKPUTHH JIJis 30BHIMHIX 3anuTiB. llelt ceppic moOymoBaHuii Ha 0asi
dpeiimBopka Fastify Ta BukopucroBye Node.js sik cepenoBuiiie BUKoHaHHs. s pobotu 3
JWT toxkenamu BHUKOpUCTOBYeThcsi Oi0Omioreka Fast—jwt. KomyHikaiis 3 1muMm cepBicoM
BiIOyBa€eThes yepe3 3BuvaiiHuii nporokoia HTTP. OcHoBHI (yHKIIIT cepBicy aBTOpHU3allii
BKJIFOYAIOTh OOpOOKY 3alMTiB Ha PEECTpalliio Ta BX1JI KOPHUCTYBauiB, TIeHEpalliio Ta
nepeBipky JWT TokeHiB, a Tak0oXX yIpaBJIiHHs CeCiiIMU KOPUCTyBauiB. Bucoka MBUIKICTH
0OpOOKM 3amuTIB JOCSTAEThCA 3aBASKM ACUHXPOHHOMY BHUKOHAHHIO Ta ONTHMI3allisiM
Fastify. Cepgic 3a6e3mneuye Oe3neune 30epiranHs Ta MepeBipKy TOKEHIB, a TAKOX JETKICTh
iHTerparii 3 iHmuMu cepBicamu 3aBasku HTTP npoTtokory.

Jpyruii cepBic, cepBic MEHEI)KMEHTY KOPHCTYBauiB, BIJIMOBINA€ 3a yMpaBIiHHSA
iH(pOopMaIIi€er0 PO KOPHUCTYBaviB. BiH BUKOPHUCTOBYE cepBiC aBTOpH3AIlil JUIS MEPEBIPKH
ayrentudikamii kopuctysauis. Lleit cepBic mobynoBanmii Ha 6a3i ¢ppeiimBopka Elysiajs Ta
BukopuctoBye Node.js sk cepemoBuile BUKOHaHHS. J[ms pobGotu 3 06a30i0 JaHHMX
BUKOpuCTOBY€EThCs Drizzle ORM, a nns Bamiganii qanux — 6i6miorexa Zod. Komynikaris 3
cepBicom aBTopm3allii BimOyBaerbes yepe3 HTTP. OcHoBHI (yHKIIII CEpBICY BKIIOYAIOTH
00poOKy 3amuTiB HAa CTBOPEHHS, peJaryBaHHS Ta BUIAJICHHS Mpo(]iTiB KOPUCTYBadiB,
BaJliJIallif0 Ta OOpOOKYy JaHWX KOPHCTYBadiB, a TaKOXX B3aeEMOJIif0 3 0a3010 JaHUX IS

30epiranss iH(popmallii mpo KopucTyBadiB. Bucoka MpoyKTUBHICTh JOCATAETHCS 3aBISIKA
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nerkomy Ta msuakoMy gpeitmBopky Elysiajs. CepBic 3a0e3neuye HaiiiHy BaliJallio TaHUX
3a nornoMoror Zod Ta iIHTerpaiito 3 CepBicoM aBTOpH3allil 1Jis 3a0e3MeUeHHS OE3MEeKU.

Tperiii cepBic, cepBiC MEHEKMEHTY KHIKOK, BIJIOBIAA€ 3a yIPABIIHHA
iHpopMallielo Mpo KHUWXKKU. BiH BHUKOpHUCTOBYE cepBiC aBTOpH3allii I MEpeBIpKU
ayTeHTu(iKalii Ta cepBiC MEHEIKMEHTY KOPUCTYBayiB Ui OTPUMAaHHs iHpopMalii mpo
kopuctyBauiB. Lleit cepBic moOynoBanuii Ha 6a31 PppeliMBOpKa Ta BUKOPUCTOBYE Bun sk
cepenoBulle BUKOHaHHS. J{ist pobotu 3 6a3o10 gaHux BUKopucToByeThes Drizzle ORM, a
JUIs Banmianii nanux — 016miotexka Zod. KoMmyHikarllist 3 cepBicoM aBTOpu3allii Ta cepBicoM
MEHEPKMEHTY KopucTyBauiB BinOyBaeTbcsa uepe3 HTTP, a qns acunxpoHHOi 0OpoOKH
3alUTIB MDK cepBicaMH BUKOpPUCTOBYeThbCS Amazon SQS. OcHoBHI (yHKINI cepBicy
BKJIIOUAIOTh OOPOOKY 3aluTiB HA CTBOPEHHS, pearyBaHHs Ta BUJAJCHHS 1HGOpMaIlil npo
KHIDKKH, BaJlifjallito Ta oOpoOKy AaHUX MPO KHMXKKH, YIPABJIIHHS 3alacamMu KHIDKOK Ta
00poOKy 3amoBiieHb. CepBic 3abe3leuye BHCOKY MPOAYKTHBHICTH Ta MacIITaOOBaHICTh
3aBJSIKM BUKOPUCTAHHIO aCHHXPOHHOT 0OpOOKH, HATIMHY BalliJallifo TaHUX 3a JIOTIOMOT0I0
Zod Ta edexTuBHY OOpOOKY 3amuTIB 3aBISKA BHKOpPUCTaHHIO Amazon SQS s
ACHHXPOHHOI KOMYHIKAIlii MDDK cepBicamMHu.

3arajpHa apXiTeKTypa CHCTEMHU BKJIIOYAE CEPBIC aBTOpU3Allii, SIKHW € MPUBATHUM 1
3abe3reuye ayTeHTU(DIKAIi0O Ta aBTOPHU3AIlll0 KOPHUCTYBAdiB, CEPBIC MEHEIHKMEHTY
KOPUCTYBayiB, SKHH BIANOBITA€ 3a YIpaBIiHHSA 1HPOpPMAIIE0 PO KOPUCTYBadiB 1
BUKOPHUCTOBYE CEPBIC aBTOPH3AIIii /ISl IEpeBipKH ayTeHTU(IKAIlT, Ta CepBIC MEHEIKMEHTY
KHIDKOK, SIKUH BIATIOBIIA€ 3a YIpaBIiHHS 1HPOPMAITIEIO PO KHUKKH 1 B3AEMOJIIE 3 IHIIUMH
cepBicamu uepe3 HTTP ta Amazon [3][32]. Ha puc. 3.1 HaBeieHo nipHKIIa ] pOOOTH CHCTEMH

MIKpPOCEPBICIB.
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container-main

request

2030/api/path-one

L A

replies with a response

response

confainer-process

8080/api'path-two hitp:/fprocess:8082/apifprocess

A 4

N

. communicates with )
Client ) responds with a message
container-process

.1 ...............
4 3
container-consume
request ( 3080/api/send-message hitp:/fconsume: 3081
-
»
sends a message to SQS
9 SQs consumes the messages
queue

.1 ..........

response ',

Pucynok 3.1 — Ilpuknazn opranizarii MikpocepBiciB

Jlns opranizaiiii Koy B MPOEKTI OyJ0 BUPIIIEHO HAIMKMCATH BJIACHY CTPYKTYPY Ta
apxiTektypy 3 miarpumkoro MVC (Model-View—Controller) matepHy, 4ucToi apXiTeKTypH
(Clean Architecture)[31] ta nomen—opiernToBanoro ausaiiny (DDD)[22]. Lli nigxoau Oymnu
oOpaHi i1 CTBOPEHHS apXITEKTYPH, IKY MOKHA JIETKO TIEPEBUKOPHUCTOBYBATH Y TIPOCKTAX,
3a0e31euy0ur MOYJIBHICTh, MacIITa0OBAHICTh Ta MIATPUMYBAHICTb.

i1 apXiTeKTypHu:

— 3a0e3nedeHHs] YiTKOl PO3JAUTPHOCTI MK PI3HUMH YacTHHAMU CHCTEMH, IO
JI03BOJISIE JIETKO 3MIHIOBaTH a00 IOojaBaTH HOBI (PYHKITIOHAJIBHOCTI O€3 BIUIMBY HA 1HIII
YACTHHH CUCTEMHU;

— CTBOPEHHS apXiTEKTYpH, SKa JO3BOJISIE JIETKO MACIITa0yBaTH CHUCTEMY ILIIXOM
7I0JTaBaHHSI HOBUX MIKPOCEPBICIB 200 pO3MINPEHHS ICHYIOUHX;

— 3a0e3medeHHs] JIETKOI MIATPUMKH Ta  PO3UIUPEHHS CUCTEMHU  3aBISKH

BUKOPHUCTAHHIO CTAHJAAPTHUX MMATEPHIB MPOCKTYBAHHS;
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— CTBOPEHHS 3arajbHOi apXITEKTypH, SKY MOKHAa BUKOPHUCTOBYBATH B IHIIUX
MPOEKTaxX 3 MiHIMaJIbHUMH 3MIHAMHU.

OCHOBHI IPUHLIMITH:

— MVC (Model-View—Controller): 3a0e3mneuye 4iTke pO3AUICHHS JOTIKA T0JATKY
Ha TpPU OCHOBHI KOMIIOHEHTH: MOJE€Nb, NpelacTaBlieHHs 1 KoHTpojep. Lle momomarae
PO3AUIUTH BIJIMOBIIAJIBHOCTI Ta CIIPOCTUTH MIATPUMKY 1 PO3BUTOK JOJIATKY;

— uucra apxitektypa (Clean Architecture): cnpsiMmoBaHa Ha 3a0e3NEUCHHS
HE3JICKHOCT1 BiJl (PEeHMBOPKIB, MOXJIHUBOCTI JIETKOTO TECTYBaHHS Ta M1BUIICHHS
HYYKOCTI cucTeMH. BoHa nepenbavae po3iiyieHHs CUCTEMU Ha KUIbKa IapiB, KOXKEH 3 STKUX
BIJINTOB1JIa€ 32 CBOIO YaCTUHY (PYHKITIOHAJTBHOCTI,

— DDD (Domain—Driven Design): 1oMeH—Opi€eHTOBaHHN au3aiiH (OKYCYETHCS Ha
CTBOPEHHI CHCTEMH, sika BimoOpaxkae Oi3Hec—Joriky ta BuMoru. lLle mocsiraerbest 3a
JIOTIOMOTOI0 BUKOPHCTAHHSI JIOMEHHHUX MOJENIel, arperaTiB, PEmo3UTOpliB Ta I1HIIUX
koHuemnmii DDD[22].

Ha puc. 3.2 HaBe1eHO CTPYKTYpPY Ta apXiTeKTypy MPOEKTY.

= plot
build
deployment
hurl
migrations
® Src
m entities
http
infra
repositories
services
run.ts
Makefile
README . md
biome.json
¥ bun. lockb

drizzle.config.ts

package. json

m tsconfig.json

Pucynok 3.2 — CtpykTypa Ta apXiTeKTypa Ko1y
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opraizaiis

Kooy HJO3BOJISIE

CTBOPIOBATH

apXITEKTypy,

JKa  JICTKO

MIATPUMYETHCS, MaclITadOBaHA Ta MOXXe OyTHM MNEPEeBUKOPUCTAHA B IHIIMX MPOEKTaX.

Bukopucranus MVC, uuctoi apxitektypu Ta DDD 3a0e3neuye MOAynabHICTb, YITKE

PO3AUIEHHS BIANOBIIAIbHOCTEN Ta JIETKICTh Y TECTYBaHHI Ta PO3BUTKY CUCTEMH.

3.3 Bukopucranusa AWS

Jlnst moOynoBu n0aaTKy Oylio BUPIIIEHO BUKOPUCTOBYBaTH cepBicu Amazon Web

Services (AWS), mo 3a0e3neuye iHTErpaiio, MaciTaboBaHICTh, OE3MEKy Ta HAIIMHICTh

CHUCTCMU.

Tabnuus 3.3 — Onuc ocHOBHUX 3aisiHUX y npoekTi AWS cepBiciB

JI03BOJIsIE 30epiraTu, YNpaBisTH
ta po3ropratu Docker o0Opasu.

Cepsic | Onuc Ipu3HaveHnust Bukopucranns

SQS Amazon Simple Queue Service | 3a0e3nedeHHs BukopucroByeThcst JUTS
— I TIOBHICTIO KEpOBaHa 4Yepra | aCHHXPOHHO1 00poOKHM | KOMyHIKaIli MDK cepBicamu
MOBIJIOMJIEHb, III0  JO3BOJISIE | 3aMMTIB Ta  mepeadi | CHCTEMH.
130TI0BaTH  Ta MacmTaOyBaTy | TIOBiOMJICHb MDK
MIKPOCEPBICH. MIKpOCEpBICaMH.

RDS Amazon Relational Database | 36epiranns BukopucroByeThcs JUTS
Service - me  KepoBaHa | CTPYKTYpPOBaHHMX JaHUX 3 | 30epiraHHs JaHHX.
pensniiHa 0a3a JaHWUX, sKa | BACOKOI HAIIMHICTIO Ta
CHIpoIIye HAJIAIITYBaHHS, | TPOAYKTHBHICTIO.
eKCIUTyaTaIio Ta
MacmtadyBaHHs 0a3 JaHUX.

EC2 Amazon Elastic Compute | Posropranns Ta 3amyck | BukopucroByerscs JUTst
Cloud — me Beb—cepBic, MmO | BIpTyallbHUX CEpPBEpIB JUISA | 3allyCKy  KOHTCHHEpIB 3
Hajae MacmTaboBaHy | BAKOHAHHS JOJATKIB Ta | MIKpOcepBicaMd Ta IHIIUX
00YMCIIIOBAJIBHY TMOTYXHICTh B | CEpBICIB. 00YHUCITIOBANILHUX 3aBJIaHb.
xXMapi.

ECS Amazon Elastic Container | Ynpasiinus ta | BukopucroByerbes JUIS
Service — 11e MOBHICTIO KEPOBaHa | OpPKECTpalliss KOHTEHHEpIB | 3amycKy, MaciitaOyBaHHS Ta
ciykb6a  KOHTeWHepiB i | y KiacTepi. yIpaBJIiHHSA KOHTEWHEpaMu 3
3amycky Docker koHTeitHepiB. MIKpOCepBicaMHu.

ECR Amazon Elastic Container | 30epiranHs Ta ynpasiiHHS | BUKOpHUCTOBYETBCS TUTst
Registry -  1e ceppic | Docker obGpasamu s | 30epiranHs Docker o6pasis
KOHTEHHEpPHUX PpEeECTpiB, SKUN | KOHTEHHEPIB. MIKpOCEPBICIB, K1

BUKOpPUCTOBYIOThCs B ECS.
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L1 cepicu AWS 3a0e3neuyroTh NOBHUI LUK PO3POOKHU, TECTYBAaHHS, PO3TOPTAHHS
Ta MOHITOPUHTY JIOAAaTKy, JO3BOJSIIOYM 30CEepeIUTHUCS Ha  OI3HeC—IOrilmi Ta
(YHKIIOHAIBHOCTI CUCTEMH 0e3 HeoOX1AHOCTI TypOyBaTHCs Mpo I1HOPACTPYKTYpy Ta ii

ynpasininas. Ha puc. 3.3 naBeneno orssin intepdeiicy AWS Console.

B & @ @  Nvignav o testaws3 v

|
]

Console Home Reset to default layout + Add widgets

i Recently visited info H it Applications (0) info Create application H

Region: US East (N. Virginia)

[E] Estic container Registry B e

E,O‘ Elastic Container Service AWS Health Dashboard [4 us-east-1 (Current Region) ¥ ‘ Q Find applications

Simple Queue Service B Aws well-rchitected Tool !

1AM Control Tower Name 4 | Description ¥ | Region ¥ | Originating...

1AM Identity Center

E Amazon Simple Email Service

lication
RDS
View all services V] Go to myApplications y;
i Welcome to AWS H ii AWS Health o 3 ii Cost and usage info
Getting started with Open issues
AWS [
0 Past 7 days
_ 9 Learn the
79
“%f fundamentalsand find CP\
#V Jaluable information ta Scheduled changes I:I:I_-I
get the most out of 0 Upcoming and past 7 days _A_
AWS,
Data unavailable
Training and Other notifications
certification [ 0 pact 7 oy You must have Cost Explorer enabled to view your cost and usage data

(L

Pucynok 3.3 — Ornan intepdeiicy AWS Console
3.4 Peanizanisi npoexkty Ha ocHOBi AWS

Jliist moyatky po6otu 3 AWS i BUKoprucTaHHs cepBiciB HeoOXinHO cTBopuTH IAM[26]
(Identity and Access Management) KOpUCTyBa4a Ta HaJAIMTYBaTH HOMY JOCTYII JI0
AWS CLI (Command Line Interface). Ha puc. 3.3 — puc. 3.7 HaBeJACHO OCHOBHI

MoxknmBocTi |AM cepgicy.
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Identity and Access X IAM > Dashboard @

Management (IAM)
IAM Dashboard

Q Search 1AM

Security recommendations §) AWS Account

Dashboard
Account 1D

A

Add MFA for raot user
¥ Access management

User groups Account Alias

Users /A Deactivate or delete access keys for roat user Create
Manage access keys
) Do o or delete the access keys for th
Roles Sign-in URL for IAM users in this
Policies account

A _
Account settings 1AM resources c

Resources in this AWS Account

use access keys attached to an 1AM user to improv

¥ Access reports

Access Analyzer Quick Links
User groups Users Roles Policies Identity
External access providers
Unused access My security credentials
Analyzer settings Manage your access keys, multi-factar
authentication (MFA) and other
Credential report credentials.
Organization activity "
What's new [2 View all
Service control policies
Updates for features in 1AM
Tools 2

Related consoles + 1AM Access Analyzer now simplifies inspecting unused access to guide you toward

1 il Policy simulator
1AM Identity Center [2 east privilege

hs ago
The simulator evaluates the policies
that you choose and determines the
effective permissions for each of the

AW Grganizations [ « IAM Access Analyzer introduces custom policy checks powered by automated

reasaning, 7 m

« Announcing AWS IAM Identity Center APIs for visibility into workforce access to AWS.

Pucynok 3.4 — Ornsa cepsicy |AM

IAM > Users > Createuser

Step 1 &

Spactfy user dutails Specify user details

Step 2
Set permissions User details
B User name

Review and create

& can have up to 64 characters. Valid chara

Step 4

Provide user access to the AWS Management Console - aptional
fyou'e providing console access to a person, it a best practice [} to manage their access in 1AM Identity Center.

Retrieve password

Are you providing console access ta a persan?

User type

dentity Center, you can

(©) 1 want to create an 1AM user
recommend that you
specific redentials for

Console password

O Autogenerated password

password after you create the user

Custom password

1 password for the user

ers long
ree of the following mix of character types: uppercase lettes

), lowercase letters {a-2), numbers {0-5), and symbols | @  § %~ &* () _+ -

(] Show password

Users must create a new password at next sign-in - Recommended

Users automat ssword [2 pelicy o allow them ta chan

ally get the LAMUserChan:

@ I you are creating programmatic access through access keys or service-specific credentials for AWS CodeCommit or Amazan Keyspaces, you can
generate them after you create this IAM user. Learn more [4

Pucynok 3.5 — CtBopenns |AM kopuctyBaua
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Create user group X
Create a user group and select policies to attach to the group. We recommend using groups to manage user permissions by
job function, AWS service access, or custom permissions. Learn more [

User group name

Enter a meaningful name to identify this group.

cli-user-group

Maximum 128 characters. Use alphanumeric and *+=, @-_' characters.

Permissions policies (1/930) l&] Create policy [2

Filter by Type

Q, AmazonEC2FullAccess X Alltypes ¥ 1match 1 @
Policy name [ A | Type v | Use.. ¥ | Description
o] AmazonEC2FullAce... AWS managed None Provides full access to Amazon EC2
Cancel Create user group

Pucynok 3.6 — CTBOpeHHS HEOOXITHUX TOJITHK ISl JOCTYITY

Access keys Create access key

Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a maximum of two access keys (active or
inactive) at a time. Learn more Z

No access keys. As a best practice, avoid using long-term credentials like access keys. Instead, use tools which provide short term credentials. Learn more [4

| Create access key |

Pucynok 3.7 — CtBopenns kintouiB goctymy 10 AWS CLI

Hami, mo6 wamamrtyBatd AWS CLI, Tpeba #oro BCTaHOBUTH, SKIIO BiH IIE HE
BCcTaHOBJIeHUH. [licist BCTaHOBIEHHS BIIKPUTH KOMaHIHUHN PSIAOK (TepMiHA) 1 BUKOHATH
koMmanay aws configure. BBectu Access Key ID Ta Secret Access Key, otpumani paHiiie,
BKa3aTW pErioOH 3a 3aMOBUyBaHHSAM (Hampukiam, uS-west-2) ta ¢dopmar BHUBOIY 3a

3aMOBUYBaHHSAM (Hampukiamd, json). [icas BukonanHs nux kpokiB [AM kopuctyBau Oyne
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CTBOPEHHUI, HAJAIITOBAHUN 3 HEOOXITHUMH MPaBAMH JIOCTYIY 1 3MOXKE BUKOPUCTOBYBATH

AWS CLI nns Bzaemonii 3 cepBicamu AWS.

[Ticns ctBopennst |AM kopuctyBaua Ta HanamtyBaHHs goctyny no AWS CLI,

HACTYITHUM KPOKOM € HajamTyBaHHsI Amazon SQS (Simple Queue Service). Amazon SQS

JI03BOJISIE CTBOPIOBATH YEpPrd MOBIAOMJIEHb [JIs ACMHXPOHHOI OOpPOOKM [aHUX MIXK

MikpocepBicamu. Ha puc. 3.8 — 3.9 HaBeneHo cTBOpeHHs Ta HanamTyBaHHs SQS uepru.

Amazon SQS > Queues

Queues (1) C

Q, Search queues by prefix
Name 4 Type v Created v Messagesavailable ¥  Messagesinflight ¥  Encryption
PlotComedy.fifo FIFO 2024-06-08T00:31+03:00 0 0

Pucynok 3.8 — CtBopenns SQS yepru

Create queue
Details

Type

Choose the queue type for your application or cloud infrastructure.

O Standard Info
At-least-once delivery, message ordering isn't preserved

+ At-least once delivery
+ Best-effort ordering

(@ You can't change the queue type after you create a queue.

Name

MyQueue.fifo

© FIFO Info
First-in-first-out delivery, message ardering is preserved

* First-in-first-out delivery
« Exactly-once processing

A queue name is case-sensitive and can have up to 80 characters. You can use alphanumeric characters, hyphens (-], and underscores { _ ).

Configuration info

Set the maximum message size, visibility to other consumers, and message retention

Visibility timeout  Info
30 Seconds v

Should be between 0 seconds and 12 hours.
Delivery delay  Info

0 Seconds v
Should be between 0 seconds and 15 minutes.
Receive message wait time  Info

0 Seconds
Should be between 0 and 20 seconds.

FIFO queue settings
@D Content-based deduplication

Message retention period  Info
4 Days

Should be between 1 minute and 14 days.

Maximum message size Info
256 KB

Should be between 1 KB and 256 KB,

When content-based deduplication is enabled, the message deduplication ID is optiona

D) High throughput FIFO queue (recommended) info

Configure your FIFO queue for maximum throughput

Pucynok 3.9 — HanamryBanuas SQS uepru
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Amazon SQS FIFO (First-In—First-Out) — me Tum yepru, sKuii 3ade3mnedye
30epiraHHsl Ta JOCTaBKy IIOBIIOMJIEHb y TOYHOMY IMOPSAKY, B SIKOMY BOHHU Oyiu
BianpasieHi. FIFO yepru rapantyiors, 1m0 KOXKHE MOBIIOMJIEHHS Oyae oOpoOJieHo Juiie
OJIMH pa3 i B IPaBUILHOMY MOPSIIKY.

OcHoBHi npuHnunu pod6otu Amazon SQS FIFO BxitoyalOTh MOPSJIOK JOCTaBKH
MOBIJIOMJICHb, TApaHTIIO YHIKaJIbHOI JOCTABKU, TPYNH IOBIJOMJICHb Ta BHKOPHCTAHHSI
i1eHTudikatopiB rpyn 1 yHikanbHOCTI. FIFO yepru rapantyioTs, 1110 NOBIIOMIIEHHS OYIyTh
JIOCTaBJeHI Ta OOpoOJieHI y TOMY K TMOpPSJKY, B SIKOMy BOHM Oynu BiampanieHi. lle
OCOOJIMBO BaXXTMBO ISl JIOJATKIB, JIe TPABWIBHHHA MOPSIOK OOpOOKM Ma€ KPUTHUUHE
3HAUEHHs, HANpUKiIaa, oopobka Tpanzakuiil. [Toimominenns B FIFO uep3i 00pobiistoThCs
JUIIE OJMH pa3, 110 TapaHTye, M0 KOKHE MOBIAOMIICHHS OyJie JOoCTaBlIeHe Ta 00poOieHe
JIUIIIE OJIVH pa3, 3amo0iraroyu 1yOJIF0BaHHIO.

FIFO wepru miaTpumyroTh KOHIEIMIIIO TPyl MoBigoMieHb. KoxHe MOBIAOMIIEHHS
Moke OyTu udacTtuHOIO TneBHOI rpynu (Message Group). IloBimomieHHst B OfHIN rpyri
JIOCTABJISIOTECSL Ta OOPOOJISIOTHCS Y TOUHOMY TOPSIIKY, B SIKOMY BOHU OYyJIM BiITpaBJICHI.
OnHak pi3Hi IpyINH MOB1IOMIIEHh MOXKYTh 00poOsaTHCS MapaneabHo. KojkHe MoBiIoMIIeHHS
y FIFO uep3i noBunHO MaTH igeHTUdikaTop rpynu (Message Group ID). [loBigzomiieHHs 3
onHuM 1 TUM xe Message Group ID gocraBistorhest y mopsaky ix HagxomxeHHs. FIFO
Yepru TaKO0X BHUKOPHUCTOBYIOTH ineHTH(]ikaTop yHikambHOCTI (Deduplication ID) s
YHUKHEHHsI ayOsroBaHHs moBigomuieHb. [loBimomiienns 3 omnakoBuMm Deduplication ID,
BIJIMIpaBJICH] B MEXaxX 5 XBUIIMH, OyyTh BBAXKATHUCS AYOITIOI0OUMMHU 1 JIUIIIE OJHE 3 HUX Oy/1e

nocrtasneno. Ha puc. 3.10 — 3.11 naBegeno onuc FIFO gepru.
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Newest _ Oldest
Producer L 2 1 |= Consumer
——— y
Pucynok 3.10 — Onuc FIFO yepru
; Send Message
> 1
Producer \/ b ]
Ry AT 1
M——
Producer thinks Connection  Success Queue
the message failure .
could not be < <5 minutes
delivered and
tries again Send Message L
Producer b | | I 4 1
T Success Queue
Time ¥
L. v

hd

If MessageDeduplicationld already exists
Returns success but does not duplicate the message

Pucynok 3.11 — Omnuc po6otu FIFO uepru

J1uist 301pKH Ta JETUIOI0 3aCTOCYHKY JI0 XMapHOTO cepBicy € motpeda B peectpi Docker
kouTeiHepiB. Amazon Elastic Container Registry (Amazon ECR) — 11e moBHICTIO KEpOBaHHIA
cepeic peectpy Docker[10] xonTeitHepiB, kM 103BOJISE JIETKO 30epiraTH, YIpaBIsATH Ta
posroptatu Docker o6pa3u. Bin inTerpyerscs 3 Amazon Elastic Container Service (ECS),
Amazon Elastic Kubernetes Service (EKS), Docker CLI Ta iHmmMu iHCTpyMEHTamMu, 10
pOOUTH MpolLIeC YIPaBIiHHSI KOHTEMHEPHUMH 00pa3aMu IPOCTUM Ta €()eKTUBHUM.
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OcHoBHI (yHKIIiT Ta npuHIKMIU podotn Amazon ECR[25]:

— Amazon ECR 3abe3neuye HajiliHe Ta MaciiTaboBaHe 30epiraHHsi KOHTEHHEPHUX
oOpa3iB. OOpa3u 30epiraloTbcs B MPUBATHUX PEMO3UTOPIAX, AKI MOXKYTh OyTH 3aXUIICHI
nonitTukamMu goctymy. lle 3a0e3neuye Oe3neyHe 30epiraHHS KOHTEHHEPIB Ta 3aXUCT BIJ
HECaHKI[I0HOBAHOTO JIOCTYIY;

— ECR mniarpumye ympaBiaiHHS BepCisIMM KOHTEHHEPHUX 00pa3iB, J03BOJISIOUU
po3poOHMKaM 30epiraTu pi3Hi Bepcii 00pasiB 1J1erko nepeMmuKaTucs Mixk HuMH. e BaxmBo
IUTS TECTYBaHHS, PO3TOPTaHHSI Ta BiIKAaTy BEpCiil JOJATKIB;

— ECR nerko inrerpyetses 3 kouseepamu CI/CD, takumu sk AWS CodePipeline,
Jenkins, CircleCI Ta inmi. e qo3Bosisie aBTOMaTU3yBaTH TMpoliecu 301pKH, TECTYBaHHS Ta
pPO3TropTaHHS KOHTEWHEPHHUX JA0JATKIB;

— ECR nmigrpumye IAM (Identity and Access Management) 111 KOHTPOJTIO TIOCTYITY
10 peno3uTopiiB. Lle 103BoJIsI€ BCTAHOBIIOBATH TOYHI MOJITUKU AOCTYIY, BU3HAYAIOUH, XTO
MO’K€ 3aBaHTaXyBaTH, 3aBAHTAXYBATH Ta YIPABJIATH 00pa3aMu;

— ECR BukopucroBye Amazon S3 njist 30epiranist 00pa3iB, 3a0€3MeUyr0Yr BUCOKY
JOCTYMHICTH 1 MaciTaboBaHicTh. Kpim Toro, ECR miaTpumye perutikaiiito 00pa3iB y pi3HUX
perioHax, IO ONTHMI3y€ BHKOPUCTAHHS MEPEXKi 1 3HIKYE 3aTPUMKU IMPU 3aBaHTAKCHHI
o0pas3is.

[Ticns  crtBopenHst Docker o6pa3iB moxkna Bukopuctatu Docker CLI  gns
3aBaHTaxeHHS 00pa3iB 70 Amazon ECR. Komanau docker push 1 docker pull mo3BomnstoTs
3aBaHTaxxyBatu oOpa3u A0 ECR Tta 3aBanTaxkyBaTH ix 3 Hboro. Koa, saxuii onucye gaHui
aITOPUTM POOOTH:

.PHONY: login

login:

@aws ecr—public get-login—password —region $(AWS_REGION) | docker
login —username AWS —password-stdin $(ECR_REPO_URL)
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PHONY:: create—repos
create—repos:

@echo "Checking and creating repositories if they do not exist..."

@aws ecr—public describe—repositories —region $(AWS _REGION) —
repository—names prelude || true

@aws ecr—public describe—repositories —region $(AWS _REGION) —
repository—names comedy || true

@aws ecr—public describe—repositories —region $(AWS REGION) —
repository—names plot || true

@aws ecr—public create-repository —region $(AWS_REGION) —repository—
name prelude || echo "Repository 'prelude’ already exists."

@aws ecr—public create—repository —region $(AWS_REGION) —repository—
name comedy || echo "Repository ‘comedy’ already exists."

@aws ecr—public create—repository —region $(AWS_REGION) —repository—

name plot || echo "Repository 'plot’ already exists."

.PHONY': tag—-images

tag—images: use—default—context
@docker tag $(LOCAL_PRELUDE_IMAGE) $(PRELUDE_IMAGE)
@docker tag $(LOCAL_COMEDY_IMAGE) $(COMEDY_IMAGE)
@docker tag $(LOCAL_PLOT_IMAGE) $(PLOT_IMAGE)

.PHONY : push

push: login create—repos tag—images
@docker push $(PRELUDE_IMAGE)
@docker push $(COMEDY _IMAGE)
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@docker push $(PLOT_IMAGE)

Leit Makefile onricye HaGip koman 1uist poootu 3 Amazon Elastic Container Registry

(ECR). Bin Brimouae uuti aisg Bxoay B ECR, ctBopeHHst peno3uTopii, TeryBanus Docker
oOpa3ziB 1 ix 3aBanTtaxkeHHs B ECR. Onuc uineit: login, create—repos, tag—images, 1 push.
e login 3a6e3neuye Bxin 1o ECR, BukopuctoByroun AWS CLI qi1s1 oTpuMaHHs naposist
1 Docker CLI nns Bxoay. Llinb create—repos mepeBipsie HasBHICTh Ta CTBOPIOE HEOOX1MHI
penosutopii y ECR st 06pasiB prelude, comedy, 1 plot. Il tag—images cTBoproe Teru
st nokanbHUX Docker oOpasiB, mpuB's3yroun ix 10 BianoBiaHuX peno3utopiiB y ECR.
Hapemri, uine push 3aBantaxkye Docker oOpa3zu y ECR micnsi BUKOHaHHS MomnepenHix
LUIEH.

Jlnist po3ropTaHHs KOHTEHWHEPIB Y XMapi BUKopuctoByeTbess Amazon Elastic Container
Service (ECS) ta Docker Compose. ECS — 1ie kepoBaHa ciy»0a opkecTpallii KOHTeHHEpIB,
AKa JI03BOJISIE€ JIETKO 3aIyCKaTH, 3YMHUHATH Ta KEPyBaTH KOHTEHHEPHUMHU JOJAaTKaMH B
kiacrepi. Docker Compose BHKOpHUCTOBYETBCS ISl BHU3HAYCHHS Ta  3allyCKy
oaratokonteitHepuux Docker nonatkiB. Y noeananni 3 ECS, Docker Compose mo3Bosisie
CIPOILEHO BU3HAYUTH IHOPACTPYKTYpy modatkiB y (aiiai docker—compose.yml, a moTim
po3ropuytu 10 iHPpacTpykrypy B AWS. Lls inTerparis 3a0e3neuye eeKTUBHE Ta THYYKE
yIOpaBIiHHA KOHTEHHEpaMu B XMapi, JO3BOJISIOYM IIBHIKO MacHITaOyBaTH IOJATKH Ta
aBTOMATH3yBaTH MPOLIECH PO3TOPTAHHS Ta YIPaBIIHHS.

Jliis eoro BHKOpHUCTOBYEThCsi docker context, mio 1o3BoJisse HaJamTOBYBaTH Ta
MEPEeMUKATHCS MK pi3HUMH cepenoBuimaMu BukoHauHs Docker. docker context cnporrye
po0OTYy 3 KiTbKOMa cepeIoBUIIAMH (JIOKATLHUMH 1 BIJAJICHUMH) 32 JOIIOMOTOI0 €JIMHOTO
iHTepdeiicy komanaHoro psiaka. Ha puc. 3.12 — 3.14 noka3aHo 3aradbHUN BTSN KOMaH]
3aITyCKYy.

CtBopennst ECS koHTEKCTY:

.PHONY : create—context

create—context:
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@docker context create ecs $(DOCKER_CONTEXT) —from—env || echo
"Context $(DOCKER_CONTEXT) already exists"

.PHONY': use—context
use—context: create—context

@docker context use $(DOCKER_CONTEXT)

.PHONY : use—default—context
use—default—context:

@docker context use $(DEFAULT_CONTEXT)

Opranizatis aeruioro yepe3 docker—compose.ymil:
.PHONY : deploy
deploy: use—context
@PRELUDE_IMAGE=$(PRELUDE_IMAGE)
COMEDY_IMAGE=$(COMEDY_IMAGE) PLOT_IMAGE=$(PLOT_IMAGE)
docker compose —f docker—compose.yml up —d

~~/g/booksfair AWS_ACCESS_KEY_ID=access_key AWS_SECRET_ACCESS_KEY=secret_access_key

all]

Pucynok 3.12 — PesynbraT Bukopuctanus ECS ta ECR
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An error occurred (RepositoryAlreadyExistsException) when calling the CreateRepository
operation: The repository with name 'prelude’ already exists in the registry with id '@
582644998

Repository 'prelude’ already exists.

An error occurred (RepositoryAlreadyExistsException) when calling the CreateRepository
operation: The repository with name 'comedy' already exists in the registry with id '05
8264499802 "

Repository 'comedy' already exists.

An error occurred (RepositoryAlreadyExistsException) n calling the CreateRepository
operation: The repc ith name ‘plot’ already exists in the registry with id '0582
64499802"
Repository ‘plot’ CEL Y
desktop-linux
Current context is now “"desktop-linux"
The push refers to repository [public.ecr. q8tlolal/prelude]
36d90fbefB2f: Pushed
03a3d1f30514: Pushed
4f4fh700ef54: Pushed
Pushed
Pushed
Pushed
Pushed
bBc84895a7ch: Pushed
29f9e62: Pushed
7a2d@8865d2a: Pushed
7478b37¢7663: Pushed
131287fe3f50: Pushed
36ael2be74a3: Pushed
3e87f2c76455: Pushed
40164d6062d4: Pushed
d@52a34dadaf: Pushed
6c2bbcaf@fdd: Pushed
latest: digest: sha256:34 30 dd22! 5829bd723c0aBd8a3ea83f23a433a17188bc21c2e3
size: 856
The push to repository [public.ecr tlolal/comedy]
af3020d7¢22f: Pushed
c6b39de5b339: Pushed
b469500e040d: Pushed

build TARGET=run S1-comedy-prelu

PULL_FLAG=

NO_CACHE_FLAG=

DOCKER_BUILDKIT=1 docker build —-tag oxbdf/comedy:S1-comedy-prelude-9f8119b ——file bu
ild/Dockerfile arget run

[+] Building 5.2s (24/24) FINISHED docker:desktop-linux

Pucynoxk 3.14 — PesynbraT 30ipku okpemoro cepgicy yepe3 Dockerfile
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HactynHum eramoM Oyne HajallTyBaHHS 3HA4€Hb 3MIHHUX OTOYEHHA (€NnV) s
KOXKHOTO 3 TphOX MikpocepsiciB: prelude, comedy rta plot. Ile HeoOximHO /I TOTO, MO0
KOXKHa ciyk0a Mana mpaBWiibHI KOHGIryparli Ta 3MOrjia B3a€MOIIATH 3 HEOOXITHUMHU
pecypcamu, TakuMHU sk 0a3a naHux, yepru SQS Ta iHII cepBicH.

[Ipuknaa HamamTyBaHHS:

NODE_ENV=dev

APP_PORT=8081

POSTGRES USER=comedy
POSTGRES_PASSWORD=postgres
POSTGRES_DB=app
POSTGRES_HOST=db
POSTGRES_PORT=5433

AWS ACCESS KEY_ID=access id

AWS SECRET_ACCESS KEY=secret_access_key
AWS REGION=eu—central-1

AWS SQS QUEUE_URL=https://sqs.eu—central—

1.amazonaws.com/111111111/Queue.fifo

PRELUDE_BASE_URL=http://prelude:8080

OxpeMi HajamTyBaHHS JIJIsl CEPBICY aBTOPHU3AIlii Ta ayTeHTU(IKAITii:
JWT_SECRET=secret
JWT_ACCESS_LIFETIME=1000000
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REFRESH_TOKEN_LIFETIME=1000000

J171s1 KO’)KHOTO MIKpOcepBicy OyJ0 CTBOPEHO JIOKAJIbHE CEPEIOBUILE JIJIsi PO3POOKKH,

7€ MOXKHA PO3rOpHYTH 0a3y JaHUX JIOKAJIBHO Ta NpOBeCTU TecTyBaHHsA. lle 3a0e3meuye

MOXKJIMBICTh TEPEBIPSATH POOOTY CEPBICIB B yMOBaX, MAaKCUMaJbHO HAOIMKEHHUX [0

peanbHHX, 6€3 HeOOX1THOCTI BUKOPUCTAHHS 30BHIIIHIX PECYPCIB.

Jiist KoxHOTO MiKpocepBicy 0yiio okpeMo po3pobieno Makefile Ta Dockerfile, pazom

3 docker—compose.yml, 1o A03BOJIIE€ JICTKO PO3rOPHYTH Td HAJAUITYBATH JIOKAJIBHC IICB

CepeloBUIIE MiJ1 KOKEH CepBIC.

[Mpukian okaabHOTO 3amycky (puc. 3.15 — 3.16):

AN

g/b/comedy ->> build TARGET=run S1-comedy-prelude+5
PULL_FLAG=
NO_CACHE_FLAG=

DOCKER_BUILDKIT=1 docker build --tag oxh4f/comedy:Sl-comedy-prelude-9f8119b —-file bu

ild/Dockerfile --target run ..

[+] Building 4.4s (24/24) FINISHED docker:desktop-linux

Pucynoxk 3.15 — Pesynbrat 30ipku Docker image

PUN

g/b/comedy > run Sl-comedy-prelude+5
APP_IMAGE=0xb4f/comedy:S1l-comedy-prelude-9f8119b ENV_FILE=.env.dev docker-compose --fil
e deployment/docker-compose.dev.yml down --remove-orphans --volumes

DETACH_FLAG=

APP_IMAGE=0xb4f/comedy:S1-comedy-prelude-9f8119b ENV_FILE=.env.dev docker-compose --fil
e deployment/docker-compose.dev.yml —-project-name comedy up

Container comedy-db-1
Container comedy

Attaching to comedy, db-1

comedy | $ bun run --watch src/run.ts

comedy & Elysia is running at :8081

Pucynok 3.16 — Pesynbrat 3amycky 3a qormomororo Docker Compose

Makefile Bxirouyae aBi ocHoBHI 11i1i; build Ta run.

build: ## Build the Docker image for the application
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ifeq ($(PULL),true)
PULL_FLAG=—vpull
else
PULL_FLAG=
endif
ifeq (5(NO_CACHE),true)
NO_CACHE_FLAG=—no-cache
else
NO_CACHE_FLAG=
endif
DOCKER_BUILDKIT=1 docker build $(PULL_FLAG)
$(NO_CACHE_FLAG) —tag ${APP_IMAGE} —file ${DOCKER_FILE} —target
${TARGET} ..

run: stop ## Start the application using Docker Compose
ifeq ($(DETACH),true)
DETACH_FLAG=-d

else

DETACH_FLAG=
endif

APP_IMAGE=%${APP_IMAGE} ENV_FILE=${ENV_FILE} docker—compose
—file  ${DOCKER_COMPOSE} —project-name  ${APP_NAME} up

$(DETACH_FLAG)

[ine build 36upae Docker obpa3 mnst momatky. CroyaTKy TepeBIpsIIOTHCS 3MiHHI
PULL i NO CACHE: skmo BoHH BCTAaHOBJICHI Ha true, J0Jar0ThCs BIAMOBIIHI (uiarn —

pull ta —no—cache. [Totim BukonyeTbcs komanaa docker build 3 Bukopucrannasm BuildKit
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(DOCKER_ BUILDKIT=1), Tera o0Opazy (${APP_IMAGE}), Dockertile
(${DOCKER_FILE}) Ta uinsoBoro erany 30ipku (${TARGET}).

[i1p run 3amyckae noaarok 3a nonomororo Docker Compose. CrioyaTky 3ynuHS€TbCS
J0JIaTOK, SIKIIO BiH Bxke 3amyumieHuil. Jlami nepeBipserscs 3minHa DETACH: skumo BoHa
BCTAHOBJIEHA Ha true, nogaerbes (uar —d 1718 3amycKy KOHTEHHEpiB y (POHOBOMY PEKHMI.
Bukonyetbcss komanga docker—compose 3 BukopuctaHHsMm 3miHHHX APP _IMAGE,
ENV_FILE, daiiny Docker Compose (${DOCKER COMPOSE}) Ta iMeHi mnpoekty
(${APP_NAME}). Ha puc. 3.17 noka3aHo JOKaJIbHHI 3aIIyCK 3aCTOCYHKY.

Containers

Container CPU usage Container memory usage Show charts

/ 800

Q Search [ ]] [ Only running

Image Status Actions

Running (2/2)

Running (2/2)

Running (2/2)

Pucynok 3.17 — TIoBHICTIO HaJAIITOBAHUM JIOKAJTLHUHN 3aITyCK

st cepBiciB, posropuytux Ha 06a3i AWS, Oyne Bukopuctano Amazon RDS
(Relational Database Service) mmist 3a0e3medeHHs HAAIMHOTO, MAacIITa0OBaHOTO Ta
KEpOBAHOTO PIIICHHS JIJIsl poO0TH 3 pensiiiianMu 0azamu naanx. Amazon RDS minrpumye

KiTbKa THIiB 0a3 qaHux, TakuXx sk PostgreSQL, MySQL, MariaDB, Oracle Ta SQL Server.
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Jlns mpoekty Oyno BukopuctaHo PostgreSQL. Ha puc. 3.18 mokazano HamamtyBaHHS

Amazon RDS.

aws, 252 Services | Q Search

Amazon RDS

Dashboard
Databases

Query Editor
Performance insights
Snapshots

Exports in Amazon 53
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versions

Zero-ETL integrations New

Events

Event subscriptions

Recommendations m2

Certificate update

RDS > Databases

Databases (1)

@ Group resources

B & @ @

Frankfurt v testaws3 ¥

Restore from $3 Create database

Q, Filter by databases

DB identifier a Status v

O database-1

Pucynox 3.18 —

[Ipukitag HamamTyBaHb:

@ Available

Role ¥

Instance

Engine ¥

PostgreSQL

Region & AZ ¥

eu-central-1a

Size v

db.t3.micro

Amazon RDS nanamryBaHHS

1 @

Recommendations

M 2 informational

KOPEKTHY poOOoTy:

2024 p.

POSTGRES_USER=comedy
POSTGRES_PASSWORD=postgres
POSTGRES_DB=app

POSTGRES_HOST=mydatabase.c6c8h2dvewlz.eu—central-1.rds.amazonaws.com
POSTGRES_PORT=5433

[Tpuknan 3anycky tectiB (puc. 3.19) 3a nonomorotro Hurl, 110 Tectye ycto cucteMmy Ha
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~~/g/b/plot hurl

hurl/0l-create.hurl: Running [1/5]
hurl/01-create.hurl: (2 request(s) in 369 ms)
hurl/02-get.hurl: Running [2/5]

hurl/02-get.hurl: (4 request(s) in 677 ms)
hurl/03-update.hurl: Running [3/5]
hurl/03-update.hurl: (4 request(s) in 654 ms)
hurl/04-remove.hurl: Running [4/5]

hurl/04-remove.hurl: (4 request(s) in 846 ms)
hurl/05-1list.hurl: Running [5/5]
hurl/05-list.hurl: (5 request(s) in 898 ms)

Executed files: 5
Succeeded files: 5 (100.0%)
Failed files: 0 (0.0%)
Duration: 3449 ms

Pucynok 3.19 — Ilpuxinaza 3anycky TecTiB
BucnoBku 10 po3ainy 3

Y upoMy pozaini Oyslo MPOBEAEHO aHaii3 1 BHOIp TEXHOJIOTIYHOTO CTEKY st
oOyI0BU CUCTEMH MIKPOCEPBICIB, KA CKJIAJIA€ThCSI 3 TPHOX CEPBEPIB, 11O B3aEMOJIIIOTH 1O
PI3HUM MPOTOKOJIAM Ta HAIMCaHi Ha Pi3HUX (peHMBOpPKax Ta cepeIoBUIIIaX BUKOHAHHSA. Bei
cepBepu moOynmoBaHi Ha ocHOBI AWS, mio 3abe3neuye macmTaboBaHICTh, O€3MeKy Ta
HaIHHICTH CUCTEMHU.

OCHOBHHMMH TEXHOJIOT1SIMH JIJIsI peajizaiiii MiKkpocepBiCHOT apXiTeKTypH 00paHo:

— Node.js 3a 1i0oro aCHHXpOHHICTb, BUCOKY MPOJYKTUBHICTD 1 BEJIMKY €KOCHCTEMY
MOJYJIIB;

— Bun 3a BucOKy mIBUAKICTh BUKOHAHHS JavaScript koay 1 BOyJgoBaH1 IHCTpYMEHTH
JUTSL TECTYBaHHS Ta TAaKyBaHHS,

— TypeScript 3a cTaTuuHy THMI3allif0, KA JT03BOJISIE BUSBIATA MOMUJIKHA Ha €TaIli
KOMITUIAIIT Ta MATPUMYE CydacHi cranaapTu JavaScript;

— Docker 3a i3omsmito cepemoBuia, MO0 POOUTH JOJATKH TOPTATUBHUMHU 1
HE3aJIOKHUMU BiJl CEPEOBUINA, a TAKOXK CIPOIIYE TPOIECH PO3TOPTAHHS Ta OHOBJICHHS

JIOJIATKIB;
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— PostgreSQL 3a iforo HaniliHICTh, CTAOUIBHICTh POOOTH, MIATPUMKY CTAHJIAPTIB
SQL 1 po31IMproBaHiCTh;

— Makefile nns aBromaTu3alii mpoueciB 301pKu Ta AETJIOK A0JATKIB;

— Hurl nnsa tectyBannst HTTP API 3aBasiku mpocTOMy CHUHTaKCHUCY 1 HiATPUMII
OaratopazoBHX 3aIUTIB.

Bei 11 TexHonorii 3abe3medyroTh CTBOPEHHSI THYYKOi, MacmTabOBaHOI Ta JIETKO
OiATpUMYBaHOi cucteMu. Jlnsi opraHizaimii Koy B MpoOeKTi Oyino oOpaHO MiaXin
MOHOPETIO3UTOPIIO, 1110 J03BOJISIE 30epiraTu BC1 CEPBICH B OHOMY PEMO3UTOPIi 1 CIIpOITyE
poLECcH PO3POOKH, MIATPUMKHU Ta PO3TOPTAHHS.

JIns KO)KHOTO 3 TPhOX MIKpPOCEpPBICIB Oyino okpemo po3pobsieHo Makefile Ta
Dockerfile, o 103BoJIsi€ JIETKO PO3TOPHYTH Ta HANAIITYBATH JIOKAJIBHE JIEB CEPEIOBHUIIC
mij KoxkeH cepsic. 3actocyBaHHs Amazon SQS st acCHHXpOHHOT 0OpOOKHM 3amUTIB MK
cepBicamu, Amazon ECR nns 36epiranns Docker o6pasis, Amazon ECS nns opkectpartii
Docker ta Amazon RDS nmns 30epiraHHst JaHUX J0Aal0 HAAIHHOCTI Ta e()EeKTHBHOCTI

CUCTEMI.
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BUCHOBKH

CygacHi TeXHOJIOT1i JOMOMAararTh JIIOJCTBY BHUpINIyBaTh Oarato MpoodiieM,
CTBOPIOIOUM IHTENEKTyallbHI Ta MPAKTUYHI CHCTEeMH. B yMOBax IIBHIKOTO PO3BHUTKY
1HGOpPMAIIITHUX TEXHOJIOT1H Ba)JIMBICTh BIPOBAKEHHS 1HHOBALIMHUX PIIIEHb 3POCTAE.
Posnoauneni cucremu, moOynoBaHI Ha OCHOBI XMapHHUX CEPBICIB, CTadd KIIOYOBUMU
eJIeMEeHTaMHU JJis 3a0e3MeUeHHs] HaIiHOCT1, MacIITa00OBAaHOCTI Ta OE3MEeKH B OpraHi3allisax.
BoHM 103BOJNSIOTH THYYKO aAanTyBaTH PECYpCH 1O 3MIHHUX MOTPeO, MiABHIYIOYH
KOHKYPEHTOCIIPOMO>KHICTh Ta €()eKTUBHICTH YIIPaBIiHHS 1H(OOPMAI[IHHUMU TOTOKaAMHU.

Metoro mpoekTy Oyj0 po3poOHTH PO3MOJIEHY CHCTEMY Ha OCHOBI XMapHUX
CEpBICIB, SIKa BpaxOBYBAaTHME II€pEBAard Ta HEMOJIIKM ICHYIOUMX pIIIEHb Ha PHUHKY,
BIJNOBIAATUME NOTpedaM KOPUCTYBaUiB 1 3a0e3reuyBaTUMe HaA1iHICTh, MacIITA00BAHICTh
Ta 6e3nexy. Y mpoiieci po6oT 0yj10 BUKOHAHO TaKi 3aBJaHHS:

— TMPOBENEHO aHaNI3 CyYaCHUX PO3MOAUIEHUX CUCTEM Ta iX poiib B IT;

— TMPOBEJICHO aHajli3 ICHYIOUMX XMapHUX TEXHOJIOriM Ta BHOIP XMapHOTO
npoBaiifiepa AJis peanizaii IpakTUYHOT YaCTUHU;

— MOJICTIIOBaHHS PO3IOLICHOT CUCTEMH 3 BUKOpHUCTaHHAIM Amazon Web Services
(AWS), Node.js, Bun, TypeScript, PostgreSQL, Fastify, Elysiajs, Drizzle ORM, Docker,
Makefile, AWS CLI, JWT, Swagger.

Po3pobka posmoaiieHoi cucteMu 3 TpbOMa MIKPOCEPBICAMH JUIS KHUYKKOBOTO
J0JIaTKy: cepBic aBTOopH3alii Ta ayTeHTH}IKAIll, CEpBIC MEHEIKMEHTY KOPHCTYBadiB,
CEPBIC MEHEHKMEHTY KHIKOK.

Pesynpratom pobGoTH € po3polOiieHa cHcTeMa, SKa JIEMOHCTPYE €(QEeKTHUBHICTH
XMapHHUX CEpBICIB y 3a0e3MeueHHl HalIMHOCTI, MaciTadboBaHOCTi Ta Oe3neku. Borna mMoxe
OyTH BUKOPHUCTaHa SIK OCHOBA JJIsl MOJAJIBLINX JTOCIIPKEHb Ta BIPOBA/KCHHS y MPAKTUKY

IHIIMX PO3MOJIICHUX CHCTEM Ha OCHOBI XMapHHUX TEXHOJIOTiH. BrmpoBamkena cuctema
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MEHE/KMEHTY O10110TeKM KHHUI € MPUKIAJOM €(EKTUBHOIO BUKOPUCTAHHS XMapHHX
CEpPBICIB /I BUPIIICHHS peajlbHUX O13HEC—3a/1au.

Taxkum 4rHOM, pEe3yNbTaTH 1i€1 pOOOTH MOKA3YIOTh, 1110 XMApH1 TEXHOJIOT1i HAAAIOTh
IIMPOKI MOXJIMBOCTI JJii CTBOPEHHSI PO3MOJUIEHUX CUCTEM, SIKI MOXKYTh OYTH YCIIIIHO
BUKOPHUCTaHI B PI3HUX Taiy3sX, BiJ OI3HECY 10 HAyKOBUX JOCIIKeHb. Po3moniieHi
CHUCTEMH Ha OCHOB1 XMapHHX TEXHOJOT1A 3HAYHO MiABUIIYIOTh €(EKTUBHICTh, HAAIHHICTh
Ta Oe3neky 1HPOPMALIMHUX CHCTEM, CHPUSIOYM 1HHOBALIMHOMY PpO3BUTKY Ta

KOHKYPEHTOCIIPOMO>KHOCTI OpraHi3aliiil.
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JOJATOK A
Kox cepsicy aBropusamii
infra

config.ts
import { z } from "zod";

export interface Config {
APP PORT: number;

POSTGRES USER: string;
POSTGRES PASSWORD: string;
POSTGRES DB: string;
POSTGRES HOST: string;
POSTGRES PORT: number;

JWT SECRET: string;
JWT ACCESS LIFETIME: number;

REFRESH TOKEN LIFETIME: number;
}

export class ConfigValidationError extends Error {
private constructor (message: string) {
super (message) ;
this.name = "ConfigValidationError";

}

static from(errors: Record<string, stringl[]>) {
const message = Object.entries(errors)

.map(([field, errors]) => {
return “S${field}: S${errors.map((msg) =>
msg.toLowerCase()) .join(", ")} ;

})

.Jjoin ("\n") ;
return new ConfigValidationError (message);

}

export const configSchema = z.object ({
APP PORT: z.coerce.number ().int () .positive(),

POSTGRES USER: z.string(),

POSTGRES PASSWORD: z.string(),

POSTGRES DB: z.string(),

POSTGRES HOST: z.string(),

POSTGRES PORT: z.coerce.number () .int () .positive(),

JWT SECRET: z.string(),
JWT ACCESS LIFETIME: z.coerce.number ().int().positive(),

REFRESH TOKEN LIFETIME: z.coerce.number ().int () .positive(),
)

export function load() {
try {
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return configSchema.parse (process.env);
} catch (error) {

const formattedError = error.format () as Record<
string,
{ errors?: string[] }

>; N

const transformedErrors: Record<string, string[]> = {};

for (const [field, errorDetail] of Object.entries (formattedError)) {
if (Array.isArray (errorDetail. errors)) {

transformedErrors[field] = errorDetail. errors;

}

throw ConfigValidationError.from(transformedErrors);

}

schema.ts
import { json, pgTable, serial, varchar } from "drizzle-orm/pg-core";

export const accesses = pgTable("accesses", {
id: serial ("id") .primaryKey (),
login: varchar ("login", { length: 128 }).notNull () .unique(),
password: varchar ("password", { length: 64 }).notNull(),
jwtPayload: json("jwt payload") .notNull(),
refreshTokens: json("refresh tokens").notNull(),

)i

migration.ts
import * as path from "node:path";

import { migrate } from "drizzle-orm/postgres-js/migrator";

import { getConnection } from "./db";
import type { ConnectionParams } from "./utils";

export async function migrateDb ({
user,
password,
db,
host,
port,
}: ConnectionParams): Promise<void> {
const connection = await getConnection ({
user,
password,
db,
host,
port,
1)

return migrate (connection, {

migrationsFolder: path.join(process.cwd(), "migrations"),
})

2024 p. Cwmeranenko A. B. 122-KPb-401.2010122



Kadenpa inTenexryansHux iHOpMaIiitHUX CHCTEM 69
BukopucranHs XMapHHUX TEXHOJIOT1H ISl pO3NOAIICHUX CHCTEM

utils.ts
export type ConnectionParams = ({
user: string;
password: string;
db: string;
host: string;
port: number;

}i

export function buildConnectionString ({
user,
password,
db,
host,
port,
}: ConnectionParams): string {
return ‘postgres://S${user}:S${password}@S${host}:${port}/S{db}";

db.ts
import { type PostgresJsDatabase, drizzle } from "drizzle-orm/postgres—-js";
import postgres from "postgres";

import * as schema from "./schema";
import { type ConnectionParams, buildConnectionString } from "./utils";

export type Connection = PostgresJsDatabase<typeof schema>;
let connection: Connection;

export async function getConnection ({
user,
password,
db,
host,
port,
}: ConnectionParams): Promise<Connection> {
const connectionString = buildConnectionString ({
user,
password,
db,
host,
port,
1)

if (! connection)
_connection = drizzle(postgres(connectionString, { max: 5 }), { schema

return connection;

repositories
base.ts
import type { Connection } from "../infra/data-src/pg/db";

export abstract class BaseRepository {
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constructor (protected connection: Connection) {}

access.ts

import { and, eq } from "drizzle-orm";

import { Access, type AccessPayload } from "../entities/access";
import { accesses } from "../infra/data-src/pg/schema";

import { BaseRepository } from "./base";

export type SelectAccess = typeof accesses.$inferSelect;

export class AccessRepository extends BaseRepository {
async createFromEntity(access: Access) {
const result = await this. connection
.insert (accesses)
.values ({
login: access.login,
password: access.password,
jwtPayload: access.jwtPayload,
refreshTokens:
Object.fromEntries (access.refreshTokens.entries()),
})
.returning ({ id: accesses.id })
.execute();

access.id = result[0].id;

return access;

}

async getAccess (selectBy: Partial<SelectAccess>)
const result = await this. connection

.select ({
id: accesses.id,
login: accesses.login,
password: accesses.password,
jwtPayload: accesses.jwtPayload,
refreshTokens: accesses.refreshTokens,

b

.from(accesses)

.where (
and (
...0Object.keys (selectBy) .map ((k: keyof typeof selectBy)
=>
eq (accesses[k], selectBylk]),
)
)
)
Llimit (1)
.execute() ;

const raw = result?.[0];
if (!'raw?.id) return null;

return Access.from(raw as AccessPayload);
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async updatedJwtPayloadFromEntity (access: Access) {
await this. connection
.update (accesses)
.set ({ jwtPayload: access.jwtPayload });
}

async updateFromEntity (access: Access) {
if ('access.id) return;

awailt this. connection
.update (accesses)
.set ({
login: access.login,
password: access.password,
refreshTokens:
Object.fromEntries (access.refreshTokens.entries()),
})
.where (eq(accesses.id, access.id))
.execute () ;

}

http
entry.ts
import path from "node:path";

import auto from "@fastify/autoload";
import type { FastifyInstance } from "fastify";
import fp from "fastify-plugin";
import {
serializerCompiler,
validatorCompiler,
} from "fastify-type-provider-zod";

import { getConnection } from "../infra/data-src/pg/db";
import { migrateDb } from "../infra/data-src/pg/migration";
const serverEntryPointPlugin = fp(async function serverEntryPoint (

fastify: FastifyInstance,
) |
await fastify.register (auto, {
dir: path.join(_ dirname, "plugins"),
options: {},

1)

fastify.setValidatorCompiler (validatorCompiler);
fastify.setSerializerCompiler (serializerCompiler) ;

const dbConnCredentials = {
user: fastify.config.POSTGRES USER,
password: fastify.config.POSTGRES PASSWORD,
db: fastify.config.POSTGRES DB,
host: fastify.config.POSTGRES HOST,
port: fastify.config.POSTGRES PORT,
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fastify.decorate ("db", {
connection: await getConnection (dbConnCredentials),

})
await migrateDb (dbConnCredentials) ;

await fastify.register (auto, {
dir: path.join(_ dirname, "routes"),
dirNameRoutePrefix: true,
options: {},
1)
})

export default serverEntryPointPlugin;

fastify.d.ts
import "fastify";

import type { Config } from "../infra/config";
import type { Connection } from "../infra/data-src/pg/db";
import type { Context } from "../services/context";

declare module "fastify" {
interface FastifyInstance {
db: { connection: Connection };
config: Config;

interface FastifyRequest {
serviceContext: Context;

}

server.ts
import fastify from "fastify";
import serverEntryPointPlugin from "./entry";

const server = fastify({ logger: true });

server
.register (serverEntryPointPlugin)
.then(() => server.listen({ port: server.config.APP PORT, host: "0.0.0.0" }));

error—-handler.ts

import type { FastifyInstance, FastifyReply, FastifyRequest } from "fastify";
import fp from "fastify-plugin";

import { match } from "ts-pattern";

import { ZodError } from "zod";

import { AccessDuplicationError } from "../../services/accesses/errors/access—
duplication-error";

import { AccessLoginError } from "../../services/accesses/errors/access—login—-error";
import { AccessRefreshError } from "../../services/accesses/errors/access-refresh-
error";

import { JwtVerifyError } from "../../services/accesses/errors/jwt-verify-error";

const servicelayerErrors = |
AccessLoginError,
AccessDuplicationError,
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AccessRefreshError,
JwtVerifyError,
] as const;

const allErrors = [...servicelayerErrors, ZodError, Error] as const;
type ExtractEnumTypeFromArray<T extends readonly any[]> = T extends readonly [

infer Head,
..infer Tail,

? Head extends { new (...args: anyl[]): infer O }
? O | ExtractEnumTypeFromArray<Tail>
never
never;

function sendErrorResponse (
reply: FastifyReply,
statusCode: number,
errorType: string,
message: string,
data?: any,

reply.status (statusCode) .send ({

statusCode,
error: errorType,
message,
data,
1)
}
const errorHandlerPlugin = fp(async function errorHandler (

fastify: FastifyInstance,

fastify.setErrorHandler (
(
error: ExtractEnumTypeFromArray<typeof allErrors>,
_req: FastifyRequest,
reply: FastifyReply,
) => |
match (error)
.when (
(e) => e instanceof ZodError,
(zodError: ZodError) => {
sendErrorResponse (
reply,
422,
"VALIDATION_ERROR",
"Request validation error",
zodError.errors.map ((ve) => ({
path: ve.path,
message: ve.message,

1)y
by

.when (
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(e) => servicelayerErrors.some ((ec) => e instanceof
ec),

(
matchedError: ExtractEnumTypeFromArray<typeof

servicelayerErrors>,

) => |
sendErrorResponse (
reply,
422,
"UNPROCESSABLE ENTITY",
matchedError.message,
)
}y
)
.otherwise ((e) => {
sendErrorResponse (
reply,
500,

"INTERNAL_SERVER_ERROR",
"Service is unavailable due to internal reasons",

b
)7
)

export default errorHandlerPlugin;

context.ts

import type { FastifyInstance } from "fastify";

import fp from "fastify-plugin";

import { AccessRepository } from "../../repositories/access";

const contextPlugin = fp(async function context (fastify: FastifyInstance) {
fastify.decorateRequest ("serviceContext", null);

fastify.addHook ("preHandler", (req, _reply, done) => {
reqg.serviceContext = ({
accessRepository: new AccessRepository(fastify.db.connection),
config: fastify.config,
bi
done () ;
b
1)

export default contextPlugin;

config.ts

import type { FastifyInstance } from "fastify";

import fp from "fastify-plugin";

import { type Config, load } from "../../infra/config";

const configPlugin = fp(async function config(fastify: FastifyInstance) {
fastify.decorate<Config> ("config", load()):;
1)

export default configPlugin;

2024 p. Cwmeranenko A. B. 122-KPb-401.2010122



Kadenpa inTenexryansHux iHOpMaIiitHUX CHCTEM 75
BukopucranHs XMapHHUX TEXHOJIOT1H ISl pO3NOAIICHUX CHCTEM

ping.ts
import type { FastifyInstance } from "fastify";
import { factory } from "../../services/ping/get";

export default async function ping(fastify: FastifyInstance) {
const getPing = factory();

fastify.route ({
method: "GET",
url: "/ping",
handler: (req) => getPing({ context: reqg.serviceContext }),
P
}

accesses.ts
import crypto from "node:crypto";
import type { FastifyInstance, FastifyRequest } from "fastify";

import type { RefreshDtoIn } from "src/services/accesses/refresh/dto-in";
import type { UpdateDtoIn } from "src/services/accesses/update/dto-in";

import { factory as createFactory } from "../../services/accesses/create/create";
import type { CreateAccessDtoIn } from "../../services/accesses/create/dto-in";
import type { LoginDtoIn } from "../../services/accesses/login/dto-in";

import { factory as loginFactory } from "../../services/accesses/login/login";
import { factory as refreshFactory } from "../../services/accesses/refresh/refresh";
import { factory as updateFactory } from "../../services/accesses/update/update";
import type { VerifyDtoIn } from "../../services/accesses/verify/dto-in";

import { factory as verifyFactory } from "../../services/accesses/verify/verify";

function generateUserAgentHash (userAgent?: string) {
return crypto
.createHash ("sha256")
.update (userAgent ?? "default")
.digest ("baseb64") ;
}

export default async function accesses(fastify: FastifyInstance) {
const createAccess = createFactory();
const login = loginFactory();
const verify = verifyFactory();
const refresh = refreshFactory();
const update = updateFactory():;

fastify.route ({
method: "POST",
url: "/accesses",
handler: async (
req: FastifyRequest<{ Body: Omit<CreateAccessDtoIn, "deviceId"> }>,
) =>
createAccess ({
dto: {
. .reg.body,
deviceld: generateUserAgentHash (reqg.headers["user-
agent"]),
by

context: reqg.serviceContext,
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1)y,
})

fastify.route ({
method: "POST",
url: "/accesses/login",
handler: async (
req: FastifyRequest<{ Body: Omit<LoginDtoIn, "deviceId"> }>,
) =>
login ({
dto: {
. .reqg.body,
deviceld: generateUserAgentHash (reqg.headers["user—
agent"]),
s
context: reqg.serviceContext,
1)y
1)

fastify.route ({
method: "POST",

url: "/accesses/verify",
handler: async (req: FastifyRequest<{ Body: VerifyDtoIn }>) =>
verify ({

dto: reqg.body,
context: reqg.serviceContext,
)y
1)

fastify.route ({
method: "POST",
url: "/accesses/:accessId/refresh",
handler: async (
req: FastifyRequest<{
Body: Omit<RefreshDtoIn, "accessId" | "deviceId">;
Params: { accessId: InstanceType<typeof
RefreshDtoIn>["accessId"] };
}>,
) =>
refresh ({
dto: {
...req.body,
...reg.params,
deviceld: generateUserAgentHash (req.headers["user-
agent"]),
by
context: reqg.serviceContext,
)y
}):

fastify.route ({
method: "POST",
url: "/accesses/:accessId",
handler: async (
req: FastifyRequest<{
Body: Omit<UpdateDtoIn, "accessId">;

2024 p. Cwmeranenko A. B. 122-KPb-401.2010122



Kadenpa inTenexryansHux iHOpMaIiitHUX CHCTEM 77
BukopucranHs XMapHHUX TEXHOJIOT1H ISl pO3NOAIICHUX CHCTEM

Params: { accessId: InstanceType<typeof
UpdateDtoIn>["accessId"] };
1>,
) =>
update ({
dto: { ...reqg.body, ...reqg.params },
context: reqg.serviceContext,

Py

run.ts
import "./http/server";

services

make.ts

import type { ZodSchema } from "zod";
import type { Context } from "./context";

export type ActionDto<T extends Record<string, any> = Record<string, any>> = T;
export type ActionArg<T extends Record<string, any>> = {
dto?: ActionDto<T>;
context: Context;
}i
export type TAction<T extends Record<string, any>, R> = (
arg: ActionArg<T>,
) => Promise<R>;

export function makeService<T extends Record<string, any>, R>(
action: TAction<T, R>,
validationSchema?: ZodSchema<T>,

const proxyHandler = {
async apply(target: TAction<T, R>, thisArg: unknown, args:
[ActionArg<T>]) {
if (validationSchema)
args[0].dto = await validationSchema.parseAsync (args[0].dto);

return target.apply(thisArg, args);

by
}i

return new Proxy(action, proxyHandler);
context.ts
import type { Config } from "../infra/config";
import type { AccessRepository } from "../repositories/access";
export interface Context ({

readonly config: Config;
readonly accessRepository: AccessRepository;

get.ts
import { makeService } from "../make";
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async function get () {
return { ping: "pong" } as const;

}

export function factory () {
return makeService (get);

}

dto-out.ts
export class UpdateDtoOut {
constructor (
public readonly id: number,
public readonly login: string,
) {1}
}

dto-in.ts
export class UpdateDtoIn {
constructor (
public readonly accessId: number,
public readonly login?: string,
public readonly password?: string,
) {1}
}

update.ts
import z from "zod";

import type { Context } from "../../context";
import { makeService } from "../../make";
import { AccessUpdateError } from "../errors/access-update—-error";

import type { UpdateDtoIn } from "./dto-in";
import { UpdateDtoOut } from "./dto-out";

async function update ({

dto,
context,
}: { dto: UpdateDtoIn; context: Context }) {
const access = await context.accessRepository.getAccess ({

id: dto.accessId,

1)
if (l'access) throw new AccessUpdateError () ;

if (dto.login) access.login = dto.login;
if (dto.password) await access.setPassword(dto.password);

await context.accessRepository.updateFromEntity (access);

return new UpdateDtoOut (access.id!, access.login);

}

export function factory() {
return makeService (
update,
z.object ({
accessId: z.coerce.number ().min(1l).max (999 999 999 999 999),
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login: z.string () .max(64) .optional (),
password: z.string() .min(8) .max(64) .optional(),

) ;
}

verify.ts
import z from "zod";

import { Access } from "../../../entities/access";

import type { Context } from "../../context";

import { makeService } from "../../make";

import { JwtVerifyError } from "../errors/jwt-verify-error";

import type { VerifyDtoIn } from "./dto-in";

async function verify ({
dto,
context,

dto: VerifyDtolIn;
context: Context;

const decodedJwtAccess = await Access.verifyAndDecodedwt (
dto.jwtAccess,
context.config.JWT SECRET,
dto.ignoreExpiration,

) ;
if (!decodedJwtAccess?.accessId) throw new JwtVerifyError();

const access = await context.accessRepository.getAccess ({
id: decodedJwtAccess.accessId,

)

if (l'access) throw new JwtVerifyError();

}

export function factory() {
return makeService (
verify,
z.object ({
JjwtAccess: z.string() .max(256),
ignoreExpiration: z.boolean () .optional(),
1)y
) ;
}

dto-in.ts
export class VerifyDtoIn {
constructor (
public readonly jwtAccess: string,
public readonly ignoreExpiration?: boolean,
) {1}
}

refresh.ts
import z from "zod";
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type { Context } from "../../context";
{ makeService } from "../../make";
{ AccessRefreshError } from "../errors/access-refresh-error";

type { RefreshDtoIn } from "./dto-in";
{ RefreshDtoOut } from "./dto-out";

function refresh ({
dto,
context,

}: { dto: RefreshDtoIn; context: Context }) {

export

dto-ou
export

2024 p.

const access = await context.accessRepository.getAccess ({
id: dto.accessId,

)

if ('access) throw new AccessRefreshError();

const refreshTokenVerifyResult = await access
.verifyRefreshToken (dto.deviceld, dto.refreshToken)
.catch (() => {

throw new AccessRefreshError();

)
if (!refreshTokenVerifyResult) throw new AccessRefreshError();
access.deleteRefreshToken (dto.devicelId) ;

const refreshToken = await access.addOrReplaceRefreshToken (
dto.deviceld,
context.config.JWT SECRET,
context.config.REFRESH TOKEN LIFETIME,

awailt context.accessRepository.updateFromEntity (access);

const jwtAccess = await access.generateJwtAccess (
context.config.JWT SECRET,
context.config.JWT ACCESS LIFETIME,

)

return new RefreshDtoOut (access.id!, access.login, refreshToken,

function factory() {
return makeService (
refresh,
z.object ({
refreshToken: z.string().min(1l) .max(256),
deviceId: z.string () .min (8) .max(256),

80

jwtAccess) ;

accessId: z.coerce.number ().min(l).max (999 999 999 999 999),

1)y
) ;

t.ts
class RefreshDtoOut {
constructor (
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public readonly id: number,

public readonly login: string,

public readonly refreshToken: string,
public readonly jwtAccess: string,

) {1}

dto-in.ts
export class RefreshDtoIn {
constructor (
public readonly accessId: number,
public readonly deviceId: string,
public readonly refreshToken: string,
) {1}
}

access—-login-error.ts
export class AccessLoginError extends Error {

constructor (message = "Invalid credentials") {
super (message) ;
this.name = "AccessLoginError";

}

jwt-verify-error.ts
export class JwtVerifyError extends Error {

constructor (message = "Invalid JWT") {
super (message) ;
this.name = "JwtVerifyError";

access—duplication-error.ts
export class AccessDuplicationError extends Error {

constructor (message = "Access already exists") {
super (message) ;
this.name = "AccessDuplicationError";

access-refresh-error.ts
export class AccessRefreshError extends Error {

constructor (message = "Refresh is failed") {
super (message) ;
this.name = "AccessRefreshError";

access—update—-error.ts
export class AccessUpdateError extends Error ({

constructor (message = "Update is failed") {
super (message) ;
this.name = "AccessUpdateError";
}
}
dto-out.ts
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export class CreateAccessDtoOut ({
constructor (
public readonly id: number,
public readonly login: string,
public readonly refreshToken: string,
public readonly jwtAccess: string,
) {1}
}

dto-in.ts
export class CreateAccessDtoIn {
constructor (
public readonly login: string,
public readonly password: string,
public readonly deviceId: string,
public readonly jwtPayload: Record<string, any>,
) {1}

create.ts
import z from "zod";

import { Access } from "../../../entities/access";

import type { Context } from "../../context";

import { makeService } from "../../make";

import { AccessDuplicationError } from "../errors/access-duplication—-error";

import type { CreateAccessDtoIn } from "./dto-in";
import { CreateAccessDtoOut } from "./dto-out";

async function create ({
dto,
context,

dto: CreateAccessDtoln;
context: Context;

const existingAccess = await context.accessRepository.getAccess ({
login: dto.login,
b

if (existingAccess) throw new AccessDuplicationError();

const access = awailt Access.from({
id: null,
login: dto.login,
password: dto.password,
jwtPayload: dto.jwtPayload,
refreshTokens: {},

await access.setPassword(dto.password) ;
const refreshToken = await access.addOrReplaceRefreshToken (
dto.deviceld,

context.config.JWT SECRET,
context.config.REFRESH TOKEN LIFETIME,
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await context.accessRepository.createFromEntity (access);

const jwtAccess = await access.generatedJwtAccess (
context.config.JWT SECRET,
context.config.JWT ACCESS LIFETIME,

)

return new CreateAccessDtoOut (
access.id!,
access.login,
refreshToken,
jwtAccess,

) ;

export function factory () {
return makeService (
create,
z.object ({
login: z.string() .max(64),
password: z.string () .min(8) .max(64),
deviceId: z.string() .min(8) .max (256),
jwtPayload: z.record(z.string(), z.any()),
Py
) ;
}
login.ts
import z from "zod";
import type { Context } from "../../context";
import { makeService } from "../../make";
import { AccessLoginError } from "../errors/access-login—-error";

import type { LoginDtoIn } from "./dto-in";
import { LoginDtoOut } from "./dto-out";

async function login({ dto, context }: { dto: LoginDtoIn; context:

const access = await context.accessRepository.getAccess ({
login: dto.login,
b

if (l'access) throw new AccessLoginError () ;

const passwordVerifyResult = await access
.verifyPassword (dto.password)
.catch (() => {

throw new AccessLoginError();

}) i
if (!passwordVerifyResult) throw new AccessLoginError();

if (dto.jwtPayload) {
access.jwtPayload = dto.jwtPayload;

83

Context }) {

await context.accessRepository.updatedJwtPayloadFromEntity (access);
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access.deleteRefreshToken (dto.deviceld);

const refreshToken await access.addOrReplaceRefreshToken (
dto.deviceld,
context.config.JWT SECRET,

context.config.REFRESH TOKEN LIFETIME,

jwtAccess awailt access.generatedJwtAccess (
context.config.JWT SECRET,
context.config.JWT ACCESS LIFETIME,

return new LoginDtoOut (access.id!, access.login, refreshToken,
}
export function factory () {
return makeService (
login,
z.object ({
login: z.string() .max(64),
password: z.string () .min(8) .max(64),
deviceId: z.string() .min(8) .max (256),
jwtPayload: z.record(z.string(), z.any()) .optional ()
1)y
)i
}
dto-out.ts
export class LoginDtoOut {
constructor (
public readonly id: number,
public readonly login: string,
public readonly refreshToken: string,
public readonly jwtAccess: string,
) {1}
}
dto-in.ts
export class LoginDtoIn {
constructor (
public readonly login: string,
public readonly password: string,
public readonly deviceId: string,
public readonly jwtPayload: Record<string, any>,
) {1}
}
entities

access.ts

import bcrypt from "bcrypt";
import { TokenError, createSigner, createVerifier } from "fast-jwt";
import type { MaybeNumberId } from "./types/id";

const SALT ROUNDS

10;
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export interface CompletedwtPayload {
[k: string]l: any;

accessId: MaybeNumberId;
}

export type AccessPayload = {
id: MaybeNumberId;
login: string;
password: string;
jwtPayload: Record<string, any>;
refreshTokens: Record<string, string>;

b

export class Access {
private id: MaybeNumberId;
private login: string;
private password: string;
private jwtPayload: Record<string, any>;
private refreshTokens: Map<string, string>;

private constructor (payload: AccessPayload) {
this. id = payload.id ?? null;
this. login = payload.login;
this. password = payload.password;
this. jwtPayload = payload.jwtPayload;
this. refreshTokens = new Map (Object.entries(payload.refreshTokens));

}

static async from(payload: AccessPayload): Promise<Access> {
return new Access({ ...payload });

}

get 1id() : MaybeNumberId {
return this. id;

get login(): string {
return this. login;

get password(): string {
return this. password;

set login(login: string) {
this. login = login;

set id(id: MaybeNumberId) ({
this. id = id;

get jwtPayload() {
return this. jwtPayload;
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set jwtPayload(jwtPayload: Record<string, any>) {
this. jwtPayload = jwtPayload;
}

get refreshTokens(): Map<string, string> {
return this. refreshTokens;

}

async setPassword (password: string): Promise<void> {
this. password = await bcrypt.hash (password, SALT ROUNDS) ;
}

async addOrReplaceRefreshToken (
id: string,
secret: string,
lifetime: number,
) : Promise<string> {
const refreshToken = await this.generateRefreshToken (secret, lifetime);

this. refreshTokens.set (id, await bcrypt.hash (refreshToken,
SALT ROUNDS)) ;

return refreshToken;

}

deleteRefreshToken (id: string): void {
this. refreshTokens.delete (id);
}

async verifyRefreshToken (id: string, refreshToken: string) {
if (!this. refreshTokens.has(id)) return false;

return await bcrypt.compare (
refreshToken,
this. refreshTokens.get (id) as string,

) ;

async verifyPassword(password: string) {
return await bcrypt.compare (password, this. password);

async generateJwtAccess (secret: string, lifetime: number) {
return await this.#generateJwt (secret, lifetime, {
...this. jwtPayload,
accessId: this. id,

1)

async generateRefreshToken (secret: string, lifetime: number) {
return await this.#generatedwt (secret, lifetime, { accessId: this. id });

async #generateJwt (
secret: string,
lifetime: number,
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payload: Record<string, unknown>,

const signer = createSigner ({
key: async () => secret,
expiresIn: lifetime,

b

return await signer ({ ...payload });

}

static async verifyAndDecodedwt (
token: string,
secret: string,
ignoreExpiration = false,
) : Promise<CompletedwtPayload | null> {
try {
const verifier = createVerifier ({
key: async () => secret,
ignoreExpiration,

1)

return await verifier (token);

} catch (error) {
if (error instanceof TokenError)
throw error;

}

toPlainObject () : Readonly<Omit<AccessPayload,
return {

id: this. id,
login: this. login,
jwtPayload: this. jwtPayload,
i
}

id.ts
import type { Optional } from "./optional";

type ToOptional<T> = Optional<T>;
export type MaybeNumberId = ToOptional<number>;

optional.ts
export type Optional<T> = T | null | undefined;
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JOIOATOK b
Kox cepBicy ynpapiiHH KOpUCTYBa4aMHu

infra
config.ts
import { z } from "zod";

export interface Config {
APP PORT: number;

POSTGRES USER: string;
POSTGRES PASSWORD: string;
POSTGRES DB: string;
POSTGRES HOST: string;
POSTGRES PORT: number;

AWS ACCESS KEY ID: string;

AWS SECRET ACCESS KEY: string;
AWS REGION: string;

AWS SQS QUEUE URL: string;

PRELUDE BASE URL: string;
}

export class ConfigValidationError extends Error
private constructor (message: string) {
super (message) ;
this.name = "ConfigValidationError";

}

static from(errors: Record<string, stringl[]>) {
const message = Object.entries(errors)

.map(([field, errors]) => {
return “${field}: ${errors.map((msg) =>
msg.toLowerCase()) .join(", ")} ;

})

.Jjoin ("\n") ;
return new ConfigValidationError (message);

}

export const configSchema = z.object ({
APP PORT: z.coerce.number ().int () .positive(),

POSTGRES USER: z.string(),

POSTGRES PASSWORD: z.string(),

POSTGRES DB: z.string(),

POSTGRES HOST: z.string(),

POSTGRES PORT: z.coerce.number ().int () .positive(),

AWS ACCESS KEY ID: z.string(),

AWS SECRET ACCESS KEY: z.string(),
AWS REGION: z.string(),

AWS SQS QUEUE URL: z.string(),

PRELUDE BASE URL: z.string(),
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1)

export function load(): Config {
try {
return configSchema.parse (Bun.env);
} catch (error: any) {
const formattedError = error.format () as Record<
string,
{ errors?: string[] }
>; N
const transformedErrors: Record<string, string[]> = {};

for (const [field, errorDetail] of Object.entries(formattedError)) {
if (Array.isArray (errorDetail. errors)) {
transformedErrors[field] = errorDetail. errors;

}

throw ConfigValidationError.from(transformedErrors);

}

schema.ts
import { bigint, date, pgTable, serial, varchar } from "drizzle-orm/pg-core";

export const users = pgTable ("users", {

id: serial ("id") .primaryKey (),

name: varchar ("name", { length: 128 }),

birthday: date ("birthday", { mode: "date" }),

username: varchar ("username", { length: 128 }).notNull() .unique(),

externalAccessId: bigint ("external access_id", { mode: "number" })
.notNull ()
.unique (),

)

migration.ts
import * as path from "node:path";

import { migrate } from "drizzle-orm/postgres-js/migrator";

import { getConnection } from "./db";
import type { ConnectionParams } from "./utils";

export async function migrateDb ({
user,
password,
db,
host,
port,
}: ConnectionParams) : Promise<void> {
const connection = await getConnection ({
user,
password,
db,
host,
port,
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return migrate (connection, {
migrationsFolder: path.join(process.cwd(), "migrations"),
)
}

utils.ts
export type ConnectionParams = ({
user: string;
password: string;
db: string;
host: string;
port: number;

b

export function buildConnectionString ({
user,
password,
db,
host,
port,
}: ConnectionParams): string {
return ‘postgres://${user}:S${password}@S${host}:${port}/S${db}";

db.ts
import { type PostgresJsDatabase, drizzle } from "drizzle-orm/postgres—-js";
import postgres from "postgres";

import * as schema from "./schema";
import { type ConnectionParams, buildConnectionString } from "./utils";

export type Connection = PostgresJsDatabase<typeof schema>;
let connection: Connection;

export async function getConnection ({
user,
password,
db,
host,
port,
}: ConnectionParams): Promise<Connection> {
const connectionString = buildConnectionString ({
user,
password,
db,
host,
port,
1)

if (! connection)
_connection = drizzle(postgres (connectionString, { max: 5 }), {
schema,
logger: false,
}):
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return _connection;

repositories
base.ts
import type { Connection } from "../infra/data-src/pg/db";

export abstract class BaseRepository {
constructor (protected connection: Connection) {}

}

user.ts

import { and, eq } from "drizzle-orm";

import { User, type UserPayload } from "../entities/user";
import { users } from "../infra/data-src/pg/schema";
import { BaseRepository } from "./base";

export type SelectUser = typeof users.$inferSelect;

export class UserRepository extends BaseRepository {
async createFromEntity(user: User)
const result = await this. connection
.insert (users)
.values ({
name: user.name,
username: user.username,
birthday: user.birthday,
externalAccessId: user.externalAccessId,
})
.returning({ id: users.id })
.execute();

user.id = result[0].id;

return user;

async getUser (selectBy: Partial<SelectUser>) {
const egArray = [];

for (const k of Object.keys(selectBy) as Array<keyof typeof selectBy>) {
if (selectByl[k] === undefined) continue;

egArray.push (eg(users[k], selectBylk]l!));

const result = await this. connection

.select ({
id: users.id,
name: users.name,
username: users.username,
birthday: users.birthday,
externalAccessId: users.externalAccessId,

1)

.from(users)

.where (and(...egArray))

Llimit (1)
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.execute();
const raw = result?.[0];
if (!raw?.id) return null;

return User.from(raw as UserPayload);

async updateFromEntity (user: User)
if ('user.id) return;

awalt this. connection

.update (users)

.set ({
name: user.name,
username: user.username,
birthday: user.birthday,

})

.where (eqg(users.id, user.id))

.execute () ;

sgs
handler.ts

import { match } from "ts-pattern";

import { type ZodSchema, z } from "zod";

import type { Context } from "../services/context";

import { GetDtoIn } from "../services/users/get/dto—-in";

import { factory as getFactory } from "../services/users/get/get";

const getUserArgsSchema = z.object ({
userId: z.number () .optional(),
accessId: z.number () .optional(),

const messageSchema = z.object ({
action: z.string(),
args: z.object({}) .passthrough(),

type Actions = "getUser";

const actionsSchema: Record<Actions, ZodSchema<any>> = {
getUser: getUserArgsSchema,
}i

export async function handler (message: Record<string, any>, context: Context) {
const parseResult = messageSchema.safeParse (message) ;

if (!parseResult.success) return false;

const action = parseResult.data.action as Actions;
const actionSchema = actionsSchemalaction];

if ('actionSchema) return false;

2024 p. Cwmeranenko A. B. 122-KPb-401.2010122



Kadenpa inTenexryansHux iHOpMaIiitHUX CHCTEM 93
BukopucranHs XMapHHUX TEXHOJIOT1H ISl pO3NOAIICHUX CHCTEM

const parsedActionArgs = actionSchema.parse (parseResult.data.args);
return match (action)
.with ("getUser", async () => {

const { userId, accessId } = parsedActionArgs;

const dto = new GetDtolIn (userId, accessId);

let message = {};

try |
const result = await getFactory() ({ dto, context });
message = result.toJSON();

} catch (error: any) {
message = { error: error.message };

}

await context.aws.sgs.sendMessage (
context.config.AWS SQS QUEUE URL,
message,

) ;

return true;
})
.otherwise (() => {
return false;
)
}

http

server.ts

import { swagger } from "@elysiajs/swagger";

import { Elysia } from "elysia";

import { onError } from "./hooks/on-error";

import { awsPlugin } from "./plugins/aws";

import { configPlugin } from "./plugins/config";

import { contextPlugin } from "./plugins/context";
import { createlLoggerFactory } from "./plugins/logger";
import { usersRoute } from "./routes/users";

export const app = new Elysia()
.use (swagger () )
.use (configPlugin)
.use (awsPlugin)
.use (contextPlugin)
.use (createloggerFactory())

.onError (({ error, set }) > |
onError (error, set);
1)
.get ("/ping”, () => ({ ping: "pong" }))
.use (usersRoute)
.listen({ port: Bun.env.APP PORT }, () =>

console.log( B Elysia is running at :${Bun.env.APP PORT} "),
) ;
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context.ts

import assert from "node:assert/strict";

import { PreludeHttpTransport } from "@litlinx/lib/infra/prelude/http";
import { Elysia } from "elysia";

import { getConnection } from "../../infra/data-src/pg/db";
import { migrateDb } from "../../infra/data-src/pg/migration";
import { UserRepository } from "../../repositories/user";
import type { Context } from "../../services/context";

import { handler } from "../../sgs/handler";

import { awsPlugin } from "./aws";
import { configPlugin } from "./config";

let isQueuePollingEnabled = false;

export const contextPlugin = new Elysia({ name: "contextPlugin" })
.use (configPlugin)
.use (awsPlugin)
.derive({ as: "global" }, async ({ aws, config }) => {
assert (aws && config);

const dbCredentials = {
user: config.POSTGRES USER,
port: config.POSTGRES PORT,
db: config.POSTGRES DB,
host: config.POSTGRES HOST,
password: config.POSTGRES PASSWORD,
}i

const dbConnection = await getConnection (dbCredentials);
await migrateDb (dbCredentials) ;

const context = {
config,
userRepository: new UserRepository (dbConnection),
preludeTransport: new
PreludeHttpTransport (config.PRELUDE BASE URL),
aws,
} satisfies Context;

if (!isQueuePollingEnabled) {
awalt aws.sgs.pollQueue (config.AWS SQS QUEUE URL, (message) =>
handler (JSON.parse (message), context),

) ;

isQueuePollingEnabled = true;

}

return { context };

1)

aws.ts

import assert from "node:assert";

import { setup } from "Q@litlinx/lib/infra/aws/setup";

import { pollQueue, sendMessage } from "@litlinx/lib/infra/aws/sqgs";
import { Elysia } from "elysia";

import { configPlugin } from "./config";
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export const awsPlugin = new Elysia({ name: "awsPlugin" })
.use (configPlugin)
.derive ({ as: "scoped" }, ({ config }) => {

assert (confiqg);
setup ({ awsRegion: config.AWS REGION });

return
aws: {
sgs: |
pollQueue,
sendMessage,
b
b
}i
P

logger.ts
import { randomUUID } from "node:crypto";
import { logger, serializers } from "@bogeychan/elysia-logger";

export function createloggerFactory () {
return logger ({
serializers: {
...serializers,
request: (request: Request) => {
const url = new URL (request.url);
const headers =
Object.fromEntries (request.headers.entries());

const requestData = {
id: request.headers.get ("X-Request-ID") ?2°?
randomUUID (),
path: url.pathname,

headers,
requestDate: new Date().toISOString(),
userAgent: headers["user—-agent"] ?? "unknown",
ip:

headers["x-forwarded-for"] ?2°?

request.headers.get ("X-Real-IP") ?2°?
"unknown",

}i

return {
...requestbata,
path: url.pathname,

bi

by
by
}):
}

config.ts
import { Elysia } from "elysia";
import { load } from "../../infra/config";
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export const configPlugin = new Elysia({ name: "configPlugin" }) .derive (
{ as: "scoped" },
() => A
return {

config: load(),
}i
b
) ;

on—-error.ts

import { TypeBoxError } from "@sinclair/typebox";
import type { Context } from "elysia';

import { match } from "ts-pattern";

import { ZodError } from "zod";

import { UserAlreadyExistsError } from "../../services/users/errors/user-already-
exists—error";

import { UserLoginError } from "../../services/users/errors/user—-login-error";
import { UserRefreshError } from "../../services/users/errors/user-refresh-error";
import { UserUpdateError } from "../../services/users/errors/user-update-error";

const servicelayerErrors = |
UserAlreadyExistsError,
UserRefreshError,
UserUpdateError,
UserLoginError,

] as const;

type ExtractEnumTypeFromArray<T extends readonly any[]> = T extends readonly [
infer Head,
..infer Tail,

? Head extends { new (...args: anyl[]): infer O }
? 0 | ExtractEnumTypeFromArray<Tail>
never
never;

function getErrorResponse (
statusCode: number,
errorType: string,
message: string,
data?: any,

return {
statusCode,
error: errorType,
message,
data,
i
}

export function onError (error: any, set: Context["set"]) {
console.trace(error);
const result = match (error)
.when (
(e: any) =>
e instanceof ZodError ||
e instanceof TypeBoxError ||
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e.code === "VALIDATION",
(e: any) => {
set.status = 422;

let data = {};

if (e.errors) {
data = e.errors.map((ve: { path: string; message:
string }) => ({
path: ve.path,
message: ve.message,
1))
}

return getErrorResponse (
422,
"VALIDATION ERROR",
"Request validation error",

data,
)i
}y
)
.when (
(e) => servicelayerErrors.some ((ec) => e instanceof ec),
(matchedError: ExtractEnumTypeFromArray<typeof servicelayerErrors>)
:>{
set.status = 422;
return getErrorResponse (
422,
"UNPROCESSABLE ENTITY",
matchedError.message,
)i
}y
)
.otherwise (() => {
set.status = 500;
return getErrorResponse (
500,
"INTERNAL SERVER ERROR",
"Service is unavailable due to internal reasons",
)
})
return result;
}
users.ts

import Elysia, { t } from "elysia";
import { factory as createUserServiceFactory } from
"../../services/users/create/create";

import { CreateUserDtoIn } from "../../services/users/create/dto—in";

import { GetDtoIn } from "../../services/users/get/dto—in";

import { factory as getServiceFactory } from "../../services/users/get/get";
import { LoginDtoIn } from "../../services/users/login/dto—in";

import { factory as loginServiceFactory } from "../../services/users/login/login";
import { RefreshDtoIn } from "../../services/users/refresh/dto-in";

import { factory as refreshServiceFactory } from
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"../../services/users/refresh/refresh";

import { UpdateUserDtoIn } from "../../services/users/update/dto—-in";

import { factory as updateServiceFactory } from "../../services/users/update/update";
import { createdJwtAuthGuard, decodedwt } from "../guards/jwt—-auth";

import { contextPlugin } from "../plugins/context";

export const usersRoute = new Elysia({ name: "usersRoute" })
.use (contextPlugin)
.decorate ("createUserService", createUserServiceFactory())
.decorate ("loginService", loginServiceFactory())
.decorate ("updateService", updateServiceFactory())
.decorate ("refreshService", refreshServiceFactory())
.decorate ("getService", getServiceFactory())

.group ("users", (app) =>
app
.post (
AN
async ({ body, context, createUserService }) => {
const result = await createUserService ({
dto: new CreateUserDtolIn (
body.username,
body.password,
body.name,
body.birthday,
)
context,
1)
return result.toJSON() ;
by
{
body: t.Object ({
username: t.String({
description: "Username for access",
examples: "username",
)y
password: t.String({
description: "Password for access",
examples: "password",
)y
birthday: t.Optional (
t.Date ({
description: "Birthday of user",
examples: "2024-05-25T22:23:33.8072",
)y
),
name: t.Optional (
t.String ({ description: "Name of user",
examples: "name" }),
),
)y
br
)
.post (
u/loginvv,
async ({ body, context, loginService }) => {

const result = await loginService ({
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dto: new LoginDtoIn (body.username,
body.password),
context,

1)

return result.toJSON() ;

body: t.Object ({
username: t.String({
description: "Username for access",
examples: "username",
1)y
password: t.String ({
description: "Password for access",
examples: "password",
1)y
1)y
b
)
.guard( (app) =>
app.use (createdJwtAuthGuard (true)) .post (
"/refresh",
async ({ body, context, accesslId, refreshService }) =>
const result = await refreshService ({
dto: new RefreshDtoln(accessId as number,
body.refreshToken),
context,

) ;

return result.toJSON() ;

body: t.Object ({
refreshToken: t.String({
description: "Refresh token",
examples: "token",
1)y
1)y
by
)
)
.guard( (app) =>
app
.use (createdJwtAuthGuard())
.patch (
"/:userId",
async ({ params, body, context, updateService })
=>{
const result = await updateService ({
dto: new UpdateUserDtoln (
params.userld,
body.username,
body.name,
body.birthday,
),
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context,

1)

return result.toJSON() ;

params: t.Object ({
userId: t.Numeric ({
description: "Id of user",
examples: 1,
1)y
1)y
body: t.Object ({
username: t.Optional (

t.String ({
description: "Username
for access",
examples: "username",

1)y
)
birthday: t.Optional (
t.Date ({
description: "Birthday of
user",
examples: "2024-05-
25T22:23:33.807z2",
1)y
),
name: t.Optional (
t.String ({ description: "Name
of user", examples: "name" }),

)y
by

.get (
"/:userId",
async ({ params, context, getService, bearer })
=>
const result = await getService ({
dto: new GetDtoln (params.userld,
decodeJwt (bearer!) .accessId),
context,

)

return result.toJSON() ;

params: t.Object ({
userId: t.Numeric ({
description: "Id of user",
examples: 1,
1)y
1)y
by
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) ;

jwt—-auth.ts
import { bearer } from "@elysiajs/bearer";
import { type Context, Elysia } from "elysia";

import { contextPlugin } from "../plugins/context";

function createErrorResponse (set: Context["set"]) {
set.status = 401;
set.headers ["WWW-Authenticate"] =
"Bearer realm='sign', error="invalid request"’;

return "Unauthorized";

}

function base64UrlDecode (base64Url: string): string {
const sanitizedBase64Url = base64Url.replace(/-/g, "+").replace(/ /g, "/");

o\

const padding = "="_.repeat((4 - (sanitizedBase64Url.length % 4)) 4);

const base64 = sanitizedBase64Url + padding;

return Buffer.from(baseb64, "base64d").toString("utf-8");
}

export function decodedwt (token: string): { accessId: number }
const parts = token.split(".");
const payload = parts[1l];
const decodedPayload = base64UrlDecode (payload) ;

return JSON.parse (decodedPayload) ;
}

export function createdJwtAuthGuard(ignoreExpiration = false) {
return new Elysia ({ name: "jwtAuthGuard" })
.use (contextPlugin)
.use (bearer())
.derive ({ as: "scoped" }, ({ bearer }) => {

if (!bearer) return {};
const { accessId } = decodedwt (bearer);

return { accessId };

})

.onBeforeHandle (
{ as: "global" },
async ({ set, bearer, accessId, context }) => {
if (! (bearer && accessId && context)) return

createErrorResponse (set) ;

try {
await context.preludeTransport.verify(bearer,
ignoreExpiration) ;
} catch {
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return createErrorResponse (set);

const user = await context.userRepository.getUser ({
externalAccessId: accessld,

1)

if (!'user) return createErrorResponse (set);

s

run.ts
import "./http/server";

services

make.ts

import type { ZodSchema } from "zod";
import type { Context } from "./context";

export type ActionDto<T extends Record<string, any> = Record<string, any>> = T;
export type ActionArg<

T extends Record<string, any>,

D extends ActionDto<T> = ActionDto<T>,

dto: D;
context: Context;

}i

export type TAction<T extends Record<string, any>, R> = (
arg: ActionArg<T>,

) => Promise<R>;

export function makeService<T extends Record<string, any>, R>(
action: TAction<T, R>,
validationSchema?: ZodSchema<T>,

const proxyHandler = {
async apply(target: TAction<T, R>, thisArg: unknown, args:
[ActionArg<T>]) {
if (validationSchema)
args[0].dto = await validationSchema.parseAsync (args[0].dto);

return target.apply(thisArg, args);

by
}i

return new Proxy(action, proxyHandler);

context.ts

import type
import type
import type
import type

PollQueueFn, SendMessageFn } from "@litlinx/lib/infra/aws/sqgs";
PreludeHttpTransport } from "@litlinx/lib/infra/prelude/http";
Config } from "../infra/config";

UserRepository } from "../repositories/user";

e e e )

export interface Context ({
readonly config: Config;
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readonly userRepository: UserRepository;
readonly preludeTransport: PreludeHttpTransport;
readonly aws: {
sgs: |
pollQueue: PollQueueFn;
sendMessage: SendMessageFn;
}i
}i
}

dto-out.ts
export class UpdateUserDtoOut ({
constructor (
public readonly id: number,
public readonly username: string,
public readonly name: string | null = null,
public readonly birthday: string | null = null,
) {1}
toJSON () |
return Object.assign({}, this);
}
}
dto—-in.ts
export class UpdateUserDtolIn ({
constructor (
public readonly userId: number,
public readonly username?: string,
public readonly name?: string,
public readonly birthday?: Date,
) {1}
}
update.ts
import z from "zod";
import type { Context } from "../../context";
import { makeService } from "../../make";
import { UserUpdateError } from "../errors/user-update-error";

import type { UpdateUserDtoIn } from "./dto-in";
import { UpdateUserDtoOut } from "./dto-out";

async function update ({
dto,
context,

dto: UpdateUserDtoln;
context: Context;

const user = await context.userRepository.getUser ({
id: dto.userld,
}):

if (!user) throw new UserUpdateError ("User not found");

if (dto.username) {
await context.preludeTransport.updateAccess (
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user.externalAccessId,
dto.username,

) ;

user.username = dto.username;

}

if (dto.name) user.name = dto.name;
if (dto.birthday) user.birthday = dto.birthday;

await context.userRepository.updateFromEntity (user);

return new UpdateUserDtoOut (
user.id!,
user.username,
user.name,
user.getFormattedBirthday (),
) ;
}

export function factory () {
return makeService (
update,
z.object ({
userld:
z.coerce.number () .int () .positive () .max (999 999 999 999 999),
name: z.string() .max(64) .optional (),
username: z.string() .max(64) .optional (),
birthday: z.coerce.date().optional (),

) ;
}

refresh.ts
import z from "zod";

import type { Context } from "../../context";
import { makeService } from "../../make";
import { UserRefreshError } from "../errors/user-refresh-error";

import type { RefreshDtoIn } from "./dto-in";
import { RefreshDtoOut } from "./dto-out";

async function refresh ({
dto,
context,

dto: RefreshDtoln;
context: Context;

const user = await context.userRepository.getUser ({
externalAccessId: dto.accessId,
}):

if (!'user) throw new UserRefreshError();
const result = await context.preludeTransport.refresh (
user.externalAccessId,

dto.refreshToken,
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) ;

return new RefreshDtoOut (result.jwtAccess, result.refreshToken);

}

export function factory () {
return makeService (
refresh,
z.object ({
accessId:
z.coerce.number () .int () .positive () .max (999 999 999 999 999),
refreshToken: z.string() .max(256),
Py
) ;
}

dto-out.ts
export class RefreshDtoOut {
constructor (
public readonly jwtAccess: string,
public readonly refreshToken: string,
) {1}
toJSON () {
return Object.assign({}, this);
}
}
dto-in.ts
export class RefreshDtolIn ({
constructor (
public readonly accessId: number,
public readonly refreshToken: string,
) {1}
}
get.ts
import z from "zod";
import type { Context } from "../../context";
import { makeService } from "../../make";
import { UserGetError } from "../errors/user—-get-error";

import type { GetDtoIn } from "./dto-in";
import { GetDtoOut } from "./dto-out";

async function get ({
dto,
context,

dto: GetDtoln;
context: Context;

const user = await context.userRepository.getUser ({
externalAccessId: dto.accessId,
id: dto.userld,

}):

if ('user) throw new UserGetError():;
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return new GetDtoOut (
user.id!,
user.username,
user.name,
user.getFormattedBirthday (),
) ;
}

export function factory () {
return makeService (
get,
z.object ({
accessId: z.coerce
.number ()
.int ()
.positive ()
.max (999 999 999 999 999)
.optional (),
userId: z.coerce
.number ()
.int ()
.positive ()
.max (999 999 999 999 999)
.optional (),

) ;
}

dto-out.ts
export class GetDtoOut ({
constructor (
public readonly id: number,
public readonly username: string,
public readonly name: string | null = null,
public readonly birthday: string | null = null,
) {1}

toJSON () {
return Object.assign({}, this);
}
}

dto-in.ts
export class GetDtoIn {
constructor (
public readonly userId?: number,
public readonly accessId?: number,
) {1}
}

user—login-error.ts
export class UserLoginError extends Error {

constructor (message = "User login error") {
super (message) ;
this.name = "UserLoginError";
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user—-already-exists—-error.ts
export class UserAlreadyExistsError extends Error {

constructor (message = "User already exists") {
super (message) ;
this.name = "UserAlreadyExistsError";

}

user—-update-error.ts
export class UserUpdateError extends Error

constructor (message = "User update error") {
super (message) ;
this.name = "UserUpdateError";

user-refresh-error.ts
export class UserRefreshError extends Error {

constructor (message = "User refresh error") {
super (message) ;
this.name = "UserRefreshError";

user—get—error.ts
export class UserGetError extends Error {

constructor (message = "User not found") {
super (message) ;
this.name = "UserGetError";

dto-out.ts
export class CreateUserDtoOut ({
constructor (
public readonly id: number,
public readonly username: string,
public readonly jwtAccess: string,
public readonly refreshToken: string,
public readonly name: string | null = null,
public readonly birthday: string | null = null,
) {1}

toJSON () {
return Object.assign({}, this);

}

dto-in.ts
export class CreateUserDtoIn {
constructor (
public readonly username: string,
public readonly password: string,
public readonly name?: string,
public readonly birthday?: Date,
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) {1}

create.ts
import z from "zod";

import { User } from "../../../entities/user";

import type { Context } from "../../context";

import { makeService } from "../../make";

import { UserAlreadyExistsError } from "../errors/user-already-exists—error";

import type { CreateUserDtoIn } from "./dto-in";
import { CreateUserDtoOut } from "./dto-out";

async function create ({
dto,
context,

dto: CreateUserDtoln;
context: Context;

const existingUser = await context.userRepository.getUser ({
username: dto.username,

)
if (existingUser) throw new UserAlreadyExistsError();

const result = await context.preludeTransport.createAccess (
dto.username,
dto.password,

)7

const user = await User.from({
id: null,
name: dto.name,
username: dto.username,
birthday: dto.birthday,
externalAccessId: result.id,

b
await context.userRepository.createFromEntity (user);

return new CreateUserDtoOut (
user.id!,
user.username,
result.jwtAccess,
result.refreshToken,
user.name,
user.getFormattedBirthday (),

) ;

}

export function factory() {
return makeService (
create,
z.object ({
name: z.string() .max (64) .optional (),
username: z.string() .max(64),
password: z.string() .min(8) .max (64),
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birthday: z.coerce.date() .optional (),
1),

)
}
login.ts
import z from "zod";
import type { Context } from "../../context";
import { makeService } from "../../make";
import { UserLoginError } from "../errors/user—-login-error";

import type { LoginDtoIn } from "./dto-in";
import { LoginDtoOut } from "./dto-out";

async function login ({
dto,
context,

dto: LoginDtolIn;
context: Context;

const result = await context.preludeTransport.login (
dto.username,
dto.password,

) ;

const user = awailt context.userRepository.getUser ({
externalAccessId: result.id,

)
if (!'user) throw new UserLoginError();

return new LoginDtoOut (
user.id!,
user.username,
result.jwtAccess,
result.refreshToken,
user.name,
user.getFormattedBirthday (),

) ;

}

export function factory () {
return makeService (
login,
z.object ({
username: z.string() .max(64),
password: z.string() .min(8) .max(64),
1)y
) ;
}

dto-out.ts
export class LoginDtoOut {
constructor (
public readonly id: number,
public readonly username: string,
public readonly jwtAccess: string,
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public readonly refreshToken: string,

public readonly name: string | null = null,

public readonly birthday: string | null = null,
) {1}

toJSON () {
return Object.assign({}, this);
}
}

dto-in.ts
export class LoginDtoIn {
constructor (
public readonly username: string,
public readonly password: string,
) {1}
}
entities
user.ts

import type { MaybeNumberId } from "./types/id";
import type { Optional } from "./types/optional";

export type Name = Optional<string>;
export type Birthday = Optional<Date>;

export type UserPayload = {
id: MaybeNumberId;
name: Name;
username: string;
birthday: Birthday;
externalAccessId: number;

b

export class User {
private id: MaybeNumberId;
private name: Name;
private username: string;
private Dbirthday: Birthday;
private externalAccessId: number;

private constructor (payload: UserPayload) {
this. id = payload.id ?? null;
this. name = payload.name;
this. username = payload.username;
this. birthday = payload.birthday;
this. externalAccessId = payload.externalAccessId;

}

static async from(payload: UserPayload): Promise<User> {
return new User (payload);

}
get id() {

return this. id;

}
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set id(id: MaybeNumberId) ({
this. id = id;

get name() :

Name {

return this. name;

set name (name: string) {
this. name = name;

get username () {
return this. username;

set username (username: string) {
this. username = username;

get birthday(): Birthday {
return this. birthday;

}

getFormattedBirthday () {
return this. birthday?.toUTCString() ?? null;

}

set birthday (birthday: Date) {
this. birthday = birthday;

}

get externalAccessId() {
return this. externalAccessId;

}

111

toPlainObject () : Readonly<Omit<UserPayload, "externalAccessId">> {
return {

}i

}

id.ts

id: this. id,

name: this. name,
username: this. username,
birthday: this. birthday,

import type { Optional } from "./optional";

type ToOptional<T>

= Optional<T>;

export type MaybeNumberId = ToOptional<number>;

optional.ts

export type Optional<T> = T | null | undefined;
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JOJATOK B
Kon cepgicy ynpaBiiiHHA KHHKKAMHU

infra
config.ts
import { z } from "zod";

export interface Config {
APP PORT: number;

POSTGRES USER: string;
POSTGRES PASSWORD: string;
POSTGRES DB: string;
POSTGRES HOST: string;
POSTGRES PORT: number;

AWS ACCESS KEY ID: string;

AWS SECRET ACCESS KEY: string;
AWS REGION: string;

AWS SQS QUEUE URL: string;

PRELUDE BASE URL: string;
COMEDY BASE URL: string;
}

export class ConfigValidationError extends Error
private constructor (message: string) {
super (message) ;
this.name = "ConfigValidationError";

}

static from(errors: Record<string, stringl[]>) {
const message = Object.entries(errors)

.map (([field, errors]) => {
return “${field}: ${errors.map((msg) =>
msg.toLowerCase()) .join(", ")} ;

})

.join ("\n") ;
return new ConfigValidationError (message);

}

export const configSchema = z.object ({
APP PORT: z.coerce.number ().int () .positive(),

POSTGRES USER: z.string(),

POSTGRES PASSWORD: z.string(),

POSTGRES DB: z.string(),

POSTGRES HOST: z.string(),

POSTGRES PORT: z.coerce.number ().int () .positive(),

AWS ACCESS KEY ID: z.string(),

AWS SECRET ACCESS KEY: z.string(),
AWS REGION: z.string(),

AWS SQS QUEUE URL: z.string(),
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112

122-KPb-401.2010122



Kadenpa inTenexryansHux iHOpMaIiitHUX CHCTEM 113
BukopucranHs XMapHHUX TEXHOJIOT1H ISl pO3NOAIICHUX CHCTEM

PRELUDE_BASE_URL: z.string(),
COMEDY BASE URL: z.string(),

1)

export function load(): Config {
try {
return configSchema.parse (Bun.env);
} catch (error: any) {

const formattedError = error.format () as Record<
string,
{ errors?: string[] }

>; B

const transformedErrors: Record<string, string[]> = {};

for (const [field, errorDetail] of Object.entries (formattedError)) {
if (Array.isArray (errorDetail. errors)) {

transformedErrors[field] = errorDetail. errors;

}

throw ConfigValidationError.from(transformedErrors);

}

schema.ts
import { bigint, integer, pgTable, serial, varchar } from "drizzle-orm/pg-core";

export const books = pgTable ("books"™, {
id: serial ("id") .primaryKey (),
name: varchar ("name", { length: 128 }).notNull(),
pages: integer ("pages") .notNull(),
externalUserId: bigint ("external user id", { mode: "number" }).notNull(),

)i

migration.ts
import * as path from "node:path";

import { migrate } from "drizzle-orm/postgres-js/migrator";

import { getConnection } from "./db";
import type { ConnectionParams } from "./utils";

export async function migrateDb ({
user,
password,
db,
host,
port,
}: ConnectionParams) : Promise<void> {
const connection = await getConnection ({
user,
password,
db,
host,
port,
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return migrate (connection, {
migrationsFolder: path.join(process.cwd(), "migrations"),

})

utils.ts
export type ConnectionParams = ({
user: string;
password: string;
db: string;
host: string;
port: number;

b

export function buildConnectionString ({
user,
password,
db,
host,
port,
}: ConnectionParams): string {
return ‘postgres://S${user}:S${password}@S${host}:${port}/S${db}";

db.ts
import { type PostgresJsDatabase, drizzle } from "drizzle-orm/postgres—-js";
import postgres from "postgres";

import * as schema from "./schema";
import { type ConnectionParams, buildConnectionString } from "./utils";

export type Connection = PostgresJsDatabase<typeof schema>;
let connection: Connection;

export async function getConnection ({
user,
password,
db,
host,
port,
}: ConnectionParams): Promise<Connection> {
const connectionString = buildConnectionString ({
user,
password,
db,
host,
port,
1)

if (! connection)
_connection = drizzle(postgres (connectionString, { max: 5 }), {
schema,
logger: false,
}):

return connection;
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import type { Connection } from "../infra/data-src/pg/db";

export abstract class BaseRepository {
constructor (protected connection: Connection) {}

}

book.ts

import { and, eq } from "drizzle-orm";

import { Book, type BookPayload } from "../entities/book";
import { books } from "../infra/data-src/pg/schema”;
import { BaseRepository } from "./base";

export type SelectBook = typeof books.$inferSelect;

export class BookRepository extends BaseRepository {
async createFromEntity (book: Book) {
const result = await this. connection

2024 p.

async

.insert (books)
.values ({
name: book.name,
pages: book.pages,
externalUserId: book.externalUserId,
1)
.returning({ id: books.id })
.execute () ;

book.id = result[0].id;

return book;

getBook (selectBy: Partial<SelectBook>) ({
const egArray = [];

for (const k of Object.keys (selectBy)
egArray.push (eq(books[k], selectByl[k]!));
}
const result = await this. connection
.select ({

id: books.id,
name: books.name,
pages: books.pages,
externalUserId: books.externalUserlId,
1)
.from(books)
.where (and(...egArray))
Llimit (1)
.execute () ;

const raw = result?.[0];

if

(!raw?.id) return null;
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return Book.from(raw as BookPayload);

}

async updateFromEntity (book: Book) {
if (!book.id) return;

awalt this. connection
.update (books)
.set ({
name: book.name,
pages: book.pages,
externalUserId: book.externalUserId,
})
.where (eq (books.id, book.id))
.execute () ;

}

async deleteBookById (bookId: SelectBook["id"]) {
awalt this. connection.delete (books) .where (eq(books.id,
bookId) ) .execute();
}
}

createlLoggerFactory } from "./plugins/logger";
booksRoute } from "./routes/books";

import
import

http
server.ts
import { swagger } from "@elysiajs/swagger";
import { Elysia } from "elysia";
import { onError } from "./hooks/on-error";
import { awsPlugin } from "./plugins/aws";
import { configPlugin } from "./plugins/config";
import { contextPlugin } from "./plugins/context";
{
{

export const app = new Elysia()

.use (swagger ())

.use (configPlugin)

.use (awsPlugin)

.use (contextPlugin)

.use (createloggerFactory())

.onError (({ error, set }) => {
onError (error, set);

})

.get ("/ping", () => ({ ping: "pong" }))
.use (booksRoute)
.listen({ port: Bun.env.APP PORT }, () =>

console.log( B Elysia is running at :${Bun.env.APP PORT} "),
) ;

context.ts

import assert from "node:assert/strict";

import { PreludeHttpTransport } from "Q@litlinx/lib/infra/prelude/http";
import { Elysia } from "elysia";

import { getConnection } from "../../infra/data-src/pg/db";
import { migrateDb } from "../../infra/data-src/pg/migration";
import { BookRepository } from "../../repositories/book";
import type { Context } from "../../services/context";
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{ awsPlugin } from "./aws";
{ configPlugin } from "./config";
const contextPlugin = new Elysia({ name: "contextPlugin"

.use (configPlugin)
.use (awsPlugin)
.derive({ as: "scoped" }, async ({ aws, config }) => {

assert (aws && config);

const dbCredentials = {
user: config.POSTGRES USER,
port: config.POSTGRES PORT,
db: config.POSTGRES DB,
host: config.POSTGRES HOST,
password: config.POSTGRES PASSWORD,

b

117

})

const dbConnection = await getConnection (dbCredentials);

await migrateDb (dbCredentials);

return {
context: {
config,

bookRepository: new BookRepository (dbConnection),

preludeHttpTransport: new

PreludeHttpTransport (config.PRELUDE BASE URL),

aws.ts

aws,
} satisfies Context,

b

)

import assert from "node:assert";
import { setup } from "@litlinx/lib/infra/aws/setup";
import {

pollQueue,
receiveMessage,
sendMessage,

} from "@litlinx/lib/infra/aws/sqgs";
import { Elysia } from "elysia";
import { configPlugin } from "./config";

export const awsPlugin = new Elysia({ name: "awsPlugin" })

2024 p.

.use (configPlugin)
.derive ({ as: "scoped" }, ({ config }) => {
assert (confiqg);

setup ({ awsRegion: config.AWS REGION 1});

return {
aws: {
sgs: |
pollQueue,
sendMessage,
receiveMessage,

by
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by
})

logger.ts
import { randomUUID } from "node:crypto";
import { logger, serializers } from "@bogeychan/elysia-logger";

export function createloggerFactory () {
return logger ({
serializers: {
...serializers,
request: (request: Request) => {
const url = new URL (request.url);
const headers =
Object.fromEntries (request.headers.entries());

const requestData = {
id: request.headers.get ("X-Request-ID") ?2°?
randomUUID (),
path: url.pathname,

headers,
requestDate: new Date () .toISOString(),
userAgent: headers["user—-agent"] ?? "unknown",
ip:

headers["x-forwarded-for"] ?2°?

request.headers.get ("X-Real-IP") ?7?
"unknown",

}i

return {
...requestbhata,
path: url.pathname,

bi

}y
}y
}):
}

config.ts
import { Elysia } from "elysia";

import { load } from "../../infra/config";
export const configPlugin = new Elysia({ name: "configPlugin" }) .derive (
{ as: "scoped" 1},
() =>{
return {

config: load(),
i
b
) ;

on—error.ts

import { TypeBoxError } from "@sinclair/typebox";
import type { Context } from "elysia";

import { match } from "ts-pattern";

import { ZodError } from "zod";
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import { BookCreateError } from "../../services/books/errors/book-create-error";
import { BookGetError } from "../../services/books/errors/book-get-error";

import { BookRemoveError } from "../../services/books/errors/book-remove-error";
import { BookUpdateError } from "../../services/books/errors/book-update-error";

—

const servicelayerErrors
BookCreateEkrror,
BookGetError,
BookRemoveError,
BookUpdateError,

] as const;

type ExtractEnumTypeFromArray<T extends readonly any[]> = T extends readonly [
infer Head,
..infer Tail,

? Head extends { new (...args: anyl[]): infer O }
? O | ExtractEnumTypeFromArray<Tail>
never
never;

function getErrorResponse (
statusCode: number,
errorType: string,
message: string,
data?: any,

return {
statusCode,
error: errorType,
message,
data,
}i
}

export function onError (error: any, set: Context["set"]) {
const result = match(error)
.when (

(e: any) =>
e instanceof ZodError ||
e instanceof TypeBoxError ||
e.code === "VALIDATION",

(e: any) => {
set.status = 422;

let data = {};

if (e.errors) {
data = e.errors.map((ve: { path: string; message:
string }) => ({
path: ve.path,
message: ve.message,

1))

return getErrorResponse (
422,
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"VALIDATION_ERROR",
"Request validation error",

120

data,
)
by
)
.when (
(e) => servicelayerErrors.some ((ec) => e instanceof ec),
(matchedError: ExtractEnumTypeFromArray<typeof servicelayerErrors>)
=>{
set.status = 422;
return getErrorResponse (
422,
"UNPROCESSABLE ENTITY",
matchedError.message,
)i
by
)
.otherwise (() => {
set.status = 500;
return getErrorResponse (
500,
"INTERNAL SERVER ERROR",
"Service is unavailable due to internal reasons",
)i
1)
return result;
}
books.ts

import Elysia, { t } from "elysia";

import { factory as createBookServiceFactory } from
"../../services/books/create/create";

import { CreateBookDtoIn } from "../../services/books/create/dto-in";
import { GetDtoIn } from "../../services/books/get/dto-in";

import { factory as getServiceFactory } from "../../services/books/get/get";

import { RemoveBookDtoIn } from "../../services/books/remove/dto-in";
import { factory as removeBookServiceFactory } from
"../../services/books/remove/remove";

import { UpdateBookDtoIn } from "../../services/books/update/dto-in";

import { factory as updateBookServiceFactory } from
"../../services/books/update/update";

import { createdJwtAuthGuard, decodedwt } from "../guards/jwt—-auth";
import { contextPlugin } from "../plugins/context";

export const booksRoute = new Elysia({ name: "booksRoute" })

.use (contextPlugin)
.decorate ("createBookService", createBookServiceFactory())
.decorate ("getService", getServiceFactory())
.decorate ("updateBookService", updateBookServiceFactory())
.decorate ("removeBookService", removeBookServiceFactory())
.group ("/books", (app) =>

app.guard( (app) =>

app
.use (createdwtAuthGuard())

.post (
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n/n,
async ({ body, context, createBookService, bearer }) =>
{
const result = await createBookService ({
dto: new CreateBookDtolIn (
body.name,
body.pages,
body.userld,
decodedJwt (bearer!) .accessId,
)/
context,
1)
return result.toJSON() ;
b
{
body: t.Object ({
name: t.String({
description: "Name of book",
examples: "Book Name",
1)y
pages: t.Numeric ({
description: "Number of pages",
examples: 100,
1)y
userId: t.Numeric ({
description: "User id",
examples: 1,
1)y
)y
b
)
.get (
"/:bookId",
async ({ params, context, getService, bearer }) => {
const result = await getService ({
dto: new GetDtoln (params.bookId,
decodedwt (bearer!) .accessId),
context,
1)
return result.toJSON() ;
b
{
params: t.Object ({
bookId: t.Numeric ({
description: "Book id",
examples: 100,
1)y
)
b
)
.patch (
"/:bookId",
async ({ params, body, context, updateBookService,

bearer }) => {
const result = await updateBookService ({
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dto: new UpdateBookDtoIn (
params.bookId,
decodedwt (bearer!) .accessId,
body.name,
body.pages,

),

context,

1)

return result.toJSON() ;

params: t.Object ({
bookId: t.Numeric ({
description: "Book id",
examples: 100,
)y
)y
body: t.Object ({
name: t.Optional (
t.String ({
description: "Name of book",
examples: "Book Name",
Py
)
pages: t.Optional (
t.Numeric ({
description: "Number of pages",
examples: 100,

1)y

b
)
.delete(
"/:bookId",
async ({ params, context, removeBookService, bearer })
=>
const result = await removeBookService ({
dto: new RemoveBookDtoIn (
params.bookId,
decodedwt (bearer!) .accessId,
)

context,

1)

return result.toJSON() ;

params: t.Object ({
bookId: t.Numeric ({
description: "Book id",
examples: 100,
)y
)y
bo
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) ;

jwt—-auth.ts
import { bearer } from "@elysiajs/bearer";
import { type Context, Elysia } from "elysia";

import { contextPlugin } from "../plugins/context";
function createErrorResponse (set: Context["set"]) {
set.status = 401;
set.headers ["WWW-Authenticate"] =

"Bearer realm='sign', error="invalid request"’;

return "Unauthorized";

}

function base64UrlDecode (base64Url: string): string {
const sanitizedBase64Url = base64Url.replace(/-/g, "+").replace(/ /g, "/");

const padding = "="_.repeat((4 - (sanitizedBase64Url.length % 4))

o\

4);

const base64 = sanitizedBase64Url + padding;

return Buffer.from(baseb64, "base64d").toString("utf-8");
}

export function decodedwt (token: string): { accessId: number } {
const parts = token.split(".");

const payload = parts[1l];
const decodedPayload = base64UrlDecode (payload) ;

return JSON.parse (decodedPayload) ;
}

export function createdJwtAuthGuard(ignoreExpiration = false) {
return new Elysia ({ name: "jwtAuthGuard" })
.use (contextPlugin)
.use (bearer())
.derive ({ as: "scoped" }, ({ bearer }) => {
if (!bearer) return {};

const { accessId } = decodedwt (bearer);

return { accessId };

})

.onBeforeHandle (
{ as: "global" },
async ({ set, bearer, accessId, context }) => {
if (! (bearer && accessId && context)) return

createErrorResponse (set) ;
try {
await context.preludeHttpTransport.verify (bearer,

ignoreExpiration);
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} catch {
return createErrorResponse (set);
}
by

run.ts
import "./http/server";

services

make.ts

import type { ZodSchema } from "zod";
import type { Context } from "./context";

export type ActionDto<T extends Record<string, any> = Record<string, any>> = T;
export type ActionArg<

T extends Record<string, any>,

D extends ActionDto<T> = ActionDto<T>,

dto: D;
context: Context;

}i

export type TAction<T extends Record<string, any>, R> = (
arg: ActionArg<T>,

) => Promise<R>;

export function makeService<T extends Record<string, any>, R>(
action: TAction<T, R>,
validationSchema?: ZodSchema<T>,

const proxyHandler = {
async apply(target: TAction<T, R>, thisArg: unknown, args:
[ActionArg<T>]) {
if (validationSchema)
args[0].dto = await validationSchema.parseAsync (args[0].dto);

return target.apply(thisArg, args);
by
}i

return new Proxy(action, proxyHandler);

context.ts
import type {
PollQueueFn,
ReceiveMessageFn,
SendMessageFn,
} from "Q@litlinx/lib/infra/aws/sqgs";
import type { PreludeHttpTransport } from "@litlinx/lib/infra/prelude/http";
import type { Config } from "../infra/config";
import type { BookRepository } from "../repositories/book";

export interface Context ({
readonly config: Config;
readonly bookRepository: BookRepository;
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readonly preludeHttpTransport: PreludeHttpTransport;
readonly aws: {
sgs: |
pollQueue: PollQueueFn;
sendMessage: SendMessageFn;
receiveMessage: ReceiveMessageFn;
}i
}i
}

dto-out.ts
export class RemoveBookDtoOut ({
constructor (
public readonly id: number,
public readonly name: string,
public readonly pages: number,
public readonly userId: number,
) {1}
toJSON () |

return Object.assign({}, this);

remove.ts
import z from "zod";

import type { Context } from "../../context";
import { makeService } from "../../make";
import { BookRemoveError } from "../errors/book-remove-error";

import type { RemoveBookDtoIn } from "./dto-in";
import { RemoveBookDtoOut } from "./dto-out";

async function remove ({
dto,
context,

dto: RemoveBookDtolIn;
context: Context;

awalt context.aws.sgs.sendMessage (context.config.AWS SQS QUEUE URL, {

action: "getUser",
args: { accessId: dto.accessId },

const [message] = await context.aws.sgs.receiveMessage (
context.config.AWS SQS QUEUE URL,
if (!message?.id) throw new BookRemoveError ("User not found");
const book = await context.bookRepository.getBook ({
id: dto.bookId,

externalUserId: message.id,
}):

if (!book) throw new BookRemoveError ("Book not found");
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await context.bookRepository.deleteBookById (book.id!);

return new RemoveBookDtoOut (
book.id!,
book.name,
book.pages,
book.externalUserId,
) ;
}

export function factory () {
return makeService (
remove,
z.object ({
bookId:
z.coerce.number () .int () .positive () .max (999 999 999 999 999),
accessId:
z.coerce.number () .int () .positive () .max (999 999 999 999 999),
Py
) ;
}

dto-in.ts
export class RemoveBookDtoIn ({
constructor (
public readonly bookId: number,
public readonly accessId: number,
) {1}
}

dto-out.ts
export class UpdateBookDtoOut {
constructor (
public readonly id: number,
public readonly name: string,
public readonly pages: number,
public readonly userId: number,

) {1}

toJSON () {
return Object.assign({}, this);
}
}

dto-in.ts
export class UpdateBookDtoIn ({
constructor (
public readonly bookId: number,
public readonly accessId: number,
public readonly name?: string,
public readonly pages?: number,
) {1}
}
update.ts
import z from "zod";
import type { Context } from "../../context";
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import { makeService } from "../../make";

import { BookUpdateError } from "../errors/book-update-error";
import type { UpdateBookDtoIn } from "./dto-in";

import { UpdateBookDtoOut } from "./dto-out";

async function update ({
dto,
context,

dto: UpdateBookDtolIn;
context: Context;

awalt context.aws.sgs.sendMessage (context.config.AWS SQS QUEUE URL, {
action: "getUser",
args: { accessId: dto.accessId },

)

const [message] = awalt context.aws.sgs.receiveMessage (
context.config.AWS SQS QUEUE URL,
)i

if (!message?.id) throw new BookUpdateError ("User not found");

const book = await context.bookRepository.getBook ({
id: dto.bookId,
externalUserId: message.id,

)
if (!book) throw new BookUpdateError ("Book not found");

if (dto.name) book.name = dto.name;
if (dto.pages) book.pages = dto.pages;

await context.bookRepository.updateFromEntity (book) ;

return new UpdateBookDtoOut (
book.id!,
book.name,
book.pages,
book.externalUserId,
) ;
}

export function factory() {
return makeService (
update,
z.object ({
name: z.string() .max(128) .optional (),
pages: z.coerce.number ().int () .positive().max (100 000) .optional(),
bookId:
z.coerce.number () .int () .positive () .max (999 999 999 999 999),
accessId:
z.coerce.number () .int () .positive () .max (999 999 999 999 999),
1)
) ;
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get.ts

import z from "zod";

import type { Context } from "../../context";

import { makeService } from "../../make";

import { BookCreateError } from "../errors/book-create-error";
import { BookGetError } from "../errors/book-get-error";

import type { GetDtoIn } from "./dto—-in";
import { GetDtoOut } from "./dto-out";

async function get ({
dto,
context,

dto: GetDtoln;
context: Context;

awalt context.aws.sgs.sendMessage (context.config.AWS SQS QUEUE URL, {
action: "getUser",
args: { accessId: dto.accessId },

)

const [message] = awalt context.aws.sgs.receiveMessage (
context.config.AWS SQS QUEUE URL,
)i

if (!message?.id) throw new BookCreateError ("User not found");

const book = await context.bookRepository.getBook ({
id: dto.bookId,
externalUserId: message.id,

)
if (!book) throw new BookGetError ("Book not found");

return new GetDtoOut (book.id!, book.name, book.pages, book.externalUserId);

}

export function factory() {
return makeService (
get,
z.object ({
bookId:
z.coerce.number () .int () .positive () .max (999 999 999 999 999),
accesslId:
z.coerce.number () .int () .positive () .max (999 999 999 999 999),
1)y
) ;
}

dto-out.ts
export class GetDtoOut ({
constructor (
public readonly id: number,
public readonly name: string,
public readonly pages: number,
public readonly userId: number,

) {1}
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toJSON () {
return Object.assign({}, this);
}
}

dto-in.ts
export class GetDtoIn {
constructor (
public readonly bookId: number,
public readonly accessId: number,
) {1}
}

book-create-error.ts
export class BookCreateError extends Error

constructor (message = "Book create error") {
super (message) ;
this.name = "BookCreateError";

}

book-update—-error.ts
export class BookUpdateError extends Error {

constructor (message = "Book update error") {
super (message) ;
this.name = "BookUpdateError";

}

book-remove—-error.ts
export class BookRemoveError extends Error {

constructor (message = "Book remove error") {
super (message) ;
this.name = "BookRemoveError";

}

book—-get-error.ts
export class BookGetError extends Error {

constructor (message = "Book get error") {
super (message) ;
this.name = "BookGetError";

}

dto-out.ts
export class CreateBookDtoOut ({
constructor (
public readonly id: number,
public readonly name: string,
public readonly pages: number,
public readonly userId: number,

) {1}

toJSON () {
return Object.assign({}, this);
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.ts
class CreateBookDtoIn {
constructor (
public readonly name: string,
public readonly pages: number,
public readonly userId: number,
public readonly accessId: number,
) {1}
ts
z from "zod";
{ Book } from "../../../entities/book";
type { Context } from "../../context";
{ makeService } from "../../make";
{ BookCreateError } from "../errors/book-create—-error";
type { CreateBookDtoIn } from "./dto—-in";

{ CreateBookDtoOut } from "./dto-out";

function create ({
dto,
context,

dto: CreateBookDtoln;
context: Context;

awalt context.aws.sgs.sendMessage (context.config.AWS SQS QUEUE URL,
action: "getUser",
args: { userId: dto.userId, accessId: dto.accessId },

)

const [message] = await context.aws.sgs.receiveMessage (
context.config.AWS SQS QUEUE URL,
) ;

if (!message?.id) throw new BookCreateError ("User not found");

const book = await Book.from({
id: null,
name: dto.name,
pages: dto.pages,
externalUserId: dto.userId,

b
await context.bookRepository.createFromEntity (book) ;

return new CreateBookDtoOut (
book.id!,
book.name,
book.pages,
book.externalUserId,
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export function factory() {
return makeService (
create,
z.object ({
name: z.string() .max(128),
pages: z.coerce.number ().int () .positive().max (100 _000),
userId:
z.coerce.number () .int () .positive () .max (999 999 999 999 999),
accessId:

z.coerce.number () .int () .positive () .max (999 999 999 999 999),
1),
)i
}

entities
book.ts
import type { MaybeNumberId } from "./types/id";

export type BookPayload = {
id: MaybeNumberId;
name: string;
pages: number;
externalUserId: number;

b

export class Book {
private id: MaybeNumberId;
private name: string;
private pages: number;
private externalUserId: number;

private constructor (payload: BookPayload) {
this. id = payload.id ?? null;
this. name = payload.name;
this. pages = payload.pages;
this. externalUserId = payload.externalUserId;

}

static async from(payload: BookPayload): Promise<Book> {
return new Book (payload);

}

get id() {
return this. id;

set id(id: MaybeNumberId) ({
this. id = id;

get name(): string {
return this. name;

set name (name: string) {
this. name = name;
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get pages () : number {
return this. pages;

set pages (pages: number) {
this. pages = pages;

get externalUserId(): number
return this. externalUserId;

set externalUserId(externalUserId: number) {
this. externalUserId = externalUserId;

}
toPlainObject () : Readonly<Omit<BookPayload, "externalUserId">> ({
return {
id: this. id,
name: this. name,
pages: this. pages,
}i
}

id.ts
import type { Optional } from "./optional";

type ToOptional<T> = Optional<T>;
export type MaybeNumberId = ToOptional<number>;

optional.ts
export type Optional<T> = T | null | undefined;
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JOJATOK I
Hpuxnax Makefile

DOCKER_REGISTRY ?= public.ecr.aws/qfsdf3413

DOCKER USERNAME ?= oxb4f

APP NAME ?= plot

GIT BRANCH ?= $(shell git rev-parse --abbrev-ref HEAD)

GIT COMMIT ?= $(shell git rev-parse —--short HEAD)

DOCKER TAG ?= ${GIT BRANCH}-${GIT COMMIT}

APP IMAGE ?= ${DOCKER REGISTRY}/${DOCKER USERNAME}/${APP NAME}:${DOCKER TAG}
DOCKER FILE ?= build/Dockerfile

DOCKER_COMPOSE ?= deployment/docker-compose.dev.yml

ENV_FILE ?= .env.dev

RN := $(shell echo $$(( RANDOM % 9 + 1 )) 'seq -w 0 8 | shuf | tr -d '\n' | head -c
9%)
RS := $(shell openssl rand -base64 10 | tr -dc 'a-zA-720-9' | head -c 10)

# Qtarget build

PULL ?= false ## Pull the latest base image before building. Default is false.
NO CACHE ?= false ## Build the image without using cache. Default is false.
TARGET ?= dev ## Build target for docker: dev, prod or test

# Qtarget run
DETACH ?= false ## Run docker-compose in detached mode. Default is false.

BLUE := \033[1;34m
GREEN := \033[0;32m
WHITE := \033[0;97m
RESET := \033[0m

.PHONY: build run stop help hurl test-unit

build: ## Build the Docker image for the application
ifeq ($(PULL),true)
PULL FLAG=--pull
else
PULL FLAG=
endif
ifeq ($(NO_CACHE), true)
NO CACHE FLAG=--no-cache
else
NO CACHE FLAG=
endif
DOCKER BUILDKIT=1 docker build $(PULL_FLAG) $(NO_CACHE_FLAG) -—tag ${APP_IMAGE}
-—file ${DOCKER_FILE} -—target S${TARGET}

run: stop ## Start the application using Docker Compose
ifeq ($(DETACH),true)
DETACH FLAG=-d
else
DETACH FLAG=
endif
APPilMAGE=${APP71MAGE} ENVﬁFILE=${ENVﬁFILE} docker-compose —--file
$ {DOCKER_COMPOSE} --project—-name ${APP NAME} up $ (DETACH FLAG)
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stop: ## Stop the application using Docker Compose
APP_IMAGE=${APP_IMAGE} ENV_FILE=${ENV_FILE} docker-compose —--file
$ {DOCKER_COMPOSE} down -—remove-orphans —-volumes

hurl: ## Run hurl tests against the application
@hurl \
——variables-file ./hurl/vars \
—-—variable rn=$ (RN) \
——variable rs=$(RS) \
——file-root ./hurl \
——insecure \
——error-format long \
——test \
--glob "./hurl/*.hurl"

test-unit: stop ## Run unit tests against the application
APP_IMAGE=${APP_IMAGE} ENV_FILE=${ENV_FILE} docker-compose —--file
${DOCKER_COMPOSE} --project—name ${APP NAME} up --detach

docker—-compose --file ${DOCKER COMPOSE} —--project-name ${APP NAME} exec --tty -
—interactive app sh -c "pnpm test:unit"

help: ## Display this help message
@echo "Usage: make [target] [FLAGS]"

@echo ""

@echo "S$ (BLUE) Targets:$ (RESET)"

Gawk 'BEGIN {FS = ":.*2## "; print "$(GREEN)"} /"[a-zA-Z —]+:.*?## / {printf "
%-10s $(WHITE)%s$ (RESET)\n", $$1, $$2}' $(MAKEFILE LIST)

@echo ""

@echo "S$(BLUE)Flags:$ (RESET)"
@awk 'BEGIN {target=""} \
/"# Qtarget/ {target=$$3; next} \
/##/ && target!="" { \
split($$1, arr, "?"); var=arr[l]; \
desc=substr ($50, index($$0, "##") + 3); \
if (!printed[target]++) { \
printf "\n${GREEN}Flags for '" target "' target:S${RESET}\n";

FoA
printf " S${BLUE}%s=true${RESET} - S{WHITE}%sS$S{RESET}\n", var,
desc \
}oA
/"~SS/ {target=""1}" $(MAKEFILE_LIST)
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TIOJATOK T

Hpuxaan Dockerfile

### base
FROM oven/bun:alpine AS base

RUN mkdir -p /app
WORKDIR /app

RUN mkdir -p plot

COPY plot/package.json ./plot/package.json
COPY plot/src/ plot/src

COPY 1lib 1lib

COPY comedy comedy

COPY package.json ./

COPY bun.lockb ./

COPY tsconfig.json ./

RUN bun install
### run
FROM base AS run

RUN mkdir -p /app
WORKDIR /app

COPY --from=base /app/.

COPY --from=base package*.json ./
COPY plot/tsconfig*.json ./

COPY plot/drizzle.config.ts ./
COPY plot/migrations ./

ENTRYPOINT []

### test

FROM run AS test

RUN mkdir -p /app
WORKDIR /app

COPY —-from=run /app/.
COPY —-from=base /app/package*.json ./

RUN bun install

ENTRYPOINT []
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JOJATOK E
Ipuxkaan docker-compose ¢aiiny

services:
app:
image: ${APP_IMAGE:-}
command: sh -c 'cd plot && bun dev'
restart: always
container name: plot

env_file:
- S${ENV_FILE:-.env}
ports:
"${APP_PORT:-8082}:${APP_PORT:-8082}"
volumes:

- ../src:/app/plot/src

- ../migrations:/app/plot/migrations
depends_on:

- db
expose:

- "S${APP_PORT:-8082}"

db:

image: postgres:15-alpine
env_file:

- ${ENV_FILE:-.env}
ports:

- "S{POSTGRES PORT:-5434}:S5{POSTGRES PORT:-5434}"
expose:

"S{POSTGRES PORT:-5434}"

command: -p "S${POSTGRES PORT:-5434}"
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JOJATOK €
Hpuxiaan Hurl Tecty

POST {{API USERS BASE}}/users
Content-Type: application/json
{

"username": "05{{rn}}{{rs}}bookl",
"password": "05{{rn}}{{rs}}tpassl”,
"name": "Test name",

"birthday": "2024-02-23"
}

HTTP 200

[Asserts]

jsonpath "$.id" isInteger

jsonpath "$.username" == "05{{rn}}{{rs}}bookl"

jsonpath "$.jwtAccess" isString
jsonpath "$.refreshToken" isString
jsonpath "$.name" isString
jsonpath "$.birthday" exists
[Captures]

userId: jsonpath "$.id"

Jjwt: jsonpath "$.jwtAccess"

POST {{API BASE}}/books
Authorization: Bearer {{jwt}}
Content-Type: application/json
{

"name": "Test book",

"pages": 100,

"userId": {{userId}}

}

HTTP 200

[Asserts]

jsonpath "$.id" isInteger
jsonpath "$.name" == "Test book"
jsonpath "$.pages" == 100

POST {{API BASE}}/books
Authorization: Bearer {{jwt}}
Content-Type: application/json
{

"name": "Test book 1",

"pages": 100,

"userId": {{userId}}

}

HTTP 200

[Asserts]

jsonpath "$.id" isInteger

jsonpath "$.name" == "Test book 1"
jsonpath "$.pages" == 100

POST {{API BASE}}/books
Authorization: Bearer {{jwt}}
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Content-Type: application/json
{
"name": "Test book 2",
"pages": 100,
"userId": {{userId}}

}

HTTP 200

[Asserts]

jsonpath "$.id" isInteger

jsonpath "$.name" == "Test book 2"
jsonpath "$.pages" == 100

GET {{API BASE}}/books
Authorization: Bearer {{jwt}}
Content-Type: application/json
{

"name": "Test book 2",

"pages": 100,

"userId": {{userId}}

}

HTTP 200

[Asserts]

jsonpath "$.count" == 3

jsonpath "$.data[*].name" includes "Test book"
jsonpath "$.data[*].name" includes "Test book 1"
jsonpath "$.data[*].name" includes "Test book 2"
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Ipukiaan HaJTAIITYBaHHA JACIVIO0 3aCTOCYHKY 10 Amazon ECS

AWS REGION =
DOCKER CONTEXT =
DEFAULT CONTEXT =

ECR_REPO URL =

GIT BRANCH =
GIT COMMIT

Uy U

PRELUDE IMAGE =
COMEDY IMAGE
PLOT IMAGE =

ECS CLUSTER NAME =

DIRS = prelude comedy

.PHONY: all
all: push deploy

.PHONY :

create—context:
@docker context

$ (DOCKER_CONTEXT)

.PHONY: use-context
use—context:
@docker context

. PHONY :
use—-default-context:
@docker context

. PHONY :
login:

login

@aws ecr-public get-login-password --region $ (AWS REGION)

us—east-1
testecscontext
desktop-linux

public.

create—-context

ecr.aws/111111

(shell git rev-parse —--abbrev-ref HEAD)
(shell git rev-parse —--short HEAD)

TestCluster

plot

create ecs $(DOCKER_CONTEXT) —-—from-env

already exists"

create—context

use $(DOCKER CONTEXT)

use-default-context

use $ (DEFAULT CONTEXT)

username AWS —--password-stdin $(ECR_REPO_URL)

.PHONY: create-repos
Create-repos:

$(ECR_REPO_URL)/OXb4f/prelude:$(GIT_BRANCH)—$(GIT_COMMIT)
= $(ECR_REPO URL) /oxb4f/comedy:S (GIT BRANCH)-$ (GIT COMMIT)
$ (ECR_REPO_URL) /oxb4f/plot:$(GIT BRANCH)-$ (GIT COMMIT)

echo "Context

| docker login —-—

@echo "Checking and creating repositories if they do not exist..."

@aws ecr-public describe-repositories —--region $(AWS REGION) --repository-names
oxb4f/prelude || \

(aws ecr-public create-repository —-region $(AWS REGION) —--repository-name
oxbdf/prelude || true)

@aws ecr-public describe-repositories —--region $(AWS REGION) --repository-names
oxbdf/comedy || \

(aws ecr-public create-repository —-region $(AWS REGION) —-repository-name
oxb4df/comedy || true)

@aws ecr-public describe-repositories —--region $(AWS REGION) --repository-names
oxbdf/plot || \

(aws ecr-public create-repository —-region $(AWS REGION) —-repository-name
oxb4df/plot || true)
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.PHONY: build-all
build-all:
@for dir in $(DIRS); do \
S (MAKE) —-C $S$dir build TARGET=run; \
done

.PHONY: push

push: login create-repos build-all
@docker push $(PRELUDE IMAGE)
@docker push $(COMEDY IMAGE)
@docker push $(PLOT IMAGE)

.PHONY: deploy
deploy: use-context

@PRELUDE_IMAGE=$ (PRELUDE IMAGE) COMEDY_IMAGE=$ (COMEDY IMAGE)
PLOT IMAGE=$ (PLOT IMAGE) docker compose —-f docker-compose.yml up -d
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